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ABSTRACT
Thesafetylevel modelis a specialcodedfault information
modeldesignedto supportfault-tolerantrouting in hyper-
cubes.In this model,eachnodeis associatedwith aninte-
ger, calledsafetylevel, which is anapproximatedmeasure
of thenumberanddistributionof faultynodesin theneigh-
borhood.Thesafetylevelof eachnodein an � -dimensional
hypercube( � -cube) can be easily calculatedthrough an� �����
	 -roundof informationexchangesamongneighbor-
ing nodes. This paperfocuseson an analyticalstudy on
routingcapabilityusingsafetylevelsin a dynamicsystem;
that is, a systemin which new faultsmight occurduringa
routingprocess.Undertheassumptionthat the total num-
berof faultsis lessthan ����� , weprovideanupperbound
on the probability of detours(eachdetourcausestwo ex-
tra steps)in a routingprocess.Simulationresultsarealso
providedto comparewith theproposedupperbound.

KEY WORDS
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levels

1. Intr oduction

A centralissuein designinga fault-tolerantrouting algo-
rithm in hypercubesis the way fault information is col-
lectedandused([1, 2, 3, 4]). Limited-global-information-
basedroutingis a compromisebetweenlocal-information-
basedandglobal-information-basedapproaches.In thisap-
proach,global fault information is collectedand packed
basedon a specialcoding scheme. In the safety level
model [5], an integer is associatedwith eachnodein an� -cuberepresentinglimited-global-informationin thesys-
tem. Safetylevel is anapproximatedmeasureof thenum-
ber and distribution of faulty nodesin the neighborhood
basedonaspecialcodingmethod.Becausethis typeof in-
formationis easyto updateandmaintainandtheoptimality
is still preserved,it is morecosteffective thantheothers.

Basically, eachnodein an � -cubeis assignedasafety
level 
 , where 
�� ����� � ��������� ��� , andthis nodeis called 
 -
safe.A 
 -safenodeindicatestheexistenceof at leastone
Hammingdistancepath(alsocalledanoptimalpath)from
this nodeto any nodewithin Hammingdistance
 . The
safetylevel of eachnodecanbecalculatedusinga simple�
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� ������	 -rounditerative algorithmwhich is independentof
thenumberanddistribution of faultsin thehypercube.An
optimalunicastingbetweentwo nodesis guaranteedif the
safetylevel of thesourcenodeis nolessthantheHamming
distancebetweenthesetwo nodes.Thefeasibilityof anop-
timal or suboptimalunicastingcanby easilydeterminedat
thesourcenodeby comparingits safetylevel, togetherwith
its neighbors’safetylevels,with theHammingdistancebe-
tweenthesourceanddestinationnodes.

However, a static fault model is usedin the safety
level model[5]: it is assumedthatnonew faultswill occur
duringa routingprocess.This paperpresentsour first at-
temptto studytheeffectof dynamicfaults(faultsthatoccur
duringa routingprocess).Whena new fault occurs,safety
level informationis no longeraccuratefor certainnodes.
Therefore,theupdatesof safetylevelsandtheroutingpro-
cessmayhaveto proceedhand-in-hand.We focusherethe
analyticalstudyon theeffect of dynamicfaultson routing
capability. Undertheassumptionthat the total numberof
faults is lessthan ����� in an � -cube,an upperboundis
given on the probability of 
 detours(eachdetourcauses
two extrasteps)in aroutingprocess.Simulationresultsare
alsoprovidedto comparewith theproposedupperbound.

2. Preliminaries�
-cube. The � -cube �! is a graphhaving "  nodesla-

beledfrom
�

to "  �#� . Two nodesareconnectedbyanedge
if their addresses,asbinarynumbers,differ in exactly one
bit position.Everynode$ hasanaddress$% '&)(*$+ '&%,.-�-/-0$+1
with $+23� � 0,1� , where 45� ���6� � �/������� ��� , and $+2 is called
the 4 thbit (alsocalledthe 4 thdimension)of theaddress.We
denotenode $ 2 theneighborof node $ alongdimension4 .
Symbol 7 denotesthe bitwiseexclusive OR operationon
binaryaddressesof two nodes.Thedistancebetweentwo
nodes8 and 9 is equalto the Hammingdistancebetween
theirbinaryaddresses,denotedby : � 8 � 9'	 .

A pathconnectingtwo nodes8 and 9 is calledHam-
mingdistancepath(alsooptimalpath) if its lengthis equal
to theHammingdistancebetweenthesetwo nodes.Clearly,8;7<9 hasvalue1 at : � 8 � 9=	 bit positionscorrespondingto: � 8 � 9=	 distinctdimensions.These: � 8 � 9'	 dimensionsare
calledpreferred dimensionsand the correspondingnodes
arepreferred neighbors. The remaining �>�?: � 8 � 9'	 di-
mensionsarecalledspare dimensionsandthecorrespond-



ing nodesare spare neighbors. An optimal path can be
obtainedby usinglinks at eachof these: � 8 � 9'	 preferred
dimensionsin someorder. A detourcorrespondsto a se-
lectionof a spareneighborasa forwardingnodein a rout-
ing process.Basedonthehypercubetopology, eachdetour
addstwo extrasteps.For example,apath

� � � �A@ � � �B� @�C� �C� @D� �C�C� @E� � � � @F� � �B� hasonedetourfrom 0101
to 0100in dimension0. A pathwith onedetouris called
suboptimal. A backtrack at node G correspondsto a path
segmentof form $H@IG>@I$ , that is, a routing message
at node G is sentback to whereit comesfrom (node $ ).
This typeof backtrackis alsocalleddirectbacktrack. An
indirect backtrack correspondsto a pathsegmentof form$J@KG?@ ����� @MLN@K$ , where $POQ GROQ L . A pro-
gressiverouting is a routing without any direct backtrack
(it may containoneor moreindirect backtracks).A pro-
gressive routingwill eventuallydeliver a routingmessage
if thenumberof detoursis limited.

SafetyLevels. In a given � -cube,thesafetylevel of each
noderangesfrom

�
to � . Let S � $)	 Q 
 bethesafetysta-

tusof node $ , where 
 is referredto asthelevel of safety,
and $ is called 
 -safe. A faulty nodeis

�
-safewhich cor-

respondsto thelowestlevel of safety, while an � -safenode
(alsocalledasafenode) correspondsto thehighestlevel of
safety. A nodewith 
 -safestatusis calledunsafeif 
�OQ � .

Definition 1 [5]: Thesafetylevelof a faulty nodeis
�
. For

a nonfaultynode$ , let
� S 1 � S ( � S , �/������� S  '&T( 	 , �VU S 2 U � ,

be the non-descendingsafetylevel sequenceof node $ ’s� neighboringnodesin an n-cube, such that S 2 U S 2�W�( ,�XU 4;Y?���H� . Thesafetylevel of node $ is definedas: if� S)1 � S�( � ST, �/������� S) '&T(Z	#[ �\�6� � � " ��������� ������	 ( 8�]
^�(_[`8/]
^/,
if and only if each elementin 8�]
^�( is greateror equalto
thecorrespondingelementin 8�]
^�, .), then S � $%	 Q � elseif� S)1 � S�( � ST, �/������� STa�&T(Z	;[ �b�6� � � " ��������� 
c����	ed � STa Q 
f�g�
	
then S � $)	 Q 
 .

The safetylevels canbe calculatedthroughiterative
roundsof information exchangesamongneighbors. Ini-
tially, all faulty nodesareassigneda safetylevel of 0 and
all nonfaultynodesareassignedasafetylevel of � . Update
of eachsafetylevelwithin eachroundis basedonthesafety
level definition.

Proposition 1 [5]: Thestatusof a 
 -safe( 
hOQ � ) nodein
an � -cubeis stabilizedexactlyin round 
 .

FromProposition1, it is clearthat �5�g� roundsof in-
formationexchangesareneededin theworstcaseto deter-
minesafetylevelsof all nodesin an � -cube.Figure1 shows
anexampleof safetylevel calculationthrough2 roundsof
informationexchangesin a given faulty 4-cubewith four
faulty nodes:0100,0011,0110,and1001.Thenumberin
eachnode(acircle)representsthesafetylevel of thatnode.

Proposition 2 [5]: If the safetylevel of a nodeis 
 , then
there is at leastoneHammingdistancepathfromthisnode
to anynodewithin Hammingdistance
 .

Proposition2 servesasa basefor constructinganop-
timal path.If asourcenode’ssafetylevel is at leastashigh
asits distanceto thedestination,a preferredneighborwith
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Figure1. 2 roundsof informationexchangesin deciding
safety levels. (a) Initially assignment.(b) After the 1st
round.(c) After the2ndround.

thehighestsafetylevel is selectedasthenext forwardnode.
Following thisprocedureateachintermediatenode,anop-
timal pathis eventuallyconstructed.

Proposition3 [5]: In a faulty � -cubewith fewerthan �i���
faulty nodes,each nonfaultybut unsafenodehas a safe
neighbor.

Notethatasafeneighbormaybeasparenode.There-
fore, in a staticsystem,suboptimalrouting (with at most
onedetour)is guaranteedbasedonProposition3 aslongas
thenumberof faultsis nomorethan �i�h� .
Safety-level-basedrouting. The safety-level-basedrout-
ing is an optimal routing in hypercubes,that is, it always
tries to find a shortestpathif possible.Like a regularop-
timal routing, at eachstepit tries to forward the routing
messageto a preferredneighbor. Thedifferenceis that in
thesafety-level-basedroutingtheselectedpreferredneigh-
borensurestheremainingpathis still optimal(providedno
new fault will occurduring the routing process).The se-
lectionof a neighborof thehighestsafetylevel is to better
handledynamicfaults(to bediscussedin thenext section).

In a unicastingin Figure1(c) where 8 Q �C�B� � and9 Q �B�C� � are the sourceand destinationnodes,respec-
tively, thenavigationvectoris

� Q 8c7�9 Q �B�C�B� which
is usedto guidetheroutingmessage;hence,: � 8 � 9'	 Qkj .
Also, the safetylevel of the source8 is 4. Therefore,the
optimalalgorithmis applied. Amongpreferredneighbors
of the source,nodes � � � �6� �C� �B�6� and �B�C�B� have a safety
level 4 andnode

� �C� � hasasafetylevel 0. A neighborwith
thehighestsafetylevel, say �C�B�C� alongdimension

�
, is se-

lected. Following the above steps,an optimal path from
1110to 0001is constructedasshown in Figure1(c).

3. Dynamic Fault Model

Any faultsoccurredduringaroutingprocessareconsidered
dynamicfaults. In otherwords,during a routingprocess,
safetylevel informationmaynot bestable(alsocalledin-
consistent).In thissection,weestimatethemaximumnum-
berof additionaldetoursfor thesafety-level-basedrouting



Safety-level-basedrouting (in static systems)

1. At thesourcenode,if thesafetylevel of a preferredneigh-
bor is no lessthanthe distancebetweenthe neighborand
destination,then perform an optimal routing by forward-
ing the routing messageand destinationnode addressto
the preferredneighborwith the highestsafetylevel; if the
safetylevel of the spareneighboris no lessthan the dis-
tancebetweenthespareneighboranddestination,thenper-
form a suboptimalrouting by forwardingthe routing mes-
sageanddestinationnodeaddressto thesparenode;other-
wise,safety-level-basedroutingfails.

2. At an intermediatenode,whena routing messagetogether
with thedestinationnodeaddressis receivedat aninterme-
diatenode,if the intermediatenodeis the destination,the
routingmessageis savedandtheroutingprocessstops;oth-
erwise, the routing messagetogetherwith the destination
nodeaddressis forwardedto a preferredneighborwith the
highestsafetylevel.

Extendedsafety-level-basedrouting (in dynamic systems)

1. Sameasstep1 of safety-level-basedrouting.

2. At an intermediatenode,whena routing messagetogether
with the destinationnodeaddressis received, if the inter-
mediatenodeis thedetination,theroutingmessageis saved
androuting processstops;otherwise,if the highestsafety
level preferredneighboris no lessthanthe Hammingdis-
tancebetweenthe currentanddestinationnodes,that node
is selectedas a forwardingnode; otherwise,a sparenode
with thehighestsafetylevel is selected.

given the speedof the routing processand the updateof
safetylevelsin a dynamicsystem.

Firstof all, thesafety-level-basedroutingneedsto be
extendedto a dynamicsystem.Specifically, at thestep2,
the implicit conditionthat the safetylevel of the selected
neighboris no lessthanthe distancebetweenthe highest
safetylevel neighboranddestinationmayno longerhold,
becausethenew faultmayreducethesafetylevelsof nodes
in theneighborhood;however, Proposition3 ensuresthata
safeneighbor(preferredor spare)existsandthe selection
of sucha safeneighborwill be correctif the safetylevel
informationis stable(alsocalledconsistent).

Note that the extended safety-level-basedrouting
doesnot distinguishconsistentsafety levels from incon-
sistentones.Whena neighborwith an inconsistentsafety
level is selected,thatnodemaynot satisfythesafetylevel
requirementafterit becomesstable.In thiscase,additional
detoursmayoccur.

Assumethat thereare at most l ( Ym�h�R� ) faulty
nodes in an � -cube, including dynamically generated
faults. Faults nC( , n�, , ..., npo occur at time q0( � qr, �/������� qso ,
respectively, where qr2�W�(!�tqr2 Q 9=2 ( � U 4uYvl ). It is
assumedthat safetylevels in �  arestabilizedbeforethe
occurrenceof a new fault. Beforea routingmessageis ini-

w�xzyZ{
safetylevel of currentnode

yy*|
theneighborof currentnode

y
alongdimension|}6~�xzy��\�0{

spanning
~
-subcubeof currentnode

y
anddestination

�
, where � x�y��\�s{
� ~�

numberof faultsin a given � -cubeand
��� �.���� | |���� fault� | occurrencetime of

� |� | interval betweentwo consecutive faults
� | and

� |�� � , i.e.,
� | � � |�� � � � |� starttimeof a routingprocess� numberof faultsbeforetheroutingprocessstarts� xzy��\�0{ Hammingdistancebetween

y
and
�

; specially, H=H(s,d)� maximumnumberof new faultsthatcanpotentiallyaffect a givenroutingprocess� x | { distancefrom thecurrentnode
y

to thedestination
�

at time � |� x | { distancefrom thecurrentnode
y

to fault
� | at time � |�

numberof roundsof informationexchangesandupdatesateachstep

Table1. List of notationused.

rounds 

fault detection safety level update

1 2 ...

routing decision

time

message sending
message 
reception

Figure2. Activitiesof differentphasesin astep.

tiatedat time q , it is assumedthat the first � faultshave
alreadyoccurredin �� ; thatis, � Q����p� ����� q�� U q0� . � � 4s	
representsthedistancefrom thecurrentnode( $ ) to thedes-
tination ( 9 ) at time qr2 whenfault n�2 occurs( � U 4 U l ).
Beforethestarttime q , theroutingmessageis at its source8 and � � 4s	 Q : Q : � 8 � 9=	 ( 4 U � ). l � 4r	 representsthe
distancefrom thecurrentnode( $ ) to n 2 at time q 2 when n 2
occurs.Table1 summariesthenotationusedin thispaper.

We adoptthefollowing modelfor safetylevel update
in the routingprocess.Theupdateconsistsof a sequence
of steps.Eachstepconsistsof thefollowing phases.Every
nodein �  startswith fault detectionof adjacentnodes,
andthencollectsanddistributesfault informationthrough 

roundsof exchangesandupdates.Beforetheendof each
step,basedon the safetylevel information,a routing de-
cisionis madeto selecta forwardingnodeandtherouting
messageis sentto theselectednode.Therefore,everyrout-
ing messageadvancesonehop at eachstep. The actions
within a stepareshown in Figure2. It is assumedthatany
adjacentfaultsaredetectedat “f aultdetection”phase.Any
faultsoccurafterthefault detectionphasewill bedetected
at the next step. It is alsoassumedthat the action“mes-
sagereception”occursright beforethe “routing decision”
asshown in Figure2. The modelusedrepresentsa reac-
tiveapproach wheresafetylevel updateis doneonly when
thereis achangeof safetystatusof at leastoneneighbor.

Theorem 1: Thesafetylevel of each nodeis updatedat
mostoncefor each new fault n 2 . Specifically, if node $ is
Hammingdistance
 from n�2 , its update(if any)occurs at
the 
6¡b¢ round. In addition, if someneighbors of node $
updatetheir levelsat the

� 
�����	s¡b¢ roundand trigger the
updateof S � $)	 at the 
'¡b¢ round, S � $)	 is higher than all
theselevels.

Corollary 1: Anynodein an � -cubehasat leasttwo safe
neighbors if lRY��i�h� .

Figure3 showstwo possibleroutingcases.Node $ is



progress
hop backtrack hop

safe
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Figure3. Two routingcases.

the currentnodeandnode G is the sourceof the previous
hop. The remainingnodesin the figure areneighborsof$ . Corollary1 ensuresthataprogressiverouting(a routing
without backtracking)is alwayspossibleif thenumberof
faultsis no morethan �i�£" becauseotherthanthesource
of previous hop thereis at leastone more safeneighbor
(preferredor spare). Therefore,backtrackhop never oc-
curs. However, a dynamicfault maycausemorethanone
detourif safetylevel informationis inconsistentby thetime
a routingdecisionis made.

Theorem 2: After theoccurrenceof n 2 , safetylevelsof all
the nodesin �  are stabilizedin ¤ 2b&)(¥£¦ rounds,providedn 2�W�( doesnotoccurduring theperiod.

Obviously, thenumberof roundsfor safetylevel up-
dateis boundedby ¤ o§&)(¥ ¦ and 9=2X¨F¤ 2©&T(¥ ¦ . Our model
canbeextendedfor thecasewheretheabove conditionis
violated.

While the safetylevel informationis updatedby the
occurrenceof a new fault n 2 , the updatesignal may not
reachthecurrentnode$ andits neighborsbeforea routing
decisionis madeat $ . If thehighestsafetylevel of thepre-
ferrednodesof a nodeis lessthanthedistanceto 9 at the
currentstep,its routingdecisionwill selecta spareneigh-
borandcauseonedetour. Supposethatthesafetylevelsof
spareneighborsof node $ areunstable(inconsistent),the
routingdecisionmayselecta spareneighborwhosesafety
level is sufficient high at thecurrentstepbut will bestabi-
lized to a level lessthanits Hammingdistanceto at a later
step;anextradetourmayoccur.

Consider the example where a faulty 6-cube has
four faults: n ( ( �B� � �C� � ), n , ( �B�C� � � � ), n�ª ( �B�C�C� �C� ), andn
« ( � � �C�B� � ) occurredin sequenceq ( , q , , qrª , and q�« , respec-
tively. It is assumedthat 9 2 [ j for 4 Q � , 2, 3, and  Q � . Thenumberin eachcircle (node)of Figure4 rep-
resentsthe safetylevel of this node. A unicastingwhere8 Q � � � � �C� and 9 Q �B�C�B�C� � startsat q Q q�«e�¬� (seeFigure
4(a)whereonly the relevant5-subcubeis shown), respec-
tively, thenavigationvectoris 8�7�9 Q � � � � � � , andhence,: Q�­ . q Q q « �£� indicatesthatthereareonly threefaults
beforetheroutingmessageis initiatedat time q . Beforethe
appearanceof the fourth fault ( n « at q « ), the neighborsof
thesource

� � � � � � , � � � �C� � , � � �C�B�C� , � �B�C� �B� , �B�C� � �C� , and�C� � � �C� have safetylevels of 6 andtheir safetylevels are
no lessthan : . A neighborwith the highestsafetylevel,
say

� � � � � � alongdimension0, is selected.Node
� � �C�B� �

detour step non-detour step
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Figure4. Extradetourcausedby anew faultwith inconsis-
tentsafetylevel information.

( n
« ) is faultyat q�« andthesafetylevel of
� � � � � � is reduced

to 1 beforethat nodemakesrouting decision(seeFigure
4(b)). After collectingits neighbors’status,node

� � � � � �
decidesto maketheroutingdetourto aspareneighbor;say� � � �B�C� alongdimension1. After the routingmessagear-
rivesat thenode

� � � �B�C� (seeFigure4(c)), thesafetylevels
of all preferredneighborsareall too low. Therefore,a safe
spareneighbor;say

� �C�C�B�C� , is selected.However, when
the routingmessagearrivesat

� �C�B�C�C� , its safetylevel has
beenreduceddown to 3 (seeFigure 4(d)) and the safety
levelsof all preferredneighborsareall too low. Therefore,
a third detouroccursby forwardingtheroutingmessageto
a safespareneighbor

� �C�B�C� � . Theremainingroutingpath
(initiatedfrom node

� �B�C�B� � ) is shown in Figure4(d). Note
that nodes

� � � �B�C� , and
� �B�C�C�B� shouldnot have beense-

lectedas forwardingnodesat nodes
� � � � � � and

� � � �B�C� ,
respectively, to avoid suchextradetours.

Extra detoursaredueto inconsistentsafetylevel in-
formation of neighborswhich may causea sequenceof
detours. The worst caseis that whenthe routing process
andthe updateof safetylevelsproceedat the samespeed
(
  Q � ) theroutingmessagemaygo alongwith the infor-

mationpropagationcausedby n�2 . In theexampleshown in
Figure4(d), the propagationcausedby the fourth fault is
stabilizedin 3 stepsandtheroutingmessagehas3 detours.
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4. Detour Analysis

We performdetouranalysisunderboth consistentandin-
consistentsafetylevel information.We assumethat

  [t"
in the subsequentdiscussion. Note that the assumption  [¯" doesnot avoid inconsistentsafetylevel informa-
tion. However, it preventsthesequenceof detourscaused
by asinglenew fault asshown in Figure4.

Detour analysiswith consistentsafetylevel information.
Sincethereis at most l ( Y°���J� ) faults in the � -cube,
whenany new fault occurs,thesafetylevel informationof
theentire � -cubeis stabilizedin one( ¤ o§&T(¥±¦ Q � ) stepif  [²l`�³� . Thus,beforethe routing messageselectsa
forwardingnodeatcurrentnode$ , thesafetylevel is stabi-
lized andthereis no inconsistentsafetylevel information.
The routing processat currentnodeis the sameasthat at
thesourcein thestaticmodel.

Considera routingstartsat time q in interval 9 ® (see
Figure 5), if q Q q ® , the routing messageadvances9 ®
stepsfrom q ® to q ®;W�( . If q�¨²q ® , the routing message
advances9B®t� � q´��qr®f	 stepsduringinterval 9=® .
Theorem3: If

  [��X� ­ and � � 4%µ?��	¶¨ � ,·¸¹ ¸º?»V¼�½�¾ ¿ À ½TÁ�Â»V¼�ÂtÃ>ÄZ¾Å¿ »V¼�Â¬¾%Æ�¼�ÇpÈ�ÆXÉ�ÃuÉÊÈË¾ÌÉ.ÍgÉÊÈ»V¼�ÂtÃ>ÄZ¾Å¿ »V¼�Â¬¾%Æ�¼�Ç È Æ�Î
¾ É´¿>É È»V¼�½�Ã�Ä�¾ ¿ »V¼�½Ê¾+Æ�¼�ÇpÏ�Æ�Î�¾ ½TÍ�Â
Assume�RµiÐÑ�<� is thelargestindex for faultssuch

that � � �°µ�Ð��?��	#¨ � and n ®;W+Ò�&)( is the last fault that
could affect the routing process.Actually, Ð is the max-
imum numberof intervals in which the routing message
detoursat least once and it is also the maximum num-
berof new faultsthatcouldaffect thecurrentroutingpro-
cess. Basedon Theorem3, we have Ð QF���p� ����� :Ó�Ô ®¶WT��&+,2�ÕT® � 9=2T�>"C	Ö¨ � � � Let usconsiderseveralcases:

1. Theroutingmessagewill getcloserto thedestinationin an
interval (periodbetweentwo of consecutive faults)aslong
astheinterval is longerthan2 timeunits.

2. When ÇpÏ ’sareuniform,i.e., ÇpÏ+¿>× , Ø ¿�Ù!Ú�Û=ÜZÝ�Þz¼©Ý�Æ_ÄZ¾ß¼�×+ÆÎ
¾Và`À_á . Then Ø ¿ãâ�äåßæ6ç�è . The maximumnumberof

detoursfor a messageis no morethan â äåßæ�ç
è , thelengthof

theresultantpathis nomorethan ÀtÃgÎfé�â äåßæ6ç è .When 9 2 ’sareuniformandassumethat � Qtê , ë Qtì ,
and Ð Q ¤�í « ¦ . Since : U ê ( : U � ), Ð Q " . Thus,the
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Figure6. Extradetourcausedby incompletefault informa-
tion propagation.

maximumnumberof detoursfor any routingmessageis no
morethan2 andthelengthof resultantpathis nomorethan:îµ j .
Theorem4: After theroutingmessagestartsat q ( q�[Hq ® ),
there are at most Ð (Ð Q ¤3íï &%, ¦ ) faults that can affect a
routingprocessin an � -cube, theprobability of Ð detours,
i.e, the lengthof theresultantpath is :ðµ�"*Ð , is bounded
by ñ ®¶W%Ò2�ÕT® "Cò;ó 2�ôr&+ .
Detour analysiswith inconsistentfault information. If" U   YhlH��� is lessthan l��>� , safetylevelsmaynotbe
stabilizedin onestep.Whentheinformationpropagationof
anew fault np2 reducesthesafetylevel of thecurrentnode$
andforcesaroutingdetourto oneof its spareneighbors( G ),
node G maynot receive anupdatesignal,ratherit will re-
ceivethesignalin thenext step.Theroutingdecisionat the
currentnode$ is basedon theout dated,S � G'	 . Therefore,
after the routingmessageis receivedat G , an extra detour
is needed.Theinconsistentsafetylevel informationof G at
node $ is dueto the incompleteinformationpropagation.
Since

  [õ" , thesafetylevel informationof G ’s neighbors
arestabilizedat thesamestepof G ’s update.Thus,thereis
nomoredetouraftertheextradetourfrom G .

Considerthe examplein Figure6, when
  Q " , as-

sumethatthesource8 Q � � � �C� � and 9 Q �C�B�C�C� � , respec-
tively, thenavigationvectoris 8Ë7�9 Q � � � �C�B� . After the
routingprocessstartsfrom 8 , theroutingmessageis sentto
010111which is 2 hopsfrom 9 . When n « appearsbefore
thenext routingdecision,thesafetylevel atnode010111is
changedto 2. Its neighbornode011111is still safeandcan
beselected.But aftertheroutingdecision,thesafetylevel
propagationinformationarrivesat

� �C�B�C�C� . Thesafetylevel
of
� �C�B�C�B� is changedto 3. Theroutingmessageneedsan



extradetourto node
� �B�C�C� � . Therefore,anew faultcauses

two detours. The information propagationof n
« cannot
reachnode011111at the samestepas q « sincethe dis-
tancefrom 011111to 010001(3) is larger thantherateof
propagation(

  Q " ). The incompletepropagationcauses
theinconsistentsafetylevel informationof node011111at
the“routing decision”of node010111.This causesanex-
tra detouratnode011111.But aftertheextradetour, since
eachneighborof node011111hasconsistentsafetylevel
information,thereis nomoredetour.
Theorem5: If " U   Y��i� ­ and � � 4)µ��
	¶¨ � ,ö »V¼�½�¾ ¿ À ½´Á�Â»V¼�ÂtÃ>ÄZ¾÷Á ø5Æ�¼�ÇpÈ�Æ_ÉeÃ�É�È�ÆXùp¾»V¼�½�Ã>ÄZ¾ Á »V¼�½Ê¾%Æg¼�ÇpÏ�Æiù�¾ ½´Í�Â

As discussedabove, �úµ<Ðu�J� is the largestindex
for faultssuchthat � � �îµgÐ_�H��	�¨ � and n�®;W+Ò�&)( is the
last fault that could affect the routing process.Basedon
Theorem5, wehave
Corollary 2: If a routingmessage generatesdetours in at
most Ð intervals( n a � , n aüû , ..., n a � ), then Ð is limited as :Ð U ���p� �p�ß� � �>�ýµ ¥¥ W§(¶þ �ÊÔ ��&)(2�Õ§( � 9 a | � j 	+µ ­ 	 U ����"B� �
For any

 
( " U   Y£��� ­ ), wehave:

1. The routing messagewill get closerto the destinationbe-
tweentwo occurrencesof consecutive faultsaslongasthese
two faultsareseparatedby morethan4 timeunits.

2. When Ç Ï ’s are uniform, i.e., Ç Ï ¿ × , Ø Áÿ�� ����� � � å ��� æ�� � � æ
	å � � æ�� � � � 	 �

Á
ÿ � ����� ç � åßæ
	�
ç � åßæ�� �

.

When 9B2 ’s areuniform, � Q`ê ,   Q`j and ë Qîì , Ð
is no morethan " . Thus,themaximumnumberof detours
for any message," þ Ð , is nomorethan4 andthelengthof
resultantpath, ê µ j þ Ð , is nomorethan � ì .
5. Simulation

A simulationhasbeenconductedon � -cubesof different
size( j U � U � � ) to testtheestimatedmaximumnumber
of detoursin asafety-level-basedrouting.Averagenumber
of detoursin asafety-level-basedroutingis alsocalculated.

We randomly generatefaults and destinations. To
simplify thesimulation,we assumethatall thedestination
nodesare fault free and 9 2 ’s are uniform. Table 2 illus-
tratesthe analytical,experimental,andaverageresultsof
maximumnumberof detoursin a safety-level-basedrout-
ing in � -cubes( j U � U � � ) with differentselectionsof9 2 ( 9 2 Q�� and � ). Table2(a)shows theresultsundercon-
sistentsafetylevel information(

  Q �X� ­ ) andTable2(b)
shows the resultsunderinconsistentsafetylevel informa-
tion (

  Q " ).
In summary, the experimentalresultsof the routing

algorithmusingsafetylevel informationarecloseto there-
sultsfrom theanalyticalstudy. Theupperboundis rather
accurateevenunderthe inconsistentsafetylevel informa-
tion. Unlike routingalgorithmswithout usingany fault in-
formation,theupperboundof themaximumnumberof de-
tours doesnot increaseas much as the numberof faults

� � | ��� , �´� �§��� � | ��� , ��� �§���
safetylevel no info. safetylevel no info.

S T A S A S T A S A
4 1 1 0.0024 1 0.0048 1 1 0.0024 1 0.0046
5 1 1 0.0014 2 0.0048 1 1 0.0012 2 0.0054
6 2 3 0.0002 4 0.0016 2 3 0.0002 4 0.0014
7 2 3 0.0000 8 0.0012 2 3 0.0000 8 0.0014
8 3 3 0.0000 12 0.0002 2 3 0.0000 12 0.0002
9 4 4 0.0000 20 0.0000 3 3 0.0000 20 0.0000
10 4 4 0.0000 30 0.0000 3 3 0.0000 30 0.0000

(a)� � | ��� , ��� û � | ��� , �T� û
safetylevel no info. safetylevel no info.

S T A S A S T A S A
4 1 1 0.0024 1 0.0048 1 1 0.0024 1 0.0046
5 1 1 0.0014 2 0.0048 1 1 0.0012 2 0.0054
6 2 2 0.0006 4 0.0024 2 2 0.0002 4 0.0014
7 2 4 0.0002 8 0.0012 2 2 0.0001 8 0.0014
8 3 4 0.0002 12 0.0002 2 2 0.0001 12 0.0002
9 4 4 0.0000 20 0.0000 3 4 0.0000 20 0.0000
10 5 6 0.0000 30 0.0000 3 4 0.0000 30 0.0000

(b)

Table 2. Experimentalmaximum detoursS, analytical
maximumdetoursT and averagedetoursA. (a) Routing
with consistentinformation. (b) Routingwith inconsistent
information.

increases.Therefore,thesafety-level-basedinformationis
scalable.

6. Conclusions

We have providedan upperboundof the maximumnum-
ber of detoursin hypercubeswith dynamicfaultsusinga
fault-tolerantroutingalgorithmbasedon limited globalin-
formation.Theconceptof safetylevel associatedwith each
nodehasbeenusedto representlimited global informa-
tion. The safetylevel updateincludesfault detection,

 
roundsof safetylevel exchangesandupdates,messagere-
ception, routing decision,and messagesending. An ex-
tendedsafety-level-basedroutinghasbeenproposedwhich
is applicableto hypercubeswith upto �3��" dynamicfaulty
nodes.Simulationresultsconfirmtheaccuracy of ourana-
lytical studyin anupperboundof themaximumnumberof
detours.Applying this approachto othernetwork topolo-
giessuchasmeshesandtori will beour futureresearch.
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