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ABSTRACT

The safetylevel modelis a specialcodedfaultinformation
modeldesignedo supportfault-tolerantrouting in hyper
cubes.In this model,eachnodeis associatedvith aninte-
ger, calledsafetylevel, whichis anapproximatedneasure
of thenumberanddistribution of faulty nodesn theneigh-
borhood.Thesafetylevel of eachnodein ann-dimensional
hypercube(n-cube) can be easily calculatedthrough an
(n — 1)-roundof informationexchangesamongneighbor
ing nodes. This paperfocuseson an analyticalstudy on
routing capabilityusingsafetylevelsin a dynamicsystem;
thatis, a systemin which new faultsmight occurduringa
routing process.Underthe assumptiorthatthe total num-
berof faultsis lessthann — 1, we provide anupperbound
on the probability of detours(eachdetourcauseswo ex-
tra steps)in a routing process.Simulationresultsarealso
providedto comparewith the proposedipperbound.

KEY WORDS
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1. Intr oduction

A centralissuein designinga fault-tolerantrouting algo-
rithm in hypercubess the way fault informationis col-
lectedandused([1, 2, 3, 4]). Limited-global-information-
basedroutingis a compromisebetweenocal-information-
basedandglobal-information-baseapproachedn thisap-
proach,global fault informationis collectedand pacled
basedon a specialcoding scheme. In the safetylevel
model[5], anintegeris associatedvith eachnodein an
n-cuberepresentindimited-global-informatiorin the sys-
tem. Safetylevel is anapproximatedneasureof the num-
ber and distribution of faulty nodesin the neighborhood
basedn a specialcodingmethod.Becausehis type of in-
formationis easyto updateandmaintainandthe optimality
is still presered, it is morecosteffective thanthe others.
Basically eachnodein ann-cubeis assignea safety
level k, wherek € {0,1,...,n}, andthis nodeis called k-
safe. A k-safenodeindicatesthe existenceof at leastone
Hammingdistancepath(alsocalledan optimal path)from
this nodeto any nodewithin Hammingdistancek. The
safetylevel of eachnodecanbe calculatedusinga simple
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(n — 1)-rounditerative algorithmwhich is independenof
the numberanddistribution of faultsin the hypercube An
optimal unicastingbetweentwo nodesis guaranteed the
safetylevel of thesourcenodeis nolessthanthe Hamming
distancebetweerthesetwo nodes.Thefeasibility of anop-
timal or suboptimalunicastingcanby easilydeterminecat
thesourcenodeby comparingts safetylevel, togethemith
its neighbors'safetylevels,with theHammingdistancebe-
tweenthe sourceanddestinatiomodes.

However, a static fault model is usedin the safety
level model[5]: it is assumedhatno new faultswill occur
during a routing process.This paperpresentsur first at-
temptto studytheeffectof dynamicfaults(faultsthatoccur
duringaroutingprocess)Whena new faultoccurs safety
level informationis no longeraccuratefor certainnodes.
Thereforethe updateof safetylevelsandtheroutingpro-
cessnayhaveto proceechand-in-handWe focusherethe
analyticalstudyon the effect of dynamicfaultson routing
capability Underthe assumptiorthatthe total numberof
faultsis lessthann — 1 in ann-cube,an upperboundis
given on the probability of & detours(eachdetourcauses
two extrasteps)n aroutingprocessSimulationresultsare
alsoprovidedto comparewith the proposedipperbound.

2. Preliminaries

N-cube. Then-cube@®,, is agraphhaving 2™ nodesla-
beledfrom0to2™—1. Two nodesareconnectedby anedge
if theiraddressesasbinary numbersdiffer in exactly one
bit position.Everynodeu hasanaddresss,, 1u, 2 ---uq
with u; € {0,1}, wherei € {0,1,...,n}, andu; is called
thesth bit (alsocalledtheith dimension)pf theaddressWe
denotenodew® the neighborof nodeu alongdimensior.
Symbol® denoteghe bitwise exclusive OR operationon
binary addressesf two nodes.The distancebetweerntwo
nodess andd is equalto the Hammingdistancebetween
theirbinaryaddresseslenotedby H (s, d).

A pathconnectingwo nodess andd is calledHam-
mingdistancepath (alsooptimalpath) if its lengthis equal
totheHammingdistancebetweerthesegwo nodes Clearly,
s @ d hasvaluel at H (s, d) bit positionscorrespondingo
H (s, d) distinctdimensionsTheseH (s, d) dimensiongare
called preferred dimensionsand the correspondingnodes
are preferred neighbos. The remainingn — H(s,d) di-
mensionsarecalledspae dimensionandthe correspond-



ing nodesare spae neighbos. An optimal path can be
obtainedby usinglinks at eachof theseH (s, d) preferred
dimensiondn someordet A detourcorresponds$o a se-
lectionof a spareneighborasa forwardingnodein a rout-
ing processBasedon thehypercubdopology eachdetour
addstwo extra steps.For example,apath0101 — 0100 —
1100 — 1000 — 1010 — 1011 hasonedetourfrom 0101
to 0100in dimension0. A pathwith onedetouris called
suboptimal A badtradk at nodev corresponds$o a path
segmentof form v — v — w, thatis, a routingmessage
at nodew is sentbackto whereit comesfrom (nodeuw).
This type of backtrackis alsocalleddirectbadtrack. An
indirect bactradk correspondso a path sgmentof form
u— v > .. > w— u Wherey # v # w. A pro-
gressiverouting is a routing without ary direct backtrack
(it may containone or moreindirect backtracks).A pro-
gressie routingwill eventuallydeliver a routing message
if thenumberof detourss limited.

Safety Levels. In a givenn-cube,the safetylevel of each
noderangesirom 0 to n. Let S(u) = k bethe safetysta-
tus of nodeu, wherek is referredto asthe level of safety
andw is calledk-safe A faulty nodeis 0-safewhich cor-
respondso thelowestlevel of safety while ann-safenode
(alsocalleda safenodg correspondso the highestievel of
safety A nodewith k-safestatuss calledunsafeif k& # n.

Definition 1 [5]: Thesafetylevel of a faulty nodeis 0. For
anonfaultynodeu, let (So, S1, S2, ..., Sn—1), 0 < S; < n,
be the non-descendingafetylevel sequencef nodeu’s
n neighboringnodesin an n-cube sud that S; < Si;1,
0 < i < n — 1. Thesafetylevel of nodeu is definedas: if
(S0, 51,92, ey Sn—1) > (0,1,2,...,n — 1) (seq1 > seqo
if andonly if eat elementin seg; is greateror equalto
the correspondingelementn seqs.), thenS(u) = n elseif
(SO’ Sla S2a ey Skfl) > (Oa 1’ 2a ey k— 1) A (Sk =k— 1)
thenS(u) = k.

The safetylevels canbe calculatedthroughiterative
roundsof information exchangesamongneighbors. Ini-
tially, all faulty nodesare assignedh safetylevel of 0 and
all nonfaulty nodesareassigned safetylevel of n. Update
of eachsafetylevel within eachroundis basednthesafety
level definition.

Proposition 1 [5]: Thestatusof a k-safe(k # n) nodein
ann-cubeis stabilizedexactlyin roundk.
FromPropositionl, it is clearthatn — 1 roundsof in-
formationexchangesreneededn theworstcaseto deter
minesafetylevelsof all nodesn ann-cube.Figurel shons
anexampleof safetylevel calculationthrough2 roundsof
informationexchangesn a given faulty 4-cubewith four
faulty nodes:0100,0011,0110,and1001. The numberin
eachnode(acircle) representthesafetylevel of thatnode.

Proposition 2 [5]: If the safetylevel of a nodeis k, then
thereis at leastoneHammingdistancepathfromthis node
to anynodewithin Hammingdistancek.

Propositiorn2 senesasa basefor constructinganop-
timal path.If asourcenodes safetylevel is atleastashigh
asits distanceto the destinationa preferredneighborwith
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Figurel. 2 roundsof informationexchangesn deciding
safetylevels. (a) Initially assignment.(b) After the 1st
round.(c) After the 2ndround.

thehighestsafetylevelis selectedsthenext forwardnode.
Following this procedureat eachintermediatenode,anop-
timal pathis eventuallyconstructed.

Proposition3[5]: In afaultyn-cubewith fewerthann — 1
faulty nodes,each nonfaulty but unsafenode has a safe
neighbor

Notethatasafeneighbomaybeasparenode.There-
fore, in a static system,suboptimalrouting (with at most
onedetour)is guaranteetbasedn Propositior3 aslong as
thenumberof faultsis no morethann — 1.

Safety-level-basedrouting. The safety-level-basedout-
ing is an optimal routing in hypercubesthatis, it always
triesto find a shortestpathif possible.Like a regularop-
timal routing, at eachstepit tries to forward the routing
messagéeo a preferredneighbor The differenceis thatin
the safety-level-basedoutingthe selectegreferredneigh-
borensuresheremainingpathis still optimal(providedno
new fault will occurduring the routing process).The se-
lectionof a neighborof the highestsafetylevel is to better
handledynamicfaults(to bediscussedh thenext section).
In a unicastingin Figure 1(c) wheres = 1110 and
d = 0001 arethe sourceand destinationnodes,respec-
tively, the navigationvectoris N = s @ d = 1111 which
is usedto guidethe routingmessagehence H (s, d) = 4.
Also, the safetylevel of the sources is 4. Therefore the
optimal algorithmis applied. Among preferredneighbors
of the source,nodes1010,1100, and 1111 have a safety
level 4 andnode0110 hasasafetylevel 0. A neighborwith
thehighestsafetylevel, say1111 alongdimension, is se-
lected. Following the above steps,an optimal path from
1110to 0001is constructedisshavn in Figurel(c).

3. Dynamic Fault Model

Any faultsoccurredduringaroutingprocessreconsidered
dynamicfaults. In otherwords, during a routing process,
safetylevel informationmay not be stable(alsocalledin-
consistent)In thissectionwe estimatehemaximumnum-
ber of additionaldetoursfor the safety-lerel-basedouting



Safety-level-basedrouting (in static systems)

1. At thesourcenode,if the safetylevel of a preferredneigh-
bor is no lessthanthe distancebetweenthe neighborand
destination,then perform an optimal routing by forward-
ing the routing messageand destinationnode addressto
the preferredneighborwith the highestsafetylevel; if the
safetylevel of the spareneighboris no lessthan the dis-
tancebetweerthe spareneighboranddestinationthenper
form a suboptimalrouting by forwardingthe routing mes-
sageanddestinatiomodeaddresgo the sparenode;other
wise, safety-leel-basedoutingfails.

2. At anintermediatenode,whena routing messagé¢ogether
with the destinatiomodeaddresss recevedat aninterme-
diate node,if the intermediatenodeis the destinationthe
routingmessagés saved andtheroutingprocesstops;oth-
erwise, the routing messagedogetherwith the destination
nodeaddresss forwardedto a preferredneighborwith the
highestsafetylevel.

Extendedsafety-level-basedrouting (in dynamic systems)
1. Sameasstepl of safety-leel-basedouting.

2. At anintermediatenode,whena routing messagé¢ogether
with the destinationnodeaddresss receved, if the inter-
mediatenodeis thedetination theroutingmessagés saved
androuting processstops;otherwise,if the highestsafety
level preferredneighboris no lessthanthe Hammingdis-
tancebetweerthe currentanddestinatiomnodes that node
is selectedas a forwarding node; otherwise,a sparenode
with the highestsafetylevel is selected.

given the speedof the routing processand the updateof
safetylevelsin adynamicsystem.

Firstof all, the safety-level-basedoutingneedgo be
extendedto a dynamicsystem. Specifically at the step2,
the implicit conditionthatthe safetylevel of the selected
neighboris no lessthanthe distancebetweenthe highest
safetylevel neighboranddestinatiormay no longerhold,
becaus¢henew faultmayreducehesafetylevelsof nodes
in the neighborhoodhowever, Proposition3 ensureghata
safeneighbor(preferredor spare)exists andthe selection
of sucha safeneighborwill be correctif the safetylevel
informationis stable(alsocalledconsistent

Note that the extended safety-lerel-basedrouting
doesnot distinguishconsistentsafety levels from incon-
sistentones. Whena neighborwith aninconsistensafety
level is selectedthatnodemay not satisfythe safetylevel
requiremenafterit becomestable.In this case additional
detoursmayoccur

Assumethat thereare at most F' (< n — 1) faulty
nodesin an n-cube, including dynamically generated
faults. Faults fy, fs, ..., fr OcCcurattime ty,ts, ..., tF,
respectiely, wheret;y; —t; = d; (1 < i < F). ltis
assumedhat safetylevelsin @,, arestabilizedbeforethe
occurrencef anew fault. Beforearoutingmessagés ini-

S(u) safetylevel of currentnodex

u theneighborof currentnodex. alongdimensioni
Qp(u, d) spanning -subcubef currentnodew. anddestinationd, where H (u, d) = 1
F numberof faultsin agivenn-cubeandF < n — 1
P fault
occurrencdime of f;
interval betweertwo consecutiefaults f; andf; 4 1.ie.d; = t; 41 — t;
starttime of aroutingprocess

m numberof faultsbeforetheroutingprocesstarts

H(u,d) Hammingdistanc w andd; specially H=H(s,d)

P maximumnumberof new faultsthatcanpotentiallyaffect a givenroutingprocess
D(i) distancefrom the currentnode to thedestinationd attime ¢ ;
F (i) distancérom the currentnodew to fault f; attimet;

by numberof roundsof informationexchangesndupdatesateachstep
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Tablel. List of notationused.

o
1 2 A ‘ time
= rounds ‘
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fault detection safety level update reception routing decision  message sending

Figure2. Activities of differentphasesn astep.

tiatedat time ¢, it is assumedhat the first m faultshave
alreadyoccurredn @Q,,; thatis, m = max{l|¢t; < t}. D(q)
representthedistancdrom thecurrentnode(u) to thedes-
tination (d) attime t; whenfault f; occurs(l < i < F).
Beforethe starttime ¢, theroutingmessagés atits source
sandD(i) = H = H(s,d) (¢ < m). F(i) representshe
distancerom the currentnode(w) to f; attime ¢; when f;
occurs.Tablel summarieshe notationusedin this paper
We adoptthefollowing modelfor safetylevel update
in therouting process.The updateconsistsof a sequence
of steps.Eachstepconsistf thefollowing phasesEvery
nodein @,, startswith fault detectionof adjacentnodes,
andthencollectsanddistributesfault informationthrough
A roundsof exchangesindupdatesBeforetheendof each
step,basedon the safetylevel information, a routing de-
cisionis madeto selecta forwardingnodeandtherouting
messagés sentto theselectedhode.Thereforegveryrout-
ing messagadwancesone hop at eachstep. The actions
within a stepareshowvn in Figure?2. It is assumedhatany
adjacenfaultsaredetectedat “f ault detection”’phase Any
faultsoccurafterthefault detectionphasewill bedetected
at the next step. It is alsoassumedhat the action“mes-
sagereception”occursright beforethe “routing decision”
asshowvn in Figure2. The modelusedrepresents reac-
tive approac wheresafetylevel updateis doneonly when
thereis a changeof safetystatusof atleastoneneighbor

Theorem 1: The safetylevel of eath nodeis updatedat
mostoncefor eadh new fault f;. Specificallyif nodeu is
Hammingdistancek from f;, its update(if any)occurs at
the k%" round. In addition, if someneighbos of nodeu
updatetheir levelsat the (k — 1)** roundand trigger the
updateof S(u) at the k** round, S(u) is higherthanall
thesdevels.

Corollary 1: Anynodein ann-cubehasat leasttwo safe
neighbosif FF < n — 1.
Figure3 shavstwo possibleroutingcasesNodew is
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Figure3. Two routingcases.

the currentnodeand nodew is the sourceof the previous
hop. The remainingnodesin the figure are neighborsof

u. Corollary1 ensureghataprogressierouting(arouting

without backtracking)s alwayspossibleif the numberof

faultsis nomorethann — 2 becausetherthanthe source
of previous hop thereis at leastone more safe neighbor
(preferredor spare). Therefore,backtrackhop never oc-

curs. However, a dynamicfault may causemorethanone
detourif safetylevelinformationis inconsistenby thetime

aroutingdecisionis made.

Theorem 2: After the occurrenceof f;, safetylevelsof all
the nodesin @, are stabilizedin [“2] rounds,provided
fi+1 doesnotoccurduringtheperiod.

Obviously, the numberof roundsfor safetylevel up-
dateis boundedby [£2] andd; > [41]. Our model
canbe extendedfor the casewherethe above conditionis
violated.

While the safetylevel informationis updatedby the
occurrenceof a new fault f;, the updatesignal may not
reachthe currentnodeu andits neighborseforearouting
decisionis madeatu. If thehighestsafetylevel of thepre-
ferrednodesof a nodeis lessthanthe distanceto d atthe
currentstep,its routing decisionwill selecta spareneigh-
borandcauseonedetour Supposehatthe safetylevels of
spareneighborsof nodew are unstable(inconsistent)the
routing decisionmay selecta spareneighborwhosesafety
level is sufficient high at the currentstepbut will be stabi-
lized to alevel lessthanits Hammingdistanceto at a later
step;anextradetourmay occur

Considerthe example where a faulty 6-cube has
four faults: f1(001001), f»(000101), f3(000011), and
f4(010001) occurredn sequence,, ts, t3, andt,, respec-
tively. It is assumedhatd;, > 4 fori = 1, 2, 3, and
A = 1. Thenumberin eachcircle (node)of Figure4 rep-
resentshe safetylevel of this node. A unicastingwhere
s = 010100 andd = 000001 startsatt = ¢, —1 (seeFigure
4(a)whereonly the relevant5-subcubés shown), respec-
tively, the navigationvectoris s @ d = 010101, andhence,
H = 3.t =t4 — 1indicateghatthereareonly threefaults
beforetheroutingmessagés initiatedattime ¢. Beforethe
appearancef the fourth fault (f4 at ¢4), the neighborsof
thesource010101, 010110, 010000, 011100, 000100, and
110100 have safetylevels of 6 andtheir safetylevels are
no lessthan H. A neighborwith the highestsafetylevel,
say 010101 alongdimensionO, is selected.Node 010001
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Figure4. Extradetourcausedy anew faultwith inconsis-
tentsafetylevel information.

(fa) isfaultyatt, andthesafetylevel of 010101 is reduced
to 1 beforethat node makes routing decision(seeFigure
4(b)). After collectingits neighbors’status,node010101

decidego make theroutingdetourto a spareneighbor;say
010111 alongdimensionl. After therouting messager-

rivesatthenode010111 (seeFigure4(c)), thesafetylevels
of all preferredheighborsareall too low. Thereforea safe
spareneighbor;say 011111, is selected. However, when
the routing messagearrivesat 011111, its safetylevel has
beenreduceddown to 3 (seeFigure 4(d)) and the safety
levelsof all preferredneighborsareall too low. Therefore,
athird detouroccursby forwardingtheroutingmessagé¢o

a safespareneighbor011110. Theremainingrouting path
(initiatedfrom node011110) is shavn in Figure4(d). Note
thatnodes010111, and011111 shouldnot have beense-
lectedasforwardingnodesat nodes010101 and010111,

respectiely, to avoid suchextradetours.

Extra detoursaredueto inconsistensafetylevel in-
formation of neighborswhich may causea sequenceof
detours. The worst caseis that whenthe routing process
andthe updateof safetylevels proceedat the samespeed
(A = 1) theroutingmessagenay go alongwith the infor-
mationpropagatiorcauseddy f;. In theexampleshovnin
Figure 4(d), the propagatiorcausedy the fourth fault is
stabilizedin 3 stepsandtheroutingmessagéas3 detours.
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Figureb. Sequencdiagramf routingtimet (a) coincides
with t,,, (¢t = t.,) and(b) doesnot coincidewith t,,, (¢t >
tm) Wherem = 3.

4. Detour Analysis

We performdetouranalysisunderboth consistentandin-

consistensafetylevel information. We assumehat A > 2

in the subsequentliscussion. Note that the assumption
A > 2 doesnot avoid inconsistentsafetylevel informa-

tion. However, it preventsthe sequencef detourscaused
by asinglenew faultasshawn in Figure4.

Detour analysiswith consistentsafetylevel information.
Sincethereis at most F' (< n — 1) faultsin the n-cube,
whenary new fault occurs the safetylevel informationof
the entiren-cubeis stabilizedin one((%] = 1) stepif
A > F — 1. Thus, beforethe routing messageselectsa
forwardingnodeat currentnodeu, the safetylevel is stabi-
lized andthereis no inconsistensafetylevel information.
The routing processat currentnodeis the sameasthat at
thesourcein the staticmodel.

Consideraroutingstartsattime ¢ in interval d,,, (see
Figureb), if ¢ = t,,, the routing messagedwancesd,,
stepsfrom ¢,, 10 t,41. If ¢ > t,,, the routing message
advancesl,,, — (t — t.,) stepduringintenal d,,, .
Theorem3: If A\ >n—3andD(i +1) >0,

D(4) = H i<m
D(m+1) = D(m)—(dm —t+tm) t>tm
D(m+1) = D(m)— (dm —2) t=tm
D(i+1) = D()—(di—2) i>m

Assumem + p — 1 is thelargestindex for faultssuch
thatD(m + p — 1) > 0 and f,4p—1 is thelastfaultthat
could affect the routing process. Actually, p is the max-
imum numberof internvals in which the routing message
detoursat leastonce and it is also the maximum num-
ber of new faultsthat could affect the currentrouting pro-
cess. Basedon Theorem3, we have p = max{l|H —

Y H2(d; — 2) > 0. Letusconsiderseveralcases:
1. Theroutingmessagavill getcloserto the destinatiorin an
interval (periodbetweentwo of consecutie faults)aslong

astheintenal is longerthan?2 time units.

2. Whend;'sareuniform,i.e.,d; = ¢, p = max{l|({—1)(c—
2) < H}. Thenp = [-Z;]. The maximumnumberof
detoursfor amessagés no morethan[-£.7, thelengthof
theresultanipathis nomorethanH + 2 x (01_12 .
Whend;’s areuniformandassumeéhatn = 8, ¢ = 6,

andp = [47]. SinceH < 8 (H < n), p = 2. Thus,the
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Figure6. Extradetourcausedy incompletefaultinforma-
tion propagation.

maximumnumberof detourdor ary routingmessagés no
morethan2 andthelengthof resultanpathis nomorethan
H+4.

Theorem4: Aftertheroutingmessge startsatt (¢ > t,,,),

there are at mostp (p = [c_%}) faults that can affecta

routing processin an n-cube the probability of p detouss,

i.e, the lengthof theresultantpathis H + 2p, is bounded
by H:f;-;:lv 9D(i)—n_

Detour analysiswith inconsistentfault information. If
2 < A < F —1islessthanF — 1, safetylevelsmaynotbe
stabilizedn onestep.Whentheinformationpropagatiorof
anew fault f; reduceghesafetylevel of thecurrentnodeu
andforcesaroutingdetourto oneof its spareneighborgv),
nodev may not recevve an updatesignal, ratherit will re-
ceivethesignalin thenext step.Theroutingdecisionatthe
currentnodeu is basedon theout dated,S(v). Therefore,
afterthe routing messagés receved at v, an extra detour
is neededTheinconsistensafetylevel informationof v at
nodew is dueto the incompleteinformation propagation.
Since) > 2, the safetylevel informationof v’s neighbors
arestabilizedat the samestepof v’s update.Thus,thereis
no moredetourafterthe extra detourfrom v.

Considerthe examplein Figure6, when\ = 2, as-
sumethatthe sources = 010110 andd = 000001, respec-
tively, the navigationvectoris s @ d = 010111. After the
routingprocesstartsfrom s, theroutingmessagés sentto
010111whichis 2 hopsfrom d. When f; appeardefore
thenext routingdecisionthesafetylevel atnode010111is
changedo 2. Its neighbomode011111is still safeandcan
be selected But afterthe routing decision the safetylevel
propagationinformationarrivesat011111. Thesafetylevel
of 011111 is changedo 3. Theroutingmessag@eedsan



extradetourto node011110. Thereforeanew faultcauses
two detours. The information propagationof f; cannot
reachnode011111at the samestepast, sincethe dis-
tancefrom 011111to 010001(3) is largerthanthe rate of
propagationA = 2). Theincompletepropagatiorcauses
theinconsistensafetylevel informationof node011111at
the“routing decision”of node010111.This causesn ex-
tradetouratnode011111 .But afterthe extra detour since
eachneighborof node011111hasconsistensafetylevel
information,thereis no moredetour

Theorem5: If 2< A <n—3andD(: +1) > 0,

D(3)
{ D(m +1)
D(E+1)

1 <m
(dm —t+tm —4)

H
"
D) — (di — 4) i>m

INIA

As discussedibore, m + p — 1 is the largestindex
for faultssuchthat D(m + p — 1) > 0 and f,,,4,_1 is the
last fault that could affect the routing process. Basedon
Theoremb, we have
Corollary 2: If a routingmessge generatesdetous in at
mostp intervals (fx,, fr., ---» fx,), thenp is limited as::
p < max{l|l - 1+ 25 = (X1 (dk, —4) +3) <n—2}
Forany A (2 < XA < n — 3), we have:

1. The routing messagewill getcloserto the destinationbe-
tweentwo occurrencesf consecutie faultsaslong asthese
two faultsareseparatethy morethan4 time units.

2. When d;’s are uniform, ie, di = ¢ p <
L)\*n+)\;c-|?:n/\—f;)\—1J < |_3=«n2+2*c5—17 .

Whend;'s areuniform,n = 8, A = 4 andc = 6, p

is nomorethan2. Thus,the maximumnumberof detours

for any message2 x p, is nomorethan4 andthelengthof

resultanpath,8 + 4 * p, is nomorethan16.

5. Simulation

A simulationhasbeenconductedon n-cubesof different
size(4 < n < 10) to testthe estimatednaximumnumber
of detourdn a safety-leel-basedouting. Averagenumber
of detourdn asafety-lerel-basedoutingis alsocalculated.

We randomly generatefaults and destinations. To
simplify the simulation,we assumehatall the destination
nodesare fault free and d;’'s are uniform. Table 2 illus-
tratesthe analytical,experimental,and averageresultsof
maximumnumberof detoursin a safety-level-basedout-
ing in n-cubes(4 < n < 10) with differentselectionsof
d; (d; = 7 and9). Table2(a)shows theresultsundercon-
sistentsafetylevel information(A = n — 3) andTable2(b)
shaws the resultsunderinconsistensafetylevel informa-
tion (A = 2).

In summary the experimentalresultsof the routing
algorithmusingsafetylevel informationarecloseto there-
sultsfrom the analyticalstudy The upperboundis rather
accurateeven underthe inconsistensafetylevel informa-
tion. Unlike routingalgorithmswithout usingary faultin-
formation,theupperboundof themaximumnumberof de-
tours doesnot increaseas much as the numberof faults

3

d; =T A=n—3 d; =0 A=n—3
safetylevel noinfo. safetylevel noinfo.

T A A T A A
0.0024 0.0048 0.0024 0.0046
0.0014 0.0048 0.0012 0.0054
0.0002 0.0016 0.0002 0.0014
0.0000 0.0012 0.0000 0.0014
0.0000 12 0.0002 0.0000 12 0.0002
0.0000 20 0.0000 0.0000 20 0.0000
0.0000 30 0.0000 0.0000 30 0.0000

(@)
=7,A=2 d; =9,A =2
noinfo. safetylevel noinfo.

S A
1 0.0046
2 0.0054
4 0.0014
8 0.0014
12
20

o &[] =] 0
o &[] =] 0
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S A

1 0.0048
2 0.0048
4 0.0024
8 0.0012
12

20

0.0002
0.0000
0.0000 | 30 | 0.0000
(b)

0.0002
0.0000
0.0000 30 0.0000
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Table 2. Experimentalmaximum detours S, analytical
maximumdetoursT and averagedetoursA. (a) Routing
with consistentnformation. (b) Routingwith inconsistent
information.

increasesTherefore the safety-level-basednformationis
scalable.

6. Conclusions

We have provided an upperboundof the maximumnum-
ber of detoursin hypercubesvith dynamicfaultsusinga
fault-tolerantoutingalgorithmbasecbn limited globalin-

formation. Theconcepbf safetylevel associatedith each
node hasbeenusedto representimited global informa-
tion. The safetylevel updateincludesfault detection,A

roundsof safetylevel exchangesandupdatesmessagee-
ception, routing decision,and messagesending. An ex-

tendedsafety-level-basedoutinghasbeenproposedvhich
is applicableo hypercubesvith upto n — 2 dynamicfaulty
nodes.Simulationresultsconfirmthe accurag of ourana-
lytical studyin anupperboundof the maximumnumberof

detours. Applying this approacho othernetwork topolo-
giessuchasmeshesandtori will beourfutureresearch.
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