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1. Cloud Computing: IT as a Service
In a nutshell, the existing Internet provides to us content in the forms of videos, emails and information served up in web pages.  With Cloud Computing, the next generation of Internet will allow us to “buy” IT services from a web portal, drastic expanding the types of merchandise available beyond those on e-commerce sites such as eBay and Taobao.  We would be able to rent from a virtual storefront the basic necessities to build a virtual data center: such as CPU, memory, storage, and add on top of that the middleware necessary: web application servers, databases, enterprise server bus, etc. as the platform(s) to support the applications we would like to either rent from an Independent Software Vendor (ISV) or develop ourselves.  Together this is what we call as “IT as a Service,” or ITaaS, bundled to us the end users as a virtual data center.

Within ITaaS, there are three layers starting with Infrastructure as a Service, or IaaS, comprised of the physical assets we can see and touch: servers, storage, and networking switches.  At the IaaS level, what cloud computing service provider can offer is basic computing and storage capability, such as the cloud computing center founded by IBM in Wuxi Software Park and Amazon EC2. Taking computing power provision as an example, the basic unit provided is the server, including CPU, memory, storage, operating system and system monitoring software. 
In order to allow users to customize their own server environment, server template technology is resorted to, which means binding certain server configuration and the operating system and software together, and providing customized functions as required at the same time. 
Using virtualization technology, we could provide as little as 0.1 CPU in a virtual machine to the end user, therefore drastically increasing the utilization potential of a physical server to multiple users.  

With virtualization increasing the number of machines to manage, service provision becomes crucial since it directly affects service management and the IaaS maintenance and operation efficiency. Automation, the next core technology, can make resources available for users through self-service without getting the service providers involved. A stable and powerful automation management program can reduce the marginal cost to zero, which in turn can promote the scale effect of cloud computing. 
On the basis of automation, dynamic orchestration of resources can be realized. Dynamic orchestration of resources aims to meet the requirements of service level. For example, IaaS platform will add new servers or storage spaces for users automatically according to the CPU utilization of the server, so as to fulfill the terms of service level made with users beforehand. The intelligence and reliability of dynamic orchestration of resources technology is a key point here. Additionally, virtualization is another key technology. It can maximize resource utilization efficiency and reduce cost of IaaS platform and user usage by promoting physical resource sharing. The dynamic migration function of virtualization technology can dramatically improve the service availability and this is attractive for many users.

The next layer within ITaaS is Platform as a Service, or PaaS.  At the PaaS level, what the service providers offer is packaged IT capability, or some logical resources，such as databases, file systems, and application operating environment. Currently, actual cases in the industry include Rational Developer Cloud of IBM, Azure of Microsoft and AppEngine of Google. At this level, two core technologies are involved. The first is software development, testing and running based on cloud. PaaS service is software developer-oriented. It used to be a huge difficulty for developers to write programs via network in a distributed computing environment, and now due to the improvement of network bandwidth, two technologies can solve this problem: the first is online development tools. Developers can directly complete remote development and application through browser and remote console (development tools run in the console) technologies without local installation of development tools. Another is integration technology of local development tools and cloud computing, which means to deploy the developed application directly into cloud computing environment through local development tools. The second core technology is large-scale distributed application operating environment. It refers to scalable application middleware, database and file system built with a large amount of servers. This application operating environment enables application to make full use of abundant computing and storage resource in cloud computing center to achieve full extension, go beyond the resource limitation of single physical hardware, and meet the access requirements of millions of Internet users. 
The top of the ITaaS is what most non-IT users will see and consume: Software as a Service (SaaS). At the SaaS level, service providers offer consumer or industrial applications directly to individual users and enterprise users. At this level, the following technologies are involved: Web 2.0, Mashup, SOA and multi-tenancy. 
The development of AJAX technology of Web 2.0 makes Web application easier to use, and brings user experience of desktop application to Web users, which in turn make people adapt to the transfer from desktop application to Web application easily. Mashup technology provide a capability of assembling contents on Web, which can allow users to customize websites freely and aggregate contents from different websites, and enables developers to build application quickly. 
Similarly, SOA provides combination and integration function as well, but it provides the function in the background of Web. Multi-tenancy is a technology that supports multi tenancies and customers in the same operating environment. It can significantly reduce resource consumptions and cost for every customer.

The following table shows the different technologies used in different cloud computing service types.
Table 1：IaaS, PaaS and SaaS

	Service Type
	IaaS
	PaaS
	SaaS

	Service Category
	VM Rental, 
Online Storage
	Online Operating Environment, Online Database, Online Message Queue
	Application and Software Rental

	Service Customization
	Server Template
	Logic Resource Template
	Application Template

	Service Provisioning
	Automation
	Automation
	Automation

	Service Accessing and Using
	Remote Console, Web 2.0
	Online Development and Debugging, Integration of Offline Development Tools and Cloud
	Web 2.0

	Service Monitoring
	Physical Resource Monitoring
	Logic Resource Monitoring
	Application Monitoring

	Service Level Management
	Dynamic Orchestration of Physical Resources
	Dynamic Orchestration of Logic Resources
	Dynamic Orchestration of Application

	Service Resource Optimization
	Network Virtualization, 
Server Virtualization, Storage Virtualization
	Large-scale Distributed File System, Database, Middleware etc
	Multi-tenancy

	Service Measurement
	Physical Resource Metering
	Logic Resource Usage Metering
	Business Resource Usage Metering

	Service Integration and Combination
	Load Balance
	SOA
	SOA, Mashup

	Service Security
	Storage Encryption and Isolation, 
VM Isolation, 
VLAN, SSL/SSH
	Data Isolation, Operating Environment Isolation, 
SSL
	Data Isolation, Operating Environment Isolation, SSL, Web Authentication and Authorization


Transform any IT capability into a service may be an appealing idea, but to realize it, integration of the IT stack needs to happen. To sum up, key technologies used in cloud computing are: automation, virtualization, dynamic orchestration, online development, large-scale distributed application operating environment, Web 2.0, Mashup, SOA and multi-tenancy etc. Most of these technologies have matured in recent years to enable the emergence of Cloud Computing in real applications.  

2. Cloud Computing Security

One of the biggest user concerns about Cloud Computing is its security, as naturally with any emerging Internet technology. In the enterprise data centers and Internet Data Centers (IDC), service providers offer racks and networks only, and the remaining devices have to be prepared by users themselves, including servers, firewalls, software, storage devices etc.  While a complex task for the end user, he does have a clear overview of the architecture and the system, thus placing the design of data security under his control. Some users use physical isolation (such as iron cages) to protect their servers. Under cloud computing, the backend resource and management architecture of the service is invisible for users (and thus the word “Cloud” to describe an entity far removed from our physical reach).  Without physical control and access, the users would naturally question the security of the system. 
A comparable analogy to data security in a Cloud is in financial institutions where a customer deposits his cash bills into an account with a bank and thus no longer have a physical asset in his possession.  He will rely on the technology and financial integrity of the bank to protect his now virtual asset.  Similarly we’ll expect to see a progression in the acceptance of placing data in physical locations out of our reach but with a trusted provider.

To establish that trust with the end users of Cloud, the architects of Cloud computing solutions do indeed designed rationally to protect data security among end users, and between end users and service providers.

From the point of view of the technology, the security of user data can be reflected in the following rules of implementation:

1. The privacy of user storage data. User storage data cannot be viewed or changed by other people (including the operator).

2. The user data privacy at runtime. User data cannot be viewed or changed by other people at runtime (loaded to system memory).

3. The privacy when transferring user data through network. It includes the security of transferring data in cloud computing center intranet and internet. It cannot be viewed or changed by other people.

4. Authentication and authorization needed for users to access their data. Users can access their data through the right way and can authorize other users to access.

To ensure security, cloud computing services can use corresponding technologies shown in the table below:

Table 2. Recommendations to Operators and Users on Cloud Security

	
	To Other Users
	To Operators

	The privacy of user storage data
	SAN network zoning, mapping

Clean up disks after callback

File system authentication
	Bare device encryption, 
file system encryption

	The privacy of user data at runtime
	VM isolation, OS isolation
	OS isolation

	The privacy when transferring user data through network
	SSL, VLAN, VPN
	SSL, VPN

	Authentication and authorization needed for users to access their data
	Firewall, 
VPN authentication, 
OS authentication
	VPN authentication, 
OS authentication


In addition to the technology solutions, business and legal guidelines can be employed to enforce data security, with terms and conditions to ensure user rights to financial compensation in case of breached security.  

3. Cloud Computing Model Application Methodology

Cloud computing is a new model for providing business and IT services. The service delivery model is based on future development consideration while meeting current development requirements. The three levels of cloud computing service (IaaS, PaaS and SaaS) cover a huge range of services. Besides computing and the service delivery model of storage infrastructure, various models such as data, software application, programming model etc. can also be applicable to cloud computing. More importantly, the cloud computing model involves all aspects of enterprise transformation in its evolution, so technology architecture is only a part of it, and multi-aspect development such as organization, processes and different business models should also be under consideration. Based on standard architecture methodology with best practices of cloud computing, a Cloud Model Application Methodology can be used to guide industry customer analysis and solve potential problems and risks emerged during the evolution from current computing model to cloud computing model. This methodology can also be used to instruct the investment and decision making analysis of cloud computing model, determine the process, standard, interface and public service of IT assets deployment and management to promote business development. The diagram below shows the overall status of this methodology.
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            Figure 1. Cloud Computing Methodology Overview
3.1 Cloud Computing Strategy Planning Phase

Cloud strategy contains two steps to ensure a comprehensive analysis for the strategy problems that customers might face when applying cloud computing mode. Based on Cloud Computing Value Analysis, these two steps will analyze the model condition needed to achieve customers’ target, and then will establish a strategy to function as the guideline.

（1）Cloud Computing Value Proposition

The target of this step is to analyze the specific business value and possible combination point between cloud computing mode and specific users by leveraging the analysis of cloud computing users’ requirement model and considering the best practices of cloud computing industry. Analyze the key factors that might influence customers to apply cloud computing mode and make suggestions on the best customer application methods. In this analysis, we need to identify the main target for customer to apply cloud computing mode, and the key problems they wish to solve. Take some common targets as examples: IT management simplification, operation and maintenance cost reduction; business mode innovation; low cost out-sourcing hosting; high service quality out-sourcing hosting etc.

The analysis result will be provided to support decision-making level to make condition assessments and strategy for future development and prepare for the strategy establishment and organization of the following cloud computing.

（2）Cloud Computing Strategy Planning

This step is the most important part of strategy phase. Strategy establishment is based on the analysis result of the value step, and aims to establish the strategy documentation according to the good understanding of various conditions that customers might face when applying cloud computing mode to plan for future vision and perspective. Professional analysis made by the method above typically involves broad customer business model research, organization structure analysis and operation process identification; also, there are some non-functional requirement and limitation in the plan, such as the concern for security standard, reliability requirement and rules and regulations.
3.2 Cloud Computing Tactics Planning Phase

At the phase of cloud planning, it is necessary to make a detailed investigation on customer position and to analyze the problems and risks in cloud application both at present and in the future. After that, concrete approaches and plans can be drawn to ensure that customers can use cloud computing successfully to reach their business goals. This phase includes some practicable planning steps in multiple orders listed as follows,

(1) Business Architecture Development
While capturing the organizational structures of enterprises, the business models also get the information on business process support. As various business processes and relative networks in enterprise architecture are being set down one after another, gains and losses brought by relative paths in the business development process will also come into people’s understanding. We categorize these to business interests and possible risks brought by cloud computing application from a business perspective.

(2) IT Architecture Development
It is necessary to identify the major applications needed to support enterprises business processes and the key technologies needed to support enterprise applications and data systems. Besides, cloud computing maturity models should be introduced and the analysis of technological reference models should be made, so as to provide help, advices and strategy guide for the design and realization of cloud computing mode in the enterprise architecture.

(3) Requirements on Quality of Service Development
Compared with other computing modes, the most distinguishing feature of cloud computing mode is that the requirements on quality of service (also called non-functional needs) should be rigorously defined beforehand, for example, the performance, reliability, security, disaster recovery, etc. This requirement is a key factor in deciding whether a cloud computing mode application is successful or not and whether the business goal is reached; it is also an important standard in measuring the quality of cloud computing service or the competence in establishing a cloud computing center. 

(4) Transformation Plan Development
It is necessary to formulate all kinds of plans needed in the transformation from current business systems to the cloud computing modes, including the general steps, scheduling, quality guarantee, etc. Usually, an infrastructure service cloud cover different items such as infrastructure consolidation plan report, operation and maintenance management system plan, management process plan, application system transformation plan, etc.

3.3 Cloud Computing Deployment Phase
The deployment phase focuses mainly on the programming of both strategy realization phase and the planning phases. Two steps are emphasized in this phase:

(1) Cloud Computing Provider or Enabler Chosen
According to the past analysis and programming, customers may have to choose a cloud computing provider or an enabler. It is most important to know that the requirement on service level agreement (SLA) is still a deciding factor for providers in winning a project.

(2) Maintenance and Technical Service

As for maintenance and technical service, different levels of standards are adopted; these standards are defined by the requirement on quality of services made beforehand. Cloud computing providers or builders have to ensure the quality of services, for example, the security of customers in service operation and the reliability of services.

4. Cloud Computing in Development/Test
Economic crises can bring with enterprise unprecedented business challenges and more competitions for the same markets. To address these challenges, enterprises have to optimize and update their business operations. At this critical moment, only by offering agile operating systems to end users can enterprises turn the crisis into opportunities and promote better development. 

Years of IT development has closely linked IT with the business systems, and operation and maintenance systems of enterprises. To a large extent, the optimization and updating of business is indeed that of the IT system, which requires enterprises to keep innovating in business system. As a result, how to develop new IT systems quickly while doing rigorous tests to provide stable and trustworthy services for customers have become the key to enterprise development. Thus, the development testing centers have become the engines of enterprises growth and how to keep the engines operating in a quick and effective way has become a major concern for enterprise CIOs. 

As the importance of development centers in companies grows, there will be more and more projects, equipments and staff in these centers. How to establish a smart development center has become many people’s concern. As the latest IT breakthrough, how will cloud computing help to transform development test centers and bring competitive advantages to enterprises? We want to illustrate this problem through the following case:

Director A is the manager of an information center and he is now in charge of all development projects. Recently, he is thinking about how to best optimize his development and testing environment. After investigation, he concludes that the requirements of the new test center are as follows:

· Reducing the investment on hardware

· Providing environment quickly for new development testing projects

· Reusing equipments

· Ensuring project information security

Based on A’s requirement analysis, he can use Cloud Computing solutions to establish a cloud-computing-based test development center for his company.

· Reducing the cost

In traditional test development systems, companies would set up an environment for each test and development project. Different test systems may have different functions, performances, or stabilities and thus software and hardware configurations will vary accordingly. However, in a cloud test development platform, all the servers, memories and networks needed in test development are pooling-managed; and through the technology of virtualization, each test or development project is provided with a logical hardware platform.

The virtual hardware platforms of multiple projects can share the same set of hardware resources, thus through integrating the development test project, the hardware investment will be greatly reduced.

· Providing environment for new projects
Cloud can automatically provide end users with IT resources, which include computing resources, operating system platforms and application software. All of these are realized through the automation module of Cloud.

Automation of computing resources: In the Cloud service interface, when end users input the computing resources (processor, storage and memory) needed according to the requirements of the application system, the Cloud platform will dynamically pick out the resources in the corresponding resource pool and prepare for the installation of the system platform.

Automation of system platforms: When the computing resources allocation is finished, the automation of system platforms will help you to install the system with the computing resources on the base of the chosen system platform (windows, Linux, AIX, etc.) dynamically and automatically. It can concurrently install operation system platforms for all computers in need and customize an operation system with customization parameters and system service for customers. Moreover, the users, networks and systems can all be set automatically.

Automation of application software: The software of enterprises would be controlled completely. The software distribution module can help you to deploy complex mission-critical applications from one center spot to multiple places quickly and effectively.

Through automation, Cloud can provide environment for new development test projects and accelerate the process of development tests.

· Reusing equipments

Cloud has provided a resource management process based on development life cycles test. The process covers many operations such as computing resource establishment, modification, release and reservation. When the test development projects are suspended or completed, Cloud Platform can make a back-up of the existing test environment and release the computing resources, thereby realizing the reuse of computing resources.

· Ensuring project information security
The cloud computing platform has provided perfect means to ensure the security and isolation of each project. There are two ways for users to access the system: accessing the Web management interface or accessing the project virtual machine. To access a Web interface, one needs a user ID and a password. To control a virtual machine access, the following methods can be adopted:

· User authentication is conducted through the VPN equipment in the external interface of the system.

· Each project has one and only a Vlan, and the virtual machine of each project is located inside the Vlan. The switches and the hypervisors in the hosts can guarantee the isolation of the Vlan.

· The isolation of virtual machine is guaranteed by virtual engine itself.

· Besides, user authentication of the operation systems can also protect user information.

Vlan is created dynamically along with the establishment of the project. Unicast or broadcast messages can be sent among project virtual machines or between the virtual machine and the workstation of the project members. Virtual machines of different projects are isolated from each other, thereby guaranteeing the security of project data. A user can get involved in several projects and meanwhile visit several virtual machines of different projects.

The new generation of intelligent development test platforms needs the support of intelligent IT infrastructure platforms. By establishing intelligent development test platforms through cloud computing, a new IT resource supply mode can be formed. Under this mode, the test development center can automatically manage and dynamically distribute, deploy, configure, reconfigure and recycle IT resources based on the requirements of different projects; besides, it can also install software and application systems automatically. When projects are over, the test development center can recycle the resources automatically, thereby making the best use of the computing capabilities.

5. Cloud-based High Performance Computing Clusters
In the development history of information science from the last half a century, High Performance Computing (HPC) has always been a leading technology at the time. It has become a major tool for future innovations of both theoretical and research science. As new cross-disciplines combining traditional subjects and HPC emerge in the areas of computational chemistry, computational physics and bioinformatics, computing technology need to take a leap forward as well to meet the demands of these new research topics.
With the current financial crisis, how to provide higher computing performance with less resource input has become a big challenge for the HPC centers. In the construction of a new generation of computing center with high performance, we should not only pay attention to the choice of software and hardware, but also take fully account of the center operation, utilization efficiency, technological innovation cooperation and other factors. The rationality of the general framework and the effectiveness of resource management should also be fully considered. Only by doing these can the center gain long-term high-performance capacity in computing research and supply. 

In other words, the new generation of high-performance computing center does not only provide traditional high-performance computing, nor it is only a high-performance equipment solution. The management of resources, users and virtualization, the dynamic resource generation and recycling should also be taken into account. In this way, the high-performance computing based on cloud computing technology is born.

The cloud computing-based high-performance computing center aims to solve the following problems:

· High-performance computing platform generated dynamically

· Virtualized computing resources

· High-performance computer management technology combined with tradition ones

· High-performance computing platform generated dynamically
In traditional high-performance computing environment, physical equipments are configured to meet the demands of customers; for example, Beowulf Linux and WCCS Architecture are chosen to satisfy customers’ requirements on computing resources. All of the operation systems and parallel environment are set beforehand, and cluster management software is used to manage the computing environment. However, as high-performance computing develops, there are more and more end users and application software; thus, the requirements on the computing platform become more diverse. Different end users and application software may require different operation systems and parallel environment. High-performance computing requires a new way of resource supply, in which the platform should be dynamically generated according to the needs of every end user and application software; the platform can be open, including Linux, Windows or UNIX.

· Virtualized computing resources

Since few virtualized architecture are used in traditional high-performance computing, this kind of platform cannot manage virtualized resources. However, as high-performance computing develops, in many cases we need to attain more virtualized resources through virtualization, for example, the development and debugging of parallel software, and the support for more customer application etc.

In the cloud computing-based high-performance computing center, the virtualization of physical resources can be realized through the Cloud platform; moreover, virtualized resources can be used to establish high-performance computing platform and generate high-performance computing environment whose scale is larger than that of the actual physical resource so as to meet the requirements of customers.

· Combination with traditional management technology

The cloud computing-based high-performance computing platform can not only manage computers though the virtualization and dynamic generation technology, but also work together with traditional cluster and operation management software in enabling users to manage the virtualized high-performance computers in a traditional way, and submit their own works.

A new IT resources provision model can be attained by the adoption of cloud computing infrastructure and high-performance computing center construction. In this model, the computing center can automatically manage and dynamically distribute, deploy, configure, reconfigure and recycle the resources. The automatic installation of software and application can be realized, too. By use of the model, the high-performance computing resources can be distributed efficiently and dynamically. When the project is finished, the computing center can automatically recycle the resources to make full use of the computing power. Taking advantage of cloud computing, the high-performance computing center can not only provide high calculating power for scientific research institutions, but also expand the service content of computing center. In other words, it can serve as a data center to support other applications and promote higher utilization efficiency of entire resources.
6. Use Cases of Cloud Computing

6.1 Case Study: Cloud as Infrastructure for an Internet Data Center (IDC)
In the 1990’s, Internet portals spent huge amount of investment to attract eyeballs.  Rather than profits and losses, their market valuation were based on the number of unique “hits” or visitors.  This strategy proved to work out well as these portals begin to offer advertisement opportunities targeting their installed user base, as well as new paid services to the end user, thereby increasing revenue per capita in a theoretically infinite growth curve.

Similarly Internet Data Centers (IDC) have become a strategic initiative for Cloud service providers to attract users. With a critical mass of users consuming computing resources and applications, an IDC would become a portal attracting more applications and more users in a positive cycle. 
The development of the next generation of IDC hinges on two key factors.  The first is the growth of Internet. By the end of June 2008, for example, Internet users in China totaled 253 million and the annual growth rate is as high as 56.2 percent
. As a result, the requirement on Internet storage and traffic capacity grows, which means Internet operators have to provide more storage and servers to meet users’ needs. The second is the development of mobile communication. By the end of 2008, the number of mobile phone users in China has amounted to 4 billion. The development of mobile communication drives server-based computing and storage, which enables users to access to the data and computing services needed via Internet through lightweight clients.
In the time of dramatic Internet and mobile communication expansion, how can we build new IDC with core competency? Cloud computing provides an innovative business model for data centers, and thereby can help telecom operators to promote business innovation and higher service capabilities against the backdrop of the whole business integration of fixed and mobile networks.

6.1.1 The bottleneck on IDC development[image: image7.png]



Products and services offered by a traditional IDC are highly homogenized. In almost of all the
IDC’s, basic collocation services account for majority of the revenue, while value-added services add only a small part of it. For example, in one of the IDC’s of a telecom operator, the hosting service claims 90﹪ of its revenue, while value-added service takes only 10﹪. This makes it impossible to meet customers’ requirements on load balance, disaster recovery, data flow analysis, resource utilization analysis, and etc.

The energy utilization is low, but the operation costs are very high. According to CCID research statistics
, the energy costs of IDC enterprises make up about 50﹪ of their operating costs and more servers will lead to an exponential increase in the corresponding power consumption*. With the increase of the number of Internet users and enterprise IT transformation, IDC enterprises will have to face a sharp increase in power consumption as their businesses grow. If effective solutions are not taken immediately, the high costs will undermine the sustained development of these enterprises.    

Besides, as online games and Web 2.0 sites become increasingly popular, all types of content including audio, videos, images and games will need a massive storage and relevant servers to support transmission. This will result in a steady increase in enterprises’ requirements for IDC services, and higher standards on the utilization efficiency of resources in data centers as well as the service level. 

Under the full service operation model emerged after the restructuring of telecom operators, the market competition becomes more and more fierce. The consolidation of fixed network and mobile services imposes higher requirements on telecom IDC operators as they have to introduce new services to meet market demands in time.

6.1.2 Cloud computing provides IDC with a new infrastructure solution

[image: image8.emf]Cloud computing provides IDC with a solution that takes into consideration of both future development strategies and the current requirement for development. Cloud computing builds up a resource service management system where physical resources is on the input, and the output is the virtual resources on right time and with the right volume and right quality. Thanks to the virtualization technology, the resources of IDC centers including servers, storage and networks are put into a huge resource pool by cloud computing. With cloud computing management platform, administrators are able to dynamically monitor, schedule and deploy all the resources in the pool and provide them for the users via network. A unified resource management platform can lead to higher efficiency of IDC operation and schedule efficiency and utilization of the resources in the center and lower management complexity. The automatic resource deployment and 
software installation help to guarantee the timely introduction of new services and can lower the time-to-market. Customers can use the resources in data centers by renting based on their business needs. Besides, as required by business development needs, they are allowed to adjust the resources that they rent timely, and pay fees according to resource usage. This kind of flexible charging mode makes IDC more appealing. The management through a unified platform is also helpful to IDC expansion. When an IDC operator needs to add resources, new resources can be added to the existing cloud computing management platform to be managed and deployed uniformly. 

Cloud computing will make it an unceasing process to upgrade software and add new functions and services, which can be done through intelligent monitoring and automatic installation program instead of manual operation.

According to the Long Tail Theory, cloud computing builds infrastructures based on the scale of market head, and provides marginal management costs that are nearly zero in market tail as well as a plug-and-play technological infrastructure. It manages to meet diversified requirements with variable costs. In this way, the effect of the Long Tail is realized to keep a small-volume production of various items and by the use of innovative IT technology, and it sets up a market economy model which is open to competition and favorable to the survival of the fittest.
6.1.3 The value of cloud computing for IDC service providers 

First of all, based on cloud computing technology, IDC is flexible and scalable, and can realize the effect of Long Tail at a relatively low cost. The cloud computing platform is able to develop and launch new products at a low marginal cost of management. Therefore, startup costs of new business can be reduced to nearly zero, and the resources would not be limited to a single kind of products or services. So under a specified investment scope, the operators can greatly expand products lines, and meet the needs of different services through the automatic scheduling of resources, thereby making a best use of the Long Tail.

Secondly, the cloud computing dynamic infrastructure is able to deploy resources in a flexible way to meet business needs at peak times. For example, during the Olympics, the websites related to the competitions are flooded with visitors. To address this problem, the cloud computing technology would deploy other idle resources provisionally to support the requirements on resources at the peak hours. The United States Olympic Committee has applied the cloud computing technologies provided by AT&T to support competitions viewing during Olympics. Besides, SMS and telephone calls on holidays, as well as the application and inquiry days for examinations also witness the requirements for resources at the peak.

Thirdly, cloud computing improves the return on investment for IDC service providers. By improving the utilization and management efficiency of resources, cloud computing technologies can reduce computing resources, power consumption, and human resource costs. Additionally, it can lead to shorter time-to-market for a new service, thereby helping IDC service providers to occupy the market.

Cloud computing also provides an innovative charging mode. IDC service providers charge users based on the resource renting conditions and users only have to pay for what they use. This makes the payment charging more transparent and can attract more customers. 

Table 3: Value Comparison on Co-location, Physical Server Renting and IaaS for Providers
	 
	Co-location
	Physical server renting
	IaaS with Cloud Computing

	Profit margin
	Low. 

Intense competition
	Low. 

Intense competition
	High. 

Cost saving by resource sharing

	Value add service
	Very few
	Few
	Rich, such as IT service management, software renting, etc

	Operation
	Manual operation. Complex
	Manual operation. Complex
	Automatic and integrated operation. End to end request management

	Response to customer request
	Manual action. Slow
	Manual action. Slow
	Automatic process. Fast

	Power consumption
	Normal
	Normal
	Reduce power by server consolidation and sharing. Scheduled power off 


6.1.4 The value brought by cloud computing for IDC users

First, initial investments and operating costs can be lowered, and risks can be reduced. There is no need for IDC users to make initial investments in hardware and expensive software licenses. Instead, users only have to rent necessary hardware and software resources based on their actual needs, and pay according to usage conditions. In the era of enterprise informatization, more and more subject matter experts have begun to establish their own websites and information systems. Cloud computing can help these enterprises to realize informatization with relatively less investment and fewer IT professionals.

Secondly, an automatic, streamlined and unified service management platform can rapidly meet customers’ increased requirements for resources, and can enable them to acquire the resources in time. In this way customers can become more responsive to market requirements and enhance business innovation. 

Thirdly, IDC users are able to access more value-added services and achieve faster requirement response. Through the IDC cloud computing unified service delivery platform, the customers are allowed to put forward personalized requirements and enjoy various kinds of value-added services. And their requirements would get a quick response, too. 

Table 4: Value Comparison on Co-location, Physical Server Renting and IaaS for Users

	 
	Co-location
	Physical server renting
	IAAS using Cloud

	Performance
	Depend on hardware
	Depend on hardware
	Guaranteed  performance

	Price
	Server investment plus bandwidth and space fee
	Bandwidth and server renting fee
	CPU, memory, storage, bandwidth fee. Pay per use 

	Availability
	Depend on single hardware
	Depend on single hardware
	High available by hardware failover

	Scalability
	Manual scale out
	Manual scale out
	Automated scale out

	System management
	Manual hardware setup and configuration. Complex
	Manual hardware setup and configuration. Complex
	Automated OS and software installation. Remote monitoring and control. Simple 

	Staff
	High labor cost and skill requirement
	High labor cost and skill requirement
	Low labor cost and skill requirement

	Usability
	Need on site operation
	Need on site operation
	All work is done through Web UI. Quick action


6.1.5 Cloud computing can make fixed costs variable

An IDC can provide 24*7 hosting services for individuals and businesses. Besides traditional hosting service, these clients also need the cloud to provide more applications and services. In so doing, enterprises are able to gain absolute control on their own computing environment. Furthermore, when necessary, they can also purchase online the applications and services that are needed quickly at any time, as well as adjust the rental scale timely. 

6.1.6 An IDC Cloud Example

In one example, an IDC in Europe serves industry customers in four neighboring countries, which covers sports, government, finance, automobile and the healthcare. 

This IDC attaches great importance to cloud computing technology in the hope of establishing a data center that is flexible, demand-driven and responsive. It has decided to work with cloud computing technology to establish several cross-Europe cloud centers. The first five data centers are connected by virtual SAN and the latest MPLS technology. Moreover, the center complies with the ISO27001 security standard, and other security functions that are needed by the banks and government organizations, including auditing function provided by certified partners, are also realized.
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Figure 2. IDC Cloud.
The IDC uses the main Data Center to serve customers in its sister sites. The new cloud computing center will enable this IDC to pay for fixed or usage-based changeable services according to credit card bill. In the future, the management scope of this hosting center expand to even more data centers in Europe.
6.1.7 The influence of cloud computing in 3G era

Ever since 3G services are launched by the major communication operators, the simple voice and information service can no longer meet the growing requirements of users. The 3G data services have become the focus of competition among operators. Many operators have introduced some specialized services. And with the growth of 3G clients and the expansion and improvement of 3G networks, operators have to provide more diversified 3G services to survive in the fierce market competition.  Cloud can be used as a platform to provide such value added services.

In this 3G era, mobile TV, mobile securities and data backup will all become critical businesses. Huge amounts of videos, images, and documents are to be stored in data centers so that users can download and view them at any time, and they can promote interaction.  Cloud computing can effectively support this kind of business requirements, and get maximal storage with limited resources. Besides, it can also search and provide the resources that are needed to users promptly to meet their needs.

After the restructuring of operators, the businesses of leading service providers will all cover fixed network and mobile service, and they may have to face up to fierce competition in 3G market. Cloud computing can support unified monitoring and dynamic deployment of resources. So, during the business consolidation of the operators, the cloud computing platform can deploy necessary resources in time to support business development, and respond quickly to market requirements to help operators to gain larger market share. 

The 3G-enabled high bandwidth makes it easier and quicker to surf Internet through mobile phones and it has become a critical application of 3G technologies. Cloud computing makes it compatible among different equipments, software and networks, so that the customers can access the resources in the cloud through any kinds of clients.

6.2 Case Study – Cloud Computing for Software Parks
The traditional manufacturing industry has helped to maintain economic growth in previous generations, but it has also brought along a host of problems such as labor market deterioration, huge consumption of energy resources, environmental pollution, and ever-more drive towards lower cost. As an emerging economy begins its social transformation, software outsourcing has gained an edge compared with traditional manufacturing industry: on one hand, it can attract and develop top-level talent to enhance the technical level and competitive power of a nation; on the other hand, it can also prompt the smooth structural transformation to a sustainable and green service industry, thereby ensuring continuous prosperity and endurance even in difficult times.

As such, software outsourcing has become a main business line for many emerging economies to ramp up their service economy, based on economies of scale and affordable costs. To reach this goal, software firms in these emerging economies need to conform their products and services to international standards and absorb experiences from developed nations to enhance the quality of their outsourcing services. More importantly, good policy support from the government and necessary infrastructures are critical components in the durability of these software outsourcing firms.

The IT infrastructure is surely indispensable for software outsourcing and software businesses. To ensure the success of software outsourcing, there are two prerequisites: a certification standard of software management which is of international level (such as CMM Level 5), and an advanced software designing, programming and testing pipeline, namely the software development platform of data center. The traditional data center only put together all the hardware devices of the enterprise, leading to the monopolization of some devices by a certain project or business unit. This would create huge disparity within the system and can’t guarantee the quality of applications and development. Besides, it would result in cost increase and unnecessary spending and in the long term undermine the enterprise’s competitive power in the international market of software outsourcing. Furthermore, when a new project is put on the agenda, it would take a long time to prepare for and address the bottleneck of the project caused by the traditional IT equipments.

To pull the software enterprises out of this dilemma, IBM firstly developed a brand-new management mode for software developing environment: the management and development platform of “cloud computing”. The platform was constructed with the aid of the accumulated experience of IBM itself in the field of software outsourcing service and data center management. The valuable experience from the long-term cooperation with other software outsourcing powers is also taken into consideration. This platform is a new generation of data center management platform. Compared with traditional data center, it has outstanding technical advantages.

Below is the schematic diagram of the relationship between Cloud Computing platform and software outsourcing ecosystems:
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Figure 3. Cloud Computing Platform and Software Outsourcing Ecosystems.
Firstly, the platform can directly serve as a data service center for software outsourcing companies in the Software Park and neighboring enterprises. As soon as a software outsourcing order is accepted, the company can turn to the management and development platform of “cloud computing” to look for IT resources suitable for use, the process of which is as simple and convenient as booking hotel via Internet. Besides, by relying on IBM’s advanced technology, the cloud computing platform is able to promote unified administrative standard to ensure the confidentiality, security, stability and expandability of the platform. That is to say, thanks to its brand effect, the platform developed by the software demonstration plot is up to international advanced level, and could thereby enhance the service level of software outsourcing in the entire park. The final aim is to measure up to international standards and to meet the needs of international and Chinese enterprises.  Meanwhile, a platform of unified standard can lower IT maintenance costs and raise the response speed for requirements, making possible the sustainable development of the Software Park. Lastly, the management and development platform of cloud computing can directly support all kinds of applications and provide enterprise users with various services including outsourcing and commercial services as well as services related to academic and scientific researches.

The following are the benefits brought to the outsourcing services companies and outsourcing demonstration plot of Wuxi government by the management and development platform of cloud computing: 

（1）For outsourcing service companies which apply cloud computing platform:

· An advanced platform with unified standard is provided and the quality is guaranteed;

· IT management becomes easier and the costs of developing products is greatly lowered;

· Response speed for business demand is enhanced and expandability is ensured;

· Existing applications and newly-emerged data-intensive applications are supported;

· Miscellaneous functions for expediting the speed of innovation is also provided for outsourcing service companies, colleges and universities and research institutes.

（2）Below are the advantages brought to the outsourcing demonstration plot of Wuxi government through the application of cloud computing platform: 

· The government can transform from a supervision mode to a  service mode which is in favor of attracting investments;
· It is conducive to environmental protection and the build-up of a harmonious society; 
· It can support the development of innovative enterprises and venture companies.
Detailed information about the major functions and technical architectures of the management and development platform of Cloud Computing is introduced as below:

6.2.1 Cloud Computing Architecture
The management and development platform of Cloud Computing is mainly composed of two functional sub-platforms: outsourcing software research and development platform and operation management platform.

· Outsourcing software research and development platform: an end-to-end software development platform is provided for the outsourcing service companies in the park. In terms of functions, the platform generally covers the entire software developing lifecycle including requirement, designing, developing and testing of the software. It helps the outsourcing service companies in establishing a software developing procedure that is effective and operable.
· Operation management platform: according to the outsourcing service company’s actual demand in building the research and development platform, as well as the practical situation of the software and hardware resources distribution in data center, the platform provides automatic provisioning services on demand of software and hardware resources. Also, management on resources distribution is based on different processes, posts and roles and resource utilization report will also be provided. 
Through the cooperative effect of the two platforms mentioned above, the management and development platform of “cloud computing” could fully exert its advantage. The construction of outsourcing software research and development platform can be customized according to different project needs (e.g., games development platform, e-business development platform, etc), which can show the best practices of IBM’s outsourcing software development services. And the operation management platform can provide supporting functions such as management on the prior platform, as well as operation and maintenance, and rapid configuration. It is also significant in that it can reduce the workload and costs of operation and management. Unlike the handmade software research and development platform, it is both time-saving and labor-saving, and it is not that easy to make mistakes in it.

6.2.2 Outsourcing Software Research and Development Platform

The outsourcing software research and development at the enterprise level have to put an emphasis on the cooperation and speed of software development. It manages to combine the software implantation with verification, so as to ensure the high quality of software and shorten the period of development. The program is targeted at and suitable for different types of outsourcing research and development companies with a demand for code development cooperation and document management. The detailed designing of the program varies according to different enterprise needs. 
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Figure 4.  Software Outsourcing Services Platform

As can be seen in the chart, the primary construction of the outsourcing software research and development platform consists of the construction of 4 sub-platforms:

· Requirement architecture management platform
· Quality assurance management platform
· Quality assurance management supporting platform
· Configuration and changes management platform
The integrated construction and operation of these four sub-platforms cover the entire developing lifecycle of requirement, designing, developing and testing of the software. They are customer-oriented and are featured by high quality, and good awareness of quality prevention. With the help of these four sub-platforms, the outsourcing service companies can manage to establish a software development process with high efficiency and operability.

6.3 Case Study – an Enterprise with Multiple Data Centers
Along with China’s rapid economic growth, the business of one state-owned enterprise is also gearing up for fast expansion. Correspondingly, the group has increasingly higher demand for the supporting IT environment. How can the group achieve maximum return on its IT investment? For the IT department, on one hand is repetitive and time-consuming work of system operation and management; while there is an increasingly higher demand from the managers to support the company’s business and raise its competitive power and promote business transformation. Faced with this problem, this enterprise is now searching for solutions in Cloud Computing.     

Enterprise Resources Plan (ERP) plays an important role as supporting the entire business in the company. The existing EAR system is not able to apply automatic technology. Repeated, manual work accounts for the majority of the system maintenance operation, which leads to lower efficiency and higher pressure on the IT system maintenance operation. Meanwhile, on the technical level, it lacks of technology platform to perform the distribution, deployment, as well as state control and recycle of system resources. As a result, the corresponding information resources management is performed through traditional manual work, which is in contradiction with the entire information strategy of the company. The specifics are listed as below:

· The contradiction between the increasing IT resources and limited human resources
· The contradiction between automatic technology and traditional manual work
· The effectiveness and persistence of resources information (including configuration information)  
The company has invested a lot in information technology. It has not only constructed the ERP system for the management and control of enterprise production, but also upgraded the platform, updated host computer and improved IT management in infrastructure. In a word, the SAP system is of great significance in the IT system of Sinochem Group.

The implementation of Cloud Computing platform has helped to solve the problems faced by the IT department in this company. 

6.3.1 Overall Design of the Cloud Computing Platform in an Enterprise:

The Cloud Computing Platform mainly is related to three discrete environments of the company’s data centers: the training, development/test and the disaster recovery environment. These systems involved in cloud computing are respectively located in Data Center A, Datacenter B and the disaster center in Data Center C. It shows the benefits of Cloud Computing virtualization crossing physical sites. See the following picture:
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Figure 5.  Coverage of Cloud Computing in Sinochem Group
Combined with the technical characteristics of the Cloud Computing platform and the application characteristics of the ERP system in the company, the construction project has provided the following functions: 

· The installation and deployment of the five production systems of ERP
· The automatic deployment of hardware: logical partition and distribution of hardware resources.
· The installation and recovery of the centralized AIX operating system
· Display of system resource usage: CPU/memory/disk usage.
6.4 Case Study: Cloud Computing Supporting SaaS
By adopting cloud computing solutions, a telco can address the IT challenges faced by SMEs. Thanks to the services provided by the Blue Cloud system, VNTT has provided the customers with IBM Lotus Foundation and WebSphere Portal Express business OA service based on Redhat, CentOS and Windows platform. Besides, VNTT also provides customers with email services, file sharing and Web server that are always ready for use. For better internal and external communication, these enterprises need only one portal to rent the portal server based on IBM WebSphere Portal.

By applying Cloud Computing as the underlying infrastructure, a telecommunications company can provide its customers with a larger scale of IT services, including infrastructure hosting, collaborative platform, applications, process and information service; meanwhile, it can also ensure data security, convenience of access and the easy management of the environment. In this instance, Cloud will provide a strong technical infrastructure support as well as an effective combination with business model innovation.
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Figure 6. SaaS Cloud.
7. Conclusion

With Cloud Computing as a new way to consume IT services, we can be much more flexible and productive in utilizing dynamically allocated resources to create and to operate. Cloud will continue to evolve as the foundation for the future Internet where we will be interconnected in a web of content and services. 
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