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Chapter 3. Policies

The need for policies

Every inditution has a set of busness policies, explicit or implicit. In addition, having a
st of security policies is fundamentd. Without this it is impossble to set up secure
gsysems, we don't know what we should protect and how much effort we should put on
security. Effectively, a security policy divides the dtates of a system into authorized and
non-authorized dates. That means, that we cannot even tak about security without
policies because we don’t know what states we should avoid.

The inditution security policy includes laws, rules, and practices that regulate how an
inditution manages and protects resources. Another definition is  high-levd guiddines
concerning information security [Wo080]. Some of these policies may come from
externd sources, eg., legidaion, government or industry standards. There are some
interesting issues about who should define the externd policies [Mea00] or wha
standards we should adopt.

The computer sysems a the inditution should enforce these policies by defining specific
versions of the security policies. The layers pattern can be used to describe how the
policies are dructured, going from the inditution policies a the highest levd down to
policies to alow specific accesses of usersto data, encryption policies, etc.

Note that some people cal policies what we cal modeds. In our gpproach, which follows
classcd security work, modes implement policies, not define policies. The need and the
vaue of policies have been recognized lately and now there is even an annua conference
dedicated to policies [Pol].

Security policies

Through experience severd policies have evolved as the most convenient to build secure

sysems. We enumerate some of these here:

?? Open/closed systems—In a dosed sysem, nothing is accessble unless explicitly
authorized, in an open sysem or inditution everything is accessble unless explicitly
denied. Clearly a secure system must be closed. Inditutions where information
secrecy and integrity are important, eg., banks, use a closed policy, while ingtitutions
such as libraries use an open policy.

?? Least privilege (need to know)—People/sysems should be authorized only for
resources they need to peform ther functions. This policy is usudly combined with
the closed system poalicy.

?? Authorization—Explicit rules must be used to define who can use what resources and
how. Authorizations may alow or deny access.

?? Sgparation of duty—Criticd functions should be divided between people or systems.
For example, the person who decides purchasing of a product is not the same who
actually orders the product.



?? Auditing—An audit trail should be kept recording what was done a what time. This
will help to prevert future attacks.

?? Centralized/decentralized control. In a decentrdized system its units or divisons
have authority to define their own policies asfar asthey don't violate globa palicies.

?? Individual accountability—People or processes must be uniquely dentified and ther
actions are recorded and reviewed.

?? Roles. Roles imply sets of rights and users may be assgned to roles according to
their functions.

Specific policies
Some systems require more specific policies; for example, the military put high enphasis
On Secrecy.

Confidentiality policies

Document classification—Documents are classified according to the sengtivity of their
information.

People are given clearances. The policy defines a relationship between classfication and
clearances. For example, the clearances and the classifications may be hierarchical levels:
Top Secret, Secret, Confidential, Public, and auser cleared for agiven level can read all
the documents at her level or below.

Categories—They define verticd partitions of thelevels, e.g., Army, Navy. Now, not
only the classfication must be appropriate to read a document but also the user category
must match or include the category of the document.

Integrity policies

Authorized actions—People can perform only actions for which they are authorized.
Rotation of duty—A task should not always be carried out by the same person
Operation sequencing—The steps of some task should be carried out in a specific order
Congrained change—Data can be changed only in prescribed ways

Policy combinations

Chinese Wl policy—Information is grouped into “conflict of interest “classes and a
personisdlowed to access a most one set of information in each class.

Originator controlled (ORCON)—A document is released only to people or units in a list
specified by the originator.

System policies.

Policies can refer to low-level system aspects. For example, a User Account/ Password
policy [And02], defines aspects such as the length of passwords, what characters they
may or may not have, and how often they should be changed. A common error is to
define low-levd policies without usng higher-level policies as a reference. For example,
Visa requires tha online merchants usng their cards should: ingal a firewdl, keep
security patches up-to-date, encrypt stored and transmitted data, etc. These policies are
too detailled to be effective and are redtrictive to the participant merchants because they
are not based on higher-leved palicies.



Some generd palicies for sysemsinclude;

Isolation or containment. A system should be isolated from externa systems, a process
should be isolated from other processes.

Controlled sharing. Resources or information should be shared by processes or systems
in a controlled way, subject to specific authorizations.

Memoriless systems. A program should not keep any traces of its past executions.

An example of policies
The following is a possble sat of policies for a universty system, assuming aso a cdosd

system palicy:

An indructor can look at dl the information about the course he is teaching.
An ingructor can change the grades of the studentsin the course heisteaching
A student may look at her grades in a course sheistaking or has taken.

The department head can add/del ete course offerings

The depatment head can add/ddete students from course offerings and can assign
indructors to them with the agreement of the corresponding faculty.

Faculty members can look at information about themselves

A depatment charman can look a information about his depatment and can change
information about faculty and courses

A dean can look a the information of his college

Useof rolesin policies

It is important to define roles with respect to the information produced or used in an
ingtitution or system. Some possible roles with respect to documents are:

?? Originator—T he person who issues a document

?? Authorizer—The person who controls access over the document

?? Custodian—The person who keeps the document and controls its use

?? Usar—The person who reads or modifies the document

?? Auditor—The person who checks the actions, results, and controls

We can a0 define roles for people according to ther job functions and assgn rights
according to these functions, for example, manager, secretary, student, indructor. This is
the basis of Role-Based Access Control (Chapter 4).

Policies and secur e systems design

Once we have a lig of the threats to our system we can decide which ones of these threats
are important and how we can stop them, according with the policies of the inditution;
that is, the policies will guide the sdection of the specific mechaniams we need to stop



the threats. For example, if secrecy is important we must protect againgt viruses or Trojan
Horses that may compromise secrecy. Policies are dso important for evauating a secure
system, if asystem fulfillsits policies, it is secure for our purposes.

The security policies should be reflected in the security mechaniams used in the different
architecturd levels. The lower levdl mechanisms should enforce the policies defined at
the high levels. Most commercid systems do not apply the policies described above; for
example, in Unix a file creator becomes its adminidrator and user, which violaes the
policy of separation of duty. We will discuss specific policies when we discuss specific
architectural levels. Some books try to enumerate security policies [Woo0Q], athough
they consider any common sense recommendation a policy.

When we have hierarchies of policies we can have conflicts and it is important to resolve
them before continuing with the more detailed design.

At this moment we can condder the regular use cases of the system to define the rights
that users must have to be able to perform their functions [Fer97].

Some security policies can be represented by forma or semi-forma modds. A modd
dlows us to andyze security properties and is the basis for sysem design. The next
chapter surveys some common security models.
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