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Chapter 4. Security models

Security models are a more precise and detailled expresson of policies and are used as
guiddines to build and evduate sysems. Models can be discretionary or mandatory. In a
discretionary modd, holders of rights can be dlowed to trandfer them at their discretion.
In a mandatory mode only designated roles are dlowed to grant rights and users cannot
transfer them. An orthogona classification divides models into those based on the access
metrix, Role-Based Access Control, and multilevd models. The first two of these modds
control access while the last one attempts to control information flow.

The access matrix

Although it was introduced as a modd for operating systems security [Lam71], the access
matrix (AM) is a security modd that can be gpplied to any sysem. In its origind form it
defines a discretionary modd but it can be redtricted to make it a mandatory model. It can
control both confidentidity and integrity.

The modd defines a set of subjects S (requesting entities), a set of protection objects' O
(requested entities), and a set of access types T (the way in which the object can be
accessed). In an operating system, the subjects are processes, the objects are system
resources, and the access types are usudly read, write, and execute. In a DBMS, the
subjects are users, the objects are database items, and the access types are retrieve,
update, insert, and delete. In object-oriented systems, the protections objects are classes
or objects and the access types are class operations (methods). A combination (subject,
protection object, access type) or (s,0,t) is an authorization rule. A pattern to describe
authorization rulesis given in Figure 4.1.

An extended access modd may include also: a predicate, a condition, a copy flag, an
authorizer. The predicate defines content-dependent constraints on the access, the
condition establishes a condition which must be true for the rule to gpply (a guard), the
copy flag if ‘on’ authorizes the subject of the rule to grant the right to other users, and the
authorizer indicated who performed this authorization. In this case, the authorization rule
hastheform (a s, 0, t, p, c, f). Database systemstypicaly use asubset (s, 0, t, p).

In te origina matrix of Lampson [Lam71], there was the concept of owner, which as we
have discussed in the last chapter, is a violation of the principle of separation of duty.
There was dso the concept of “controller”, defining specid rights of a process over
another.

The Lampson matrix and its extenson [Grar2], include operaions to modify the matrix
and to dlow propagation of rights We cdl these operaions “adminidrative’ operations
because they would normaly be used by a security administrator. These include:

transfer{r/r*} to (s,0) (transfer can be destructive or not, depending on the policy)

! In the literature these are called just objects, we use the name security or protection
object to digtinguish these from objectsin object-oriented design.



grant{r/r*} to (s,0)
deleter from (s,0)
read(s,0)

create object 0
delete object o
create subject s
delete subject s

Harrison et a. [Har76], extended and formdized this modd (the HRU modd), to prove
sdfety properties. The man difference between this modd and the access matrix
decribed above is the way the matrix is changed. They use very much the same
operations but they add a set of commands to gpply these operations. A command has the
structure:

Command c(xq, X2, ....Xk)
if rpin M(s,01y and
if r2in M(2,02) and

f Fm N M (Sm.0m)
then op1,0p2,...., OPn
end

In paticular they proved that the genera safety problem for the access mairix is
undecidable. This means that starting from an initid state where subject s does not have a
right t for object o, it is not possble to decide if s can get the right in a given number of
steps. Several variations of the access matrix have been proposed trying to get a modd
where safety is decidable. We know that in a smpler modd, the take-grant modd
[Sny8l], sdfety is decidable, the problem is to find something in between take-grant and
access marix where safety is dill decidable. A more practical approach is to use a
mandatory verson of the access matrix, such as RBAC, where generd users cannot
trandfer ther rights.

An implementation of the access marix must have a way to properly dore the
authorization rules, intercept user or program requests, and to compare the request to the
access matrix to decide access. This interceptor is the reference monitor. A request
(8,0t) is compaed by the reference monitor with the access rules. If there is a
corresponding (s,0,t), the access is vaidated and the request is completed; otherwise the
request is denied. A pattern for the Reference Monitor is given at the end of the chapter.

Role-Based Access Control (RBAC)

RBAC can be seen as a variation of the access matrix, where subjects can only be roles.
A role corresponds to a job or to functions within a job; for example, a professor may
have the roles of teacher, researcher, advisor, thess chairman, and others. Rights are
assigned to roles, not to individuas. If users are assigned to roles and given rights only by
an adminigrator this becomes a type of mandaiory modd. RBAC can conveniently
implement the policies of least privilege and separation of duties. Lesst privilege can be



implemented by assgning to each role only the rights it needs to peform its functions.
Separdion of duties can be implemented through mutudly exclusve roles. A pattern for
RBAC isshown in Figure 4.2 [Fer01].

One way to enforce the least privilege policy is to assgn rights to roles from use cases
[Fer97]. The use cases for a system define dl the needed accesses for its roles; the union
of the rights for a role over dl the use cases are its needed rights. Roles can be structured
and different rights inheritance policies can then be defined [Fer94, San96]. A good
amount of materid on RBAC can be found in the pages of the NIST [nis] or the
Laboratory for Information Security Technology a George Mason Universty [lis]. A
good early survey is[San96].

Implicit authorization

For convenience we may need to group subjects, protection objects, and some access
types may imply others in some ordering sructure. In this case, a rule component may be
implied by another rule and this must be taken into account when evaluating access.

The concept of implicit authorization was introduced in [Fer75] and subsequently has
been developed in some research projects and used in the later versons of the Windows
operating system (starting with NT Verson 4.0). We discuss this idea in more detal in
Chapters 10 and 11
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Figure 4.1. The Authorization pattern
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Figure4.2 The RBAC pattern

Multilevel models

This type of modes corresponds to the multilevel policies where data is classfied into

sengitivity levels and users have access according to their clearances. Because of the way

they control security they have dso been cdled data flow modes, they control the

dlowed flow of data between levels These modes have been formdized in three

different ways

?? TheBdl-LaPadulamodd, intended to control leskage of information between levels.

?? TheBibamodd, that controls dataintegrity.

?? The Latice modd, which generdizes the partidly ordered levels of the previous
modds using the concept of mathematica lattices.

The Bell-La Padula confidentiality model

This is a confidentidity modd. It dasdfies subjects and daa into specific sets of
sengitivity levels. Orthogonal to these levels compartments or categories are defined,
which correspond to divisons or groupings within each level. The classfication, C, of a
data object defines its sengtivity. Similaly, users or subjects in generd are given
clearance leves. In each level an access matrix may further refine access control.



A security level is defined as a par (classfication level, sat of categories). A security
levd dominates ancther if and only if its level is greater or equd than the other levd and
its categories include the other categories. Two properties, known as “no read up” and
“no write down” properties, define secure flow of informetion:

Simple security (ss) property. A subject s may read object o only if its classfication
dominates the object’ s classfication, i.e., C(s) => C(0). This isthe no read-up property.

*-Property. A subject s that can read object o is dlowed to write object p only if the
classfication of p dominates the classfication of o, i.e, C(p) => C(0). This is the no
write-down property.

This modd dso includes trusted subjects that are alowed to violate the security modd.
These are necessary to peform adminigrative functions (eg., declassfy documents,
increase a user’s clearance) but make the proof of security properties less credible. This
mode is complemented with the Biba integrity modd below. Figure 4.3 shows a pattern
to describe this modd.

The Biba integrity model

Biba's modd classfies the data into integrity levels and defines two properties dud to the
smple security and * properties.

Thismode includes

Singleintegrity property

Integrity *-property

The Lattice model

A ldtice is an extendgon of partia orders, where every pair of dements has a least upper
bound and a maximum lower bound. Because lattices are not drictly hierarchica orders
they can modd a larger variety of systems. However, they are harder to implement and
use and are rardly seen. A detalled description can be found in D. Denning's book
[Den82].

Application of multilevel models

Multilevel modds are the most secure of te three basic security models. As we will see
later, it is possble to build DBMSs and OSs that follow multilevel gpproaches. However,
they are hard to implement because they require labeling of the protected objects and
separate processing a each level; othewise we have the posshility of covert channels
(covert channds are low bandwidth channels that can be use to lesk information between
levels).They are dso complex to use, we need at least two models, one for confidentidity
and one for integrity. Further, in inditutions other than the military it is hard to cassfy
people and data into levds. As we will see laer, they have vdue for implementing
gysdems that need to compatmentdize their functions for security; eg., operating
systems and firewdls.
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Figure 4.3. Multilevel security pattern

Models and secur e system design

These models define a state machine view of a secure system, if we dart from a secure
initid date and dl the date trandtions are secure we'll dways be in a secure gate. This
definition doesn't take into account if the initid State or the trangtions are meaningful or
if they contradict inditution policies.

There are examples of three of the possble combinations of modds. Access-matrix based
discretionary modds have been used in most operating sysems and DBMSs until
recently. RBAC is the most common modd of modern systems, including operating
systems, DBMSs, and web servers. Multilevel models have been used only in military
systems, dthough as we will see later, they are useful to control attacks to different parts
of a sysem. In particular, Joshi e d. [Jos01] discuss the suitability of these modes for
web-based gpplications. They consder RBAC as the most suitable model but think that n
the future it needs to be extended to consider dynamic and task-based aspects. This is a
good direction for future work.

Once we have decided about the policies we want, the next step is to convert them into
models. We should try to find the modd (or combination of models) that matches the
policy requirements. For example, if we need a sysem where users should be given
specific types of accesses to documents, we need some type of access matrix. We can
define the subjects of this matrix according to the user functions and if the users should
not grant ther rights or receive rights from other users, it is clear that we need RBAC.
The pattern of Figure 4.2 is then used as a reference to further define the system: Do we
need the concept of sesson? Do we need dructures of roles? Usudly, this modd will



cover only part of the policy requirements and complementary policies must be used. The
next step is to reflect the sdected modd into the lower levels. Starting with Chapter 6 we
consder each leve in detall.

The Reference Monitor pattern
We introduce now the template we will use to describe patterns, athough only afew
patterns will be shown in so much detail.

I ntent
Enforce authorizations when a subject requests a protection object.

Context
A mutiprocessing environment where subjects request protection objects to perform their
functions.

Problem

If we don’'t enforce the defined authorizations it is the same as not having them, subjects
can perform dl type of illega actions. Any user could read any file for example. How can
we control the subjects actions?

Forces
The fallowing forces will affect the solution:
?? Defining authorization rules is not enough, they must be enforced whenever a
subject makes arequest for a protection object.
?? Thee ae many possble implementations, we need an absract modd of
enforcement.

Solution
Define an abstract process that intercepts al requests for resources and checks them for
compliance with authorizations.

Figure 44 shows a class diagram showing a relfied Reference Monitor. In this figure
Set of Authorization Rules denotes a collection of authorization rules organized in a
convenient way. Fgure 45 shows a sequence diagram showing how checking is
performed.

Known uses
Mogt modern operating systems implement this concept, e.g., Solaris 9, Windows 2000,
AlX, and others. The Java Security Manager is another example.

Consequences

Advantages include:
?? If dl requests are intercepted we can make sure that they comply with the rules.
?? Implementation has not been congtrained by using this abstract process.

Disadvantages are:



?? Specific implementations (concrete Reference Monitors) are needed for each type
of resource. For example, afile manager controls requests for files.

?? Checking each request may result in intolerable performance loss. We may need
to peform some checks a compile-time for example and not repeat them at
execution time. Another posshbility is to factor out checks for example when
opening afile or having some trusted processes which are not checked.

Related patterns

This pattern isa specia case of the Checkpoint pattern [ Y 0d97]. The Interceptor pattern
[Sch02] can act as Reference Monitor in some Stuations. The Authorization pattern must
be used together with this pattern to define the legdl authorizations.
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Figure 4.4 Class diagram for the Reference Monitor
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