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Abstract. Wireless systems have found wide acceptance in many industries 
such as military and healthcare. These systems appear under a variety of archi-
tectures including fixed networks, cellular networks, and ad hoc networks. We 
survey some security problems, of interest to researchers, in wireless systems 
when used in these environments. Most studies of the security of these systems 
emphasize cryptographic aspects, we concentrate on other security aspects, 
such as operating systems, access control, web services, and location aware-
ness.  

1   Introduction 

Wireless systems have found wide acceptance in many industries such as military, 
healthcare, business, manufacturing, retail, and transportation. These systems appear 
under a variety of architectures including fixed networks, cellular networks, and ad 
hoc networks. The challenges posed by the industries to each of these technologies 
are unique, especially for healthcare and military applications. 

We survey some security problems in wireless systems. We do not attempt to be 
comprehensive but to give a general overview of some problems of interest to re-
searchers. Most studies of the security of these systems emphasize cryptographic 
aspects. While important, they are not the only issues and we concentrate on other 
aspects. Background information about security aspects of wireless systems can be 
found in [1], [2] ,and [3], and about the structure of the networks and protocols in [4].  

We start by discussing some general issues that define the context for our discus-
sion. Then we consider the effects of the type of industry on application security. 
Next we talk about access control aspects and the effect of the operating system on 
security. We look then at web services and end with the effect of location awareness 
on security. 

2  General issues 

When compared to wired networks, there are four generic limitations of all wireless 
devices: 1) limited power, 2) limited communications bandwidth, 3) limited process-



ing power, and 4) relatively unreliable network connection. The bandwidth available 
to wireless systems is usually at least an order of magnitude less than that available to 
a wired device.  The processing power is limited due to the limited space/cost of fixed 
wireless devices typically used for Wi-Fi networks, and is further limited due to 
power constraints in other wireless devices. The unreliability of the network connec-
tion is universal in all wireless networks. Protocols have been designed to take this 
lack of reliability into account and to try to improve it. However, in designing these 
protocols, choices have to be made about the size of the packets and frames to be 
used. Such decisions can have a profound impact on the effectiveness and efficiency 
of cryptographic protocols and other security measures. To this we add the fact that 
there is a large variety of devices using different architectures, several operating sys-
tems, and diverse functionality. On top of everything, security needs for wireless 
devices are greater than those of regular wired-network devices. This is due to the 
very nature of their use; they are mobile, they are on the edge of the network, their 
connections are unreliable, and they tend to get destroyed accidentally or maliciously. 
These devices can also be stolen, lost, or forgotten. Thus, we need more security 
processing. Security processing can easily overwhelm the processors in wireless de-
vices. This challenge, which is unique to wireless devices, is sometimes referred to as 
the security-processing gap. Non-fixed wireless devices such as cellular handsets and 
ad hoc network devices such as sensors are severely handicapped due to their very 
low battery power.  Even though significant advances are expected in computation 
and communication speed over the next decade, it is still expected that they will lag 
behind the power available to fixed computers due to the need for miniaturization. To 
make things worse, only modest improvements to battery power are expected. The 
battery limitation in mobile wireless devices is sometimes called battery gap and 
refers to the growing disparity between increasing energy requirements for high-end 
operations needed on such devices and slow improvements in battery technology.  

Finally, ad hoc wireless networks have their own security challenges. Due to their 
extremely small device size (smart dust [5]), their battery life and processing power 
are further limited. However, security needs are even greater, since some security 
processing is needed just for the device to be able to function properly and be able to 
communicate in their routing protocols.  

When it comes to the general service provider industry (internet and cell phone 
companies), they are mostly interested in providing cellular service and hotspot ser-
vices. While the security issues of cellular networks are relatively well understood, 
those of Wi-Fi networks are not. Important issues are authentication of users on hot-
spots, wireless-hop security (the part of the ISP network that is wireless), and seam-
less security association transfer from one domain (e.g. the cellular network) to the 
other (e.g. the Wi-Fi network). An interesting direction here is authorization of de-
vices once authenticated. This has to come from application semantics as we discuss 
below. 

With the increase in functions, the typical problems found in larger systems are 
also appearing in portable devices. One of these problems is viruses [6]. The first 
portable virus to appear was Liberty, followed shortly by Phage. The WML (Wireless 
Markup Language), a script language used by WAP can also be a source of possible 
attacks [7] [8]. The devices do not distinguish between script code resident in the 



phone from the one downloaded from potentially insecure sites, all of them execute 
with the same rights. An infected device can be used to launch denial of service at-
tacks on other devices or the network. Similarly to wired systems, wireless systems 
need up-to-date antivirus programs. Companies such as Symantec, McAfee, and 
Trend Micro have specialized products for handheld devices. A problem here is that 
in some devices because of space and processing limitations, antivirus programs and 
other protection devices, such as firewalls and IDS, may not be feasible.  

3  Applications and security 

For the healthcare industry both Wi-Fi and sensor networks are important. Issues in 
these networks are similar to the ones we discussed in the previous section in the 
context of service providers. The difference in this case is that the consequences of an 
error are severe, especially when it involves wireless bedside monitoring or a dispens-
ing device communicating with the server. The area of sensor networks (biometric 
sensors) is still a research area.  When we consider the collection of data from sen-
sors, the issues of confidentiality, integrity, and non-interference also arise.  HIPAA 
regulations have brought renewed concern about patient privacy and new models are 
being proposed [9]. A model defined at the application level, say using UML (Unified 
Modeling Language), must be mapped to the lower levels of the wireless networks; it 
is an open problem how to do this in a systematic way.  The use of patterns, discussed 
in the last section, could provide a handle for this mapping. 

The military has applications for all types of wireless devices. Their need for secu-
rity in all areas is more rigorous. However, in their case, survivability of the network 
is very important, i.e. it is vital that theft or destruction of one device does not com-
promise the information stored on that device, or worse, the security of the entire 
system. In case of ad hoc networks, it is vital that removal of a few nodes does not 
affect the communication capabilities of the devices, which opens interesting research 
areas to develop authentication and security protocols that are friendly to such 
changes. The US Department of Defense recently issued Directive 8100.2 that re-
quires encrypting all information sent in their networks according to the rules of the 
Federal Information Processing (FIP) standard [10]. The provision also calls for anti-
virus software. It is interesting to observe that their concern is mostly about message 
transmission and they don’t seem to be worried about the other aspects of security, 
such as the ones discussed in this paper. This is also true for the NIST recommenda-
tions for wireless security in federal agencies. Apparently they were considering only 
simple applications; however, the increasing use of web services opens up many new 
possibilities for military uses, including battlefield communications, sensor networks, 
and soldier location and identification. 

Another important application is mobile e-commerce. This includes mobile bank-
ing, wireless payment services, shopping, reservations, and many others. Many of the 
required functions can be secured using cryptography (see [11] for a survey), but 
access to specific services requires at least some type of Role-Based Access Control 
(RBAC), as discussed below.  



4  Access control to sensitive information in or through the device 

We should consider access control to: 
• Resources in the device. The portable device may contain files that need to be re-

stricted in access and it is the function of its operating system to perform this 
control. Control of types of access is important; for example, a user may play a 
song, but she should not copy it. This type of control can complement other types 
of digital rights management. The device may contain passwords to access net-
works, encryption keys, lists of people, etc.; all this data needs protection.  

• Resources provided by other mobile network devices. This is the most interesting 
case for research. Because of the variety and unpredictability of potential users, 
access decisions must be based on attributes (roles, groups, qualifiers) and trust 
[12, 13]. For the same reasons and because of the variety of resources, rights 
must be created dynamically [14, 12]. In addition, it is not clear where the access 
rights should be kept because of the lack of a centralized repository for authori-
zation rules (no device can hold large tables) [14].  

• Resources in wired networks. When portable devices need to access application-
related data from corporate databases some type of Role-Based Access Control 
(RBAC) may be necessary. Management and enforcement of application and in-
stitution constraints can be performed following PMI (Privilege Management In-
frastructure) [15]. PMI is a standard of ITU X.509. There is some work on 
RBAC models that integrate the wireless access with access from the wired net-
work users. One of these papers [16] uses a hierarchic role structure, which 
doesn’t appear as very useful for practical situations because it is not easy to 
build meaningful hierarchies for complex applications. More flexible models are 
needed. 

5  Operating systems 

Portable devices have evolved from having ad hoc supervisors to standard operating 
systems. Some systems use the Java run-time system as supervisor. High-end cell 
phones run complete operating systems such as Palm OS (now being replaced by 
Cobalt), Microsoft Windows CE (renamed PocketPC), Symbian, or Linux; and pro-
vide IP networking capabilities for web browsing, email and instant messaging. Some 
typical security features include: 

• A unique device identifier – this can be accessed by applications.   
• A kernel configuration with enhanced protection – this allows the use of the 

protected kernel mode, instead of the full-kernel model.   
• Digital authentication in the dial-up boot loader – the dial-up boot loader is 

a program in ROM used to upgrade the OS image file (NK.bin) using flash 
memory or a remote server.  The OS image file should be signed using digi-
tal encryption to verify its integrity before it is downloaded. 

In addition, these operating systems include support for the standard cryptographic 
protocols. 



The security of the operating system is fundamental for any system because it con-
trols all the resources and provides support for the execution of applications. There is 
an overemphasis on cryptography, while aspects such as memory protection and file 
authorization have been neglected in most products, although this is changing (Cobalt 
includes memory protection). Memory protection is important in the creation of com-
partments to stop the propagation of viruses, while as mentioned above, file authori-
zation is necessary to protect cryptographic keys and to enforce digital rights man-
agement. Downloaded contents, such as music, wallpaper, and games need to be 
protected. Current devices have no protection or protection based on cryptographic 
means. The study of these aspects provides a potentially fruitful research direction, in 
particular protection of digital rights without resorting solely to cryptography. 

6  Web services 

A web service is a component or set of functions accessible through the web that can 
be incorporated into an application. Web services expose an XML interface, can be 
registered and located through a registry, communicate using XML messages, and 
support loosely-coupled connections between systems.  Web services represent the 
latest approach to distribution and are considered an important technology for busi-
ness integration and collaboration. Figure 1 shows the architectural layers of web 
services architectures. Each layer is regulated by a variety of security standards [17].  

Wireless devices can access web services using SOAP (Simple Object Access Pro-
tocol) but web services still are not widely used in portable devices. The limited proc-
essing power of portable devices and the lack of network reliability are a serious 
obstacle for a full implementation. However, using appropriate gateway middleware, 
it is possible for portable devices to access web services. Most access to web services 
from mobile devices now goes through a WAP gateway and most of the use of web 
services for mobile systems is now between servers [18]. However, this situation is 
changing and predictions indicate that web services in cell phones will be arriving 
soon [19] [20] [21]. In fact, Nokia just announced a Service-Oriented Architecture for 
smart mobile phones [22]. Security will be an important issue for this generation of 
smart and complex devices. 

The richness of web services brings along a new set of security problems [17]. All 
the attacks that are possible in wired systems are also possible in wireless systems 
using web services, e.g., viruses, buffer overflow attacks, message interception, de-
nial of service, etc. Web services introduce several extra layers in the system architec-
ture and we have to consider the unique security problems of these layers. Since these 
are layers that run on top of the platform layers, the security of the platforms is still 
fundamental for the security of the complete system. Wireless systems using web 
services have to face, in addition, the general vulnerabilities of wireless networks and 
may also add new security problems to these networks, although this aspect has not 
been explored in detail. There is also a variety of standards for web services security 
and a designer of wireless devices should follow at least the most important ones to 
be able to have a credibly secure system. On the other hand, the extra layers bring 
more flexibility and precision for security; for example, encryption can be applied at 



the XML element level, authorization can be applied to specific operations in a web 
service interface. This greater security precision allows applying policies in a finer 
and more flexible way. 

Web services make possible convenient implementations of location-based ser-
vices, where information is pushed to the device depending on its location. We dis-
cuss below additional problems that may occur in that case. 

7 Location awareness 

Because mobile devices are usually connected to networks, it is possible to track their 
position. For example, the US Federal Communications Commission mandates that 
cell phones must be able to be located within 300 meters of their actual location. In 
some cases the user of the device may want others to know her whereabouts but in 
other cases she might not [23].  Even in the first case, only authorized persons should 
have access to location information. That means that we need to control access to 
location information. This is another aspect of access control, related to the discus-
sion in Section 4. Ease of determining location also raises privacy concerns [24] [25]. 

Location can also be used to get access to physical resources; for example, doors 
in a building could be controlled depending on the location of an authorized user. In 
some cases nomadic users may want to access the resources provided by some physi-
cal devices, e.g., printers or storage devices. A device may establish its web presence 
through physical registration [26]. The position of the user is important to decide 
which resources  would be more convenient for him to access. 

Location can be absolute or relative. Examples of absolute location are geospatial 
representation (typically longitude and latitude) or civic (address, city, region, coun-
try). The position of the mobile entity with respect to other known locations is an 
example of a relative location.  

Work on this area requires finding new models of access control based on location 
information, as well as standard characteristics such as roles, certificates, and identity. 
For example, access control to location information may need to be performed in a 
distributed way [27] [14].  An overview of access control situations is given in [28]. 
Another direction is finding ways to preserve privacy; for example, [14] proposes the 
use of logical borders and anonymous IDs, based on the concept of personal profiles 
and context-aware agents, and [29] considers preventing unnecessary information to 
be disclosed to third parties. Contexts are important for privacy and access control. A 
context is an evolving, structured, and shared information space [30]. 

8  Conclusions 

There is serious concern about the vulnerabilities of wireless systems. The easy ac-
cess to the medium by attackers is a negative aspect, compounded by the design er-
rors in the early protocols [31] [32] [33]. It is true that Wi-Fi is becoming more secure 
and Bluetooth appears reasonably secure but they (and WAP) cover only some of the 



security layers. A basic security principle indicates that security is an all-layer prob-
lem, securing one or more layers is not enough [34]. With some of the layers still 
insecure, it is not possible to have true security.  

Third generation systems will have voice quality that is comparable to public 
switched telephone networks. Voice over IP over WiFi will bring its own set of secu-
rity problems. In addition, the new systems will have higher data rates, symmetrical 
and asymmetrical data transmission rates, support for both packet and circuit 
switched data services, adaptive interface to the Internet to reflect common asymme-
try between inbound and outbound traffic, more efficient use of available spectrum, 
support for wide variety of mobile equipment, and more flexibility. All of these are 
the potential sources of new security problems. The pervasiveness of mobile devices 
makes their users want them to work together. For example, a cellular phone extract-
ing phone numbers from a PDA or a digital camera storing its pictures in a laptop. 
This will lead to new interoperable architectures [35], which in turn, will bring new 
security problems. The proliferation of small devices in all places leads to ubiquitous 
computing, security issues for that environment are discussed in [36]. Anonimity, 
traceability, and traffic analysis are aspects that will become more important in that 
environment and they are all related to the protection of the metadata of the wireless 
structure. Usability of the security interfaces is another possible problem due to the 
limited sizes of these interfaces [8].  

We have indicated some aspects that offer promising avenues for future work. We 
are working on some of these issues but there are several areas that appear neglected 
and could be a good source of ideas for future research. A general approach that ap-
pears promising is the use of security patterns, which can help designers build secure 
systems [34]. Several patterns have been found in the Bluetooth architecture, includ-
ing versions of the Broker, Layers, Lookup, and Bridge patterns [37]. Some patterns 
for ubiquitous computing have appeared [38]. However, no specific security patterns 
for wireless systems have been described. Patterns are part of the more general area 
of software architecture and the methods and approaches of that area should be more 
explored for possible use in security [39].   
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