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Multimedia Services on IMS: 
Given the IMS infrastructure, what services can be implemented? How can we develop protocols and services for seamless mobility?
Motivation

IMS is defined by the 3 rd generation partnership project as a new core network domain. IMS provide service control platform that allow creation of new multimedia and multi-session application utilization wireless and wire line transport capabilities. IMS interact with the packet switching domain (e.g. wireless LAN, GPRS, and UMTS networks) the circuit switching domain (e.g. GSM network) the internet and application services.  

Background: 
IMS  carries signaling and bearer traffic over the IP layer, functioning as an intelligent ‘routing engine’ that matches a user profile with an appropriate call handling server and switches the call control over to the designated handler. IMS includes the capability to add, modify or delete sessions in an existing multimedia call, and extends the IP network all the way to the user equipment, enabling the core network to remain access agnostic.
The IP Multimedia Subsystem provides a flexible IP media management and session control platform that operators can layer over their current network infrastructure.
IMS makes it possible to provide integrated Internet-based, multimedia, multisession applications to mobile users, guarantee the QoS across different access network technologies, and allow operators to charge accordingly. In addition, IMS standardizes the service creation interfaces, which allow third-party vendors to develop new applications for operators and users.
Services thought IMS solution-

1. Access independence
2. Converged push to talk over cellular

3. Presence server

4. Unified messaging

5. Interactive voice response

6. Enhanced voice mail

7. Instant messaging

8. Web/audio/video conferencing

9. Full duplex video telephony

10. Extension IP based services.
Protocol:
The protocols that have been defined in the architecture of the IMS can be classified in three broad categories:

a) Protocols used in the signaling or session control plane.

b) Protocols used in the media plane.

c) Authentication and security protocols.

Session Control Protocols 

The protocol chosen by the 3GPP for session control in the IMS is the Session Initiation Protocol (SIP). The main use of SIP is to establish, modify and terminate multimedia sessions. 
SIP is based on an HTTP like request/response transaction model. The requests and responses are grouped together into transactions. SIP messages use either the User Datagram Protocol (UDP) or the Transmission Control Protocol (TCP) as the transport protocol. Basic SIP methods are INVITE, REGISTER, ACK, OPTIONS, CANCLE, BYE, SUBSCRIBE, NOTIFY, REFER, UPDATE, INFO, PRACK, MESSAGE.

SIP works in close conjunction with the Session Description Protocol (SDP) for initiating multimedia sessions. The SDP consists of two parts: 1) Session level information and 2) Media level information.

Media Plane Protocols

The IMS uses the Real Time Protocol (RTP) and the Real Time Control Protocol (RTCP) for media delivery.

Security and Authentication Protocols

The authentication protocol used is DIAMETER. Diameter is run over reliable transport protocols like TCP and SCTP.

Now a day’s security is very important in IMS, so here are some security points 
1. IMS provide security 
· Access security – to protect the access link to the IMS domain, independent of                          underlying PS domain security features
· Network domain security – protect signalling links between network elements with the IMS domain
2. IMS secured by some external devices such as
             
Secure multimedia controller 2450  used for       
· Secure Multimedia Zone

· Attack protection 

· Privacy

· Resiliency

· Manageability

· Protection from denial of service
· Signaling path encryption


· End to end security to protect signaling   channel
3. How can a session border controller help in the security? 
4. Evaluation criteria for IMS access security architectures

· Minimize performance impact of IMS security

· Minimize system complexity

· Allow for access network independence

· Satisfy trust requirement

· Minimize number and type of network entities which have trust

Proposed Approach
In my paper, I will investigate security consideration required in IMS for seamless mobility.  I will describe the use cases for seamless mobility, then I will describe the possible attacks in these use cases and later on I will describe how those attacks can be avoided. 
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