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Abstract

Ad hoc networks are a new wireless networking paradigm for mobile hosts. Unlik e traditional mobile
wireless networks, ad hoc networks do not rely on any xed infrastructure. Instead, hosts rely on each
other to keepthe network connected. The military tactical and other security-sensitive operations are
still the main applications of ad hoc networks, although there is a trend to adopt ad hoc networks
for commercial usesdue to their unique properties. One main challenge in design of these networks is
their vulnerabilit y to security attacks. In this paper, we study the threats an ad hoc network facesand
the security goalsto be achieved. We identify the new challengesand opportunities posedby this new
networking environment and explore new approachesto secureits communication. In particular, we take
advantage of the inherent redundancy in ad hoc networks | multiple routes betweennodes| to defend
routing against denial of service attacks. We also use replication and new cryptographic schemes, such
as threshold cryptography, to build a highly secureand highly available key managemert service, which
forms the core of our security framework.

1 Intro duction

Ad hoc networks are a new paradigm of wirelesscommunication for mobile hosts (which we call nodes). In
an ad hoc network, there is no xed infrastructure sudc asbasestations or mobile switching certers. Mobile
nodes that are within ead other's radio range communicate directly via wirelesslinks, while those that
are far apart rely on other nodesto relay messagess routers. Node mobility in an ad hoc network causes
frequert changesof the network topology. Figure 1 shows such an example: initially , nodesA and D have a
direct link betweenthem. When D movesout of A's radio range, the link is broken. However, the network
is still connected,becauseA canreac D through C, E, and F.

Military tactical operations are still the main application of ad hoc networks today. For example, military
units (e.g., soldiers,tanks, or planes), equipped with wirelesscommunication devices,could form an ad hoc
network when they roam in a battle eld. Ad hoc networks can also be usedfor emergency law enforcemen,
and rescuemissions. Sincean ad hoc network can be deployed rapidly with relatively low cost, it becomes
an attractiv e option for commercial usessud as sensornetworks or virtual classrcoms.

1.1 Security goals

Security is an important issuefor ad hoc networks, especially for those security-sensitive applications. To
securean ad hoc network, we considerthe following attributes: availability, con dentiality , integrity, authen-
tication, and non-repudiation.
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Figure 1: Topology changein ad hoc networks: nodesA, B, C, D, E, and F constitute an ad hoc network.
The circle represerts the radio range of node A. The network initially has the topology in (a). When node
D movesout of the radio range of A, the network topology changesto the onein (b).

Availability ensuresthe survivability of network servicesdespite denial of service attacks. A denial of
serviceattack could be launched at any layer of an ad hoc network. On the physical and media accessortrol
layers, an adversary could employ jamming to interfere with communication on physical channels. On the
network layer, an adversary could disrupt the routing protocol and disconnectthe network. On the higher
layers, an adversary could bring down high-level services. One such target is the key managemen service,
an essetial servicefor any security framework.

Con dentiality ensuresthat certain information is never disclosedto unauthorized ertities. Network
transmission of sensitive information, such asstrategic or tactical military information, requirescon dential-
ity. Leakageof suc information to enemiescould have devastating consequencesRouting information must
also remain con dential in certain cases,becausethe information might be valuable for enemiesto identify
and to locate their targets in a battle eld.

Integrity guaranteesthat a messagebeing transferred is never corrupted. A messagecould be corrupted
becauseof benign failures, such as radio propagation impairment, or becauseof malicious attacks on the
network.

Authentication enablesa node to ensurethe identit y of the peernode it is communicating with. Without
authentication, an adversary could masqueradea node, thus gaining unauthorized accessto resourceand
sensitive information and interfering with the operation of other nodes.

Finally, non-repudiation ensuresthat the origin of a messagecannot deny having sert the message.Non-
repudiation is useful for detection and isolation of compromisednodes. When a node A receivesan erroneous
messagefrom a node B, non-repudiation allows A to accuseB using this messageand to cornvince other
nodesthat B is compromised.

There are other security goals (e.g., authorization) that are of concernto certain applications, but we
will not pursue theseissuesin this paper.

1.2 Challenges

The saliert features of ad hoc networks poseboth challengesand opportunities in achieving these security
goals.

First, use of wirelesslinks renders an ad hoc network susceptibleto link attacks ranging from passiwe
eavesdroppingto activeimpersonation, messageeplay, and messagelistortion. Eavesdroppingmight give an
adversary accesgo secretinformation, violating con dentialit y. Activ e attacks might allow the adversary to
delete messagesto inject erroneousmessagesto modify messagesand to impersonatea node, thus violating
availabilit y, integrity, authentication, and non-repudiation.

Secondly nodes, roaming in a hostile ervironment (e.g., a battle eld) with relatively poor physical
protection, have non-negligible probability of being compromised. Therefore, we should not only consider
malicious attacks from outside a network, but also take into accourt the attacks launched from within the



network by compromised nodes. Therefore, to achieve high survivability, ad hoc networks should have a
distributed architecture with no certral ertities. Introducing any certral ertity into our security solution
could lead to signi cant vulnerability; that is, if this certralized entity is compromised, then the ertire
network is subverted.

Thirdly , an ad hoc network is dynamic becauseof frequert changesin both its topology and its mem-
bership (i.e., nodes frequertly join and leave the network). Trust relationship among nodes also changes,
for example,when certain nodesare detected as being compromised. Unlik e other wirelessmobile networks,
such as mobile IP [21, 48, 34], nodesin an ad hoc network may dynamically becomea liated with admin-
istrativ e domains. Any security solution with a static con guration would not su ce. It is desirablefor our
security medchanismsto adapt on-the-y to thesechanges.

Finally, an ad hoc network may consist of hundreds or even thousands of nodes. Security mechanisms
should be scalableto handle such a large network.

1.3 Scope and roadmap

Traditional security mechanisms,such asauthentication protocols,digital signature,and encryption, still play
important rolesin achieving con dentialit y, integrity, authentication, and non-repudiation of communication
in ad hoc networks. However, these medhanismsare not su cien t by themselhes.

We further rely on the following two principles. First, we take advantage of redundanciesin the network
topology (i.e., multiple routes betweennodes)to achieve availability. The secondprinciple is distribution of
trust. Although no single node is trustworthy in an ad hoc network becauseof low physical security and
availabilit y, we can distribute trust to an aggregationof nodes. Assuming that any t + 1 nodeswill unlikely
be all compromised,consensuf at leastt + 1 nodesis trustworthy.

In this paper, we will not addressdenial of service attacks towards the physical and data link layers.
Certain physical layer countermeasuressuch as spread spectrum have been extensiwely studied (e.g., [44,
6, 42, 17, 37]). However, we do focus on how to defend against denial of service attacks towards routing
protocolsin Section 2.

All key-basedcryptographic schemes(e.g., digital signature) demand a key managemen service, which
is responsible for keepingtrack of bindings between keys and nodes and for assistingthe establishmen of
mutual trust and securecommunication betweennodes. We will focus our discussionin Section3 on how to
establish such a key managemen servicethat is appropriate for ad hoc networks. We presert related work
in Section4 and concludein Section 5.

2 Secure Routing

To achieve availabilit y, routing protocols should be robust against both dynamically changing topology and
malicious attacks. Routing protocols[30, 25, 43, 32, 49, 16, 23, 35] proposedfor ad hoc networks cope well
with the dynamically changing topology. However, none of them, to our knowledge, have accommalated
mecanismsto defendagainst malicious attacks. Routing protocolsfor ad hoc networks are still under active
researd. There is no single standard routing protocol. Therefore, we aim to capture the common security
threats and to provide guidelinesto securerouting protocols.

In most routing protocols, routers exchange information on the topology of the network in order to
establish routes between nodes. Sud information could becomea target for malicious adversarieswho
intend to bring the network down.

There are two sourcesof threats to routing protocols. The rst comesfrom external attackers. By
injecting erroneousrouting information, replaying old routing information, or distorting routing information,
an attacker could successfullypartition a network or introduce excessie trac load into the network by
causingretransmissionand ine cien t routing.

The secondand also the more sewere kind of threats comesfrom compromised nodes, which might
advertise incorrect routing information to other nodes. Detection of such incorrect information is di cult:
merely requiring routing information to be signedby ead node would not work, becausecompromisednodes
are able to generatevalid signaturesusing their private keys.



To defendagainst the rst kind of threats, nodes can protect routing information in the sameway they
protect data trac, i.e., through the use of cryptographic schemessudc as digital signature. Howewer, this
defenseis ine ectiv e against attacks from compromisedservers. Worse yet, as we have argued, we cannot
neglectthe possibility of nodesbeing compromisedin an ad hoc network. Detection of compromisednodes
through routing information is also dicult in an ad hoc network becauseof its dynamically changing
topology: when a piece of routing information is found invalid, the information could be generated by
a compromised node, or, it could have becomeinvalid as a result of topology changes. It is dicult to
distinguish betweenthe two cases.

On the other hand, we can exploit certain properties of ad hoc networks to achieve secure routing.
Note that routing protocolsfor ad hoc networks must handle outdated routing information to accommalate
the dynamically changing topology. False routing information generatedby compromisednodes could, to
someextent, be consideredoutdated information. As long asthere are su cien tly many correct nodes, the
routing protocol should be able to nd routes that go around these compromised nodes. Such capability
of the routing protocols usually relies on the inherent redundancies| multiple, possibly disjoint, routes
betweennodes| in ad hoc networks. If routing protocols can discover multiple routes (e.g., protocolsin
ZRP [16], DSR [25], TORA [32], and AODV [35] all can achieve this), nodescan switch to an alternative
route when the primary route appearsto have failed.

Diversity coding [1] takes advantage of multiple paths in an e cien t way without messageretransmis-
sion. The basicideais to transmit redundant information through additional routes for error detection and
correction. For example,if there are n disjoint routes betweentwo nodes,then we canusen r channelsto
transmit data and usethe other r channelsto transmit redundant information. Even if certain routes are
compromised,the receiver may still be able to validate messagesnd to recover messagedrom errors using
the redundant information from the additional r channels.

3 Key Management Service

We employ cryptographic schemes,such asdigital signatures,to protect both routing information and data
trac. Useof such schemesusually requiresa key managemen service.

We adopt a public key infrastructure becauseof its superiority in distributing keys and in achieving
integrity and non-repudiation. E cien t secretkey schemesare usedto securefurther communication after
nodesauthenticate eact other and establish a shared secretsessionkey.

In a public key infrastructure, ead node has a public/priv ate key pair. Public keys can be distributed
to other nodes,while private keys should be kept con dential to individual nodes. There is a trusted ertity
called Certi c ation Authority (CA) [11, 47, 26] for key managemen. The CA hasa public/priv ate key pair,
with its public key known to every node, and signscerti cates binding public keysto nodes.

The trusted CA hasto stay on-line to re ect the current bindings, becausethe bindings could change
over time: a public key should be revoked if the owner node is no longer trusted or is out of the network;
a node may refreshits key pair periodically to reducethe chance of a successfulbrute-force attack on its
private key.

It is problematic to establish a key managemen service using a single CA in ad hoc networks. The
CA, responsible for the security of the ertire network, is a vulnerable point of the network: if the CA is
unavailable, nodes cannot get the current public keys of other nodesor to establish securecommunication
with others. If the CA is compromisedand leaksits private key to an adversary, the adversary can then sign
any erroneouscerti cate using this private key to impersonateany node or to revoke any certi cate.

A standard approach to improve availabilit y of a serviceis replication. But a naive replication of the CA
makesthe servicemore vulnerable: compromiseof any singlereplica, which possessethe serviceprivate key,
could lead to collapseof the entire system. To solve this problem, we distribute the trust to a set of nodes
by letting these nodessharethe key managemen responsibility.

3.1 System model

Our key managemen serviceis applicable to an asyndronous ad hoc network; that is, a network with no
bound on message-deliery and message-proessingiimes. We alsoassumethat the underlying network layer
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Figure 2: The con guration of a key managemen service: the key managemen serviceconsistsof n seners.
The service,as a whole, has a public/priv ate key pair K=k. The public key K is known to all nodesin the

sener i also has a public/priv ate key pair K=k and knows the public keys of all nodes.

providesreliable links'. The service,asa whole, hasa public/priv ate key pair. All nodesin the systemknow
the public key of the serviceand trust any certi cates signed using the corresponding private key. Nodes,
as clients, can submit query requeststo get other clients' public keysor submit update requeststo change
their own public keys.

Internally, our key managemen service,with an (n;t+ 1) con guration (n  3t+ 1), consistsof n special
nodes, which we call servers presert within an ad hoc network. Each serer also hasits own key pair and
storesthe public keys of all the nodesin the network. In particular, ead server knows the public keys of
other serners. Thus, seners can establish securelinks among them. We assumethat the adversary can
compromiseup to t serersin any period of time with a certain duration' .

If aseneris compromised,then the adversaryhasaccesdo all the secretinformation stored on the sener.
A compromisedserver might be unavailable or exhibit Byzantine behavior (i.e., it candeviate arbitrarily from
its protocols). We alsoassumethat the adversary lacks the computational power to break the cryptographic
schemeswe employ.

The serviceis correct if the following two conditions hold:

(Robustness ) The serviceis always able to processquery and update requestsfrom clients. Every
qguery always returns the last updated public key assaiated with the requestedclient, assumingno
concurrert updates on this entry.

(Conden tialit y) The private key of the serviceis never disclosedto an adversary. Thus, an adversary
is never able to issuecerti cates, signedby the serviceprivate key, for erroneousbindings.

3.2 Threshold cryptograph y

Distribution of trust in our key managemen serviceis accomplishedusing thresholdcryptography [4, 3]. An
(n;t + 1) threshold cryptography scheme allows n parties to share the ability to perform a cryptographic
operation (e.g., creating a digital signature), sothat any t + 1 parties can perform this operation jointly,
whereasit is infeasiblefor at most t parties to do so, even by collusion.

In our case,the n seners of the key managemem service share the ability to sign certi cates. For the
serviceto tolerate t compromisedseners, we emplay an (n;t + 1) threshold cryptography schemeand divide

For the serviceto sign a certi cate, eadt server generatesa partial signature for the certi cate using its
private key share and submits the partial signature to a combiner." With t + 1 correct partial signatures,

iOur key management service actually works under a much weaker link assumption, which is more appropriate for ad hoc
networks. We leave such details to a separate paper currently in preparation.

i The duration depends on how often and how fast share refreshing (Section 3.3) is done.

i Any server can be a combiner. No extra information about k is disclosed to a combiner. To make sure that a compromised
combiner cannot prevent a signature from being computed, we can uset + 1 servers as combiners to ensure that at least one
combiner is correct and is able to compute the signature.
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Figure 3: Threshold signature: given a service consisting of 3 servers. Let K=k be the public/priv ate key
pair of the service. Using a (3; 2) threshold cryptography scheme,eadt sener i getsa shares; of the private
key k. For a messagem, serer i can generatea partial signature PS(m;s;) using its share s;. Correct
seners 1 and 3 both generatepartial signaturesand forward the signaturesto a combiner c. Even though
sener 2 fails to submit a partial signature, c is able to generatethe signature hmiy, of m signed by service
private key k.

the combiner is able to compute the signature for the certi cate. However, compromisedseners (there are
at most t of them) cannot generatecorrectly signedcerti cates by themselwes,becausethey can generateat
most t partial signatures. Figure 3 shaws how seners generatea signature using a (3; 2) threshold signature
scheme.

When applying threshold cryptography, we must defend against compromisedserers. For example, a
compromisedserver could generatean incorrect partial signature. Useof this partial signature would yield an
invalid signature. Fortunately, a combiner can verify the validity of a computed signature using the service
public key. In caseveri cation fails, the combiner tries another setof t + 1 partial signatures. This process
cortinues until the combiner constructs the correct signature from t + 1 correct partial signatures. More
e cien t robust combining schemesare proposed[13, 12]. These schemesexploit the inherent redundancies
in the partial signatures(note that any t+ 1 correct partial signaturescontain all the information of the nal
signature) and use error correction codesto mask incorrect partial signatures. In [13], a robust threshold
DSS (Digital Signature Standard) schemeis proposed. The processof computing a signature from partial
signatures is essetially an interpolation. The authors usesthe Berlekamp and Welch decaer, so that
the interpolation still yields a correct signature despite a small portion (fewer than one fourth) of partial
signaturesbeing missing or incorrect.

3.3 Proactiv e security and adaptabilit y

Besidesthreshold signature, our key managemen service also employs share refreshing to tolerate mobile
adversaried and to adapt its con guration to changesin the network.

Mobile adversariesare rst proposedby Ostrovsky and Yung [31] to characterize adversariesthat tem-
porarily compromisea server and then move on to the next victim (e.g., in form of viruses injected into a
network). Under this adversary model, an adversary might be able to compromiseall the serversover a long
period of time. Even if the compromisedseners are detected and excluded from the service,the adversary
could still gather more than t sharesof the private key from compromised serers over time. This would
allow the adversaryto generateany valid certi cates signedby the private key.

Proactive schemes[24, 20, 19, 10, 9] are proposedas a countermeasureto mobile adversaries. A proactive
threshold cryptography scheme usessharerefreshing, which enablesserversto compute new sharesfrom old
onesin collaboration without disclosingthe service private key to any server. The new sharesconstitute
a new (n;t + 1) sharing of the serviceprivate key. After refreshing, servers remove the old sharesand use
the new onesto generatepartial signatures. Becausethe new sharesare independert of the old ones, the

v Note that the term mobile here is dieren t from that of mobile networks.
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Figure 4: Sharerefreshing: givenan (n; t+ 1) sharing (s1;:::;s) of a private key k, with shares; assignedto
seneri. Togenerateanew (n; t+ 1) sharing(s?;::: ;s?) of k, eat serveri generatessubsharess;1; Si2;:::; Sin »
which constitute the ith column in the gure. Each subshares; is then sert securelyto serverj. When
sener j getsall the subsharessy;;sy;;:::; sy, which constitute the jth row, it can generateits new share

s? from thesesubsharesand its old shares;.

adversary cannot combine old shareswith new sharesto recover the private key of the service. Thus, the
adversary is challengedto compromiset + 1 seners betweenperiodic refreshing.

Figure 4 illustrates a sharerefreshing process.

Share refreshing must tolerate missing subsharesand erroneoussubsharesfrom compromised seners.
A compromised server may not send any subshares. However, as long as correct seners agree on the
set of subsharesto use, they can generate new sharesusing only subsharesgeneratedfrom t + 1 serwers.
For sernersto detect incorrect subshares,we use veri able secret sharing schemes, for example, those in
[7, 33]. A veriable secretsharing scheme generatesextra public information for ead (sub)share using
a one-way function. The public information can testify the correctnessof the corresponding (sub)shares
without disclosingthe (sub)shares.

A variation of sharerefreshing also allows the key managemen serviceto changeits con guration from
(n;t+ 1) to (n%t%+ 1). This way, the key managemen servicecan adapt itself, on the y, to changesin the
network: if a compromisedsener is detected, the serviceshould excludethe compromisedserver and refresh
the exposedshare;if a server is no longer available or if a new serwer is added, the serviceshould changeits
con guration accordingly. For example, a key managemen service may start with the (7; 3) con guration.
If, after sometime, one sener is detectedto be compromisedand another sener is no longer available, then
the servicecould changeits setting to the (5;2) con guration. If two new senersare added later, the service
could changeits con guration badk to (7;3) with the new set of seners.

This problem has been studied in [5]. The essenceof the proposed solution is again share refreshing.
The only di erence is that now the original set of serers generateand distribute subsharesbasedon the
new con guration of the service: for a set of t + 1 of the n old seners, eadh sener i in this set computes

of the n® new serers. Each new sener can then compute the new share from these subshares. These new

VOperator \+" here could be an addition operation on a nite eld such asZp, where (a+ b) means (a+ b) mod p.



shareswill constitute an (n%t%+ 1) sharing of the sameservice private key.

Note that sharerefreshing doesnot changethe servicekey pair. Nodesin the network can still usethe
sameservicepublic key to verify signedcerti cates. This property makessharerefreshingtransparert to all
nodes, hencescalable.

3.4 Async hrony

Existing threshold cryptography and proactivethreshold cryptography schemesassumea synchronoussystem
(i.e., there is a bound on message-deligry and message-proessingimes). This assumptionis not necessarily
valid in an ad hoc network, considering the low reliability of wirelesslinks and poor connectivity among
nodes. In fact, any synchrony assumption is a vulnerability in the system: the adversary can launch denial
of serviceattacks to slow down a node or to disconnecta node for a long enoughperiod of time to invalidate
the syndhrony assumption. Consequetly, protocols basedon the syndhrony assumption are inadequate.

To reduce such vulnerability, our key managemen serviceworks in an asyncronous setting. Designing
such protocolsis hard; someproblems may even be impossibleto solve [8]. The main dicult y liesin the
fact that, in an asyndronous system, we cannot distinguish a compromisedserer from a correct but slow
one.

One basicidea underlying our designis the notion of weak consistency:we do not require that the correct
seners be consistent after eat operation; instead, we require enough correct senersto be up-to-date. For
example,in sharerefreshing, without any synchrony assumption, a server is no longer able to distribute the
subsharesto all correct serers using a reliable broadcast channel. However, we only require subsharesto
be distributed to a quorum of serers. This su ces, aslong as correct serversin such a quorum can jointly
provide or compute all the subsharesthat are distributed. This way, correct servers not having certain
subshare(s)could recover its subshare(s)from other correct seners.

Another important medcanism s the use of multiple signaturesfor correct senersto detect and to reject
erroneousmessagesert by compromisedseners. That is, we require that certain message®e accompanied
with enough signatures from seners. If a messagecontains digital signaturesfrom a certain number (say,
t + 1) of seners testifying its validity, at least one correct server must have provided one signature, thus
establishing the validity of the message.

We haveimplemented a prototype of such a key managemen service. The preliminary results have shown
its feasibility. Due to the length restriction of this paper, we are unable to provide a detailed description of
this service. Full papers describing the key managemen serviceand its underlying proactive secretsharing
protocol in asynchronous systemare in preparation.

4 Related Work

4.1 Secure routing

Securerouting in networks suc asthe Internet has beenextensiwely studied [36, 27, 30, 45, 46, 18]. Many
proposedapproadcesare also applicable to securerouting in ad hoc networks. To deal with external attacks,
standard schemessuc asdigital signaturesto protect information authenticit y and integrity have beencon-
sidered. For example, Sirios and Kent [45] proposethe useof a keyed one-way hash function with windowed
sequencenumber for data integrity in point-to-p oint communication and the use of digital signatures to
protect messagesert to multiple destinations.

Perlman [36] studies how to protect routing information from compromisedrouters in the context of
Byzantine robustness. The study analyzesthe theoretical feasibility of maintaining network connectivity
under such assumptions. Kumar [27] recognizesthe problem of compromisedrouters as a hard problem, but
provides no solution. Other works [30, 45, 46] give only partial solutions. The basic idea underlying these
solutions is to detect inconsistency using redundant information and to isolate compromisedrouters. For
example,in [46], where methods to securedistance-vector routing protocols are proposed,extra information
of a predecessoiin a path to a destination is added into ead entry in the routing table. Using this piece
of information, a path-traversal technique (by following the predecessorlink) can be used to verify the



correctnessof a path. Such mechanismsusually comewith a high costand are avoided (e.g., in [30]) because
routers on networks such asthe Internet are usually well protected and rarely compromised.

4.2 Replicated secure services

The concept of distributing trust to a group of serersis investigated by Reiter [39]. This is the foundation
of the Rampart toolkit [38]. Reiter and others [40] have successfullyusedthe toolkit in building a replicated
key managemern service , which also employs threshold cryptography. One drawbadk of Rampart is that it
may remove correct but slow senersfrom the group. Such removal rendersthe systemat least temporarily
more vulnerable. Membership changesare also expensive. For these reasons,Rampart is more suitable for
tightly coupled networks than for ad hoc networks.

Gong [14] appliestrust distribution to Key Distribution Center (KDC) , the certral ertity responsible for
key managemer in a secretkey infrastructure. In his solution, a group of senersjointly act asa KDC with
ead sener sharing a unique secretkey with ead client.

In [29], Malkhi and Reiter presert Phalanx, a data repository servicethat tolerate Byzantine failures in
an asyndronoussystem. The essencef Phalanx is a Byzantine quorum system|[28]. In a Byzantine quorum
system, senersare grouped into quorums satisfying a certain intersection property. The servicesupports read
and write operations and guaranteesthat a read operation always returns the result of the last completed
write operation. Instead of requiring ead correct server to perform ead operation, the service performs
ead operation on only a quorum of seners. However, this weak consistencyamong the serers su ces to
achieve the guarantee of the servicebecauseof the intersection property of Byzantine quorum systems.

In [2], Castro and Liskov extend the replicated state-machine approac [41] to achieve Byzantine fault
tolerance. They use a three-phaseprotocol to mask away disruptive behavior of compromisedserers. A
small portion of servers may be left behind, but can recover by communicating with other serers.

None of the systemsprovide mechanismsto defeatmobile adversariesand to achieve scalableadaptability.
The latter two solutions do not considerhow a secret(a private key) is sharedamongthe replicas. However,
they are useful in building highly secureservicesin ad hoc networks. For example, we could use Byzantine
guorum systemsto securea location database[15] for an ad hoc network.

4.3 Security in ad hoc networks

In [22], an authentication architecture for mobile ad hoc networks is proposed. The proposedschemedetails
the formats of messagestogether with protocolsthat achieve authentication. The architecture can accom-
modate di erent authentication schemes. Our key managemen serviceis a prerequisite for such a security
architecture.

5 Conclusion

In this paper, we have analyzed the security threats an ad hoc network facesand presened the security
objectivesthat needto be achieved. On one hand, the security-sensitive applications of ad hoc networks
require high degreeof security; on the other hand, ad hoc networks are inherently vulnerable to security
attacks. Therefore, security mecanismsare indispensablefor ad hoc networks. The idiosyncrasy of ad hoc
networks posesboth challengesand opportunities for these mecanisms.

This paper focuseson how to securerouting and how to establish a securekey managemen servicein an
ad hoc networking environment. Thesetwo issuesare essetial to achieving our security goals. Besidesthe
standard security mechanisms, we take advantage of the redundanciesin ad hoc network topology and use
diversity coding on multiple routesto tolerate both benignand Byzantine failures. To build a highly available
and highly securekey managemet service,we proposeto usethresholdcryptography to distribute trust among
a set of seners. Furthermore, our key managemen service employs share refreshing to achieve proactive
security and to adapt to changesin the network in a scalableway. Finally, by relaxing the consistency
requiremert on the seners, our service doesnot rely on synchrony assumptions. Such assumptions could
lead to vulnerability. A prototype of the key managemen service has beenimplemented, which shows its
feasibility.



The paper represers the rst step of our researt to analyze the security threats, to understand the
security requiremerts for ad hoc networks, and to identify existing techniques, as well asto propose new
mecdanismsto securead hoc networks. More work needsto be doneto deploy these security medanismsin
an ad hoc network and to investigate the impact of these security mechanismson the network performance.

6 Acknowledgmen t

We would like to thank Robbert van Renesse,Fred B. Scneider, and Yaron Minsky for their invaluable
cortributions to this work. We are also grateful to Ulfar Erlingsson and the anonymous reviewers for their
commerts and suggestionsthat helped to improve the quality of the paper.

References

[1] E. Ayanoglu, C.-L. I, R. D. Gitlin, and J. E. Mazo. Diversity coding for transparent self-healingand
fault-tolerant communication networks. IEEE Transactions on Communications, 41(11):1677{1686,
November 1993.

[2] M. Castro and B. Liskov. Practical byzantine fault tolerance. In Proceedings of the 3rd Sympsium on
Operating SystemDesign and Implementation, New Orleans, February 1999.

[3] Y. Desmedt. Threshold cryptography. European Transactions on Telecommunications, 5(4):449{457,
July - August 1994.

[4] Y. Desmedtand Y. Frankel. Threshold cryptosystems. In G. Brassard, editor, Advanesin Cryptology
| Crypto '89 (Lecture Notes in Computer Sciene 435), pages307{315, Sarta Barbara, California,
U.S.A., August 1990. Springer-Verlag.

[5] Y. Desmedtand S. Jajodia. Redistributing secretsharesto new accessstructures and its applications.
Tednical Report ISSE_TR-97-01, GeorgeMason University, July 1997.

[6] A. Ephremides,J. E. Wieselthier, and D. J. Baker. A designconceptfor reliable mobile radio networks
with frequency hopping signaling. Proceedings of the IEEE, 75(1):56{73, January 1987.

[7] P. Feldman. A practical schemefor non-interactive veri able secretsharing. In Proceedings of the 28th
IEEE Sympmsium on the Foundations of Computer Sciene, pages427{437,1987.

[8] M. J. Fisher, N. A. Lynch, and M. S. Peterson. Impossibility of distributed consensuswith one faulty
processor.Journal of the ACM, 32(2):374{382, April 1985.

[9] Y. Frankel, P. Gemmel, P. MacKenzie,and M. Yung. Optimal resilienceproactive public-key cryptosys-
tems. In Proceedings of the 38th Symmsium on Foundations of Computer Scien, 1997.

[10] Y. Frankel, P. Gemmell, P. MacKenzie, and M. Yung. Proactive RSA. In B. Kaliski, editor, Advanes
in Cryptology | Crypto '97 (Lecture Notesin Computer Sciene 1294), pages440{454, Sarta Barbara,
California, U.S.A., August 1997.Springer-Verlag.

[11] M. Gasser, A. Goldstein, C. Kaufman, and B. Lampson. The digital distributed systems security
architecture. In Proceadings of the 12th National Computer Security Conference, pages305{319.NIST,
1989.

[12] R. Gennaro, S. Jareci, H. Krawczyk, and T. Rabin. Robust and e cien t sharing of RSA functions. In
N. Koblitz, editor, Advanesin Cryptology | Crypto '96 (Lecture Notesin Computer Sciene 1109),
pages157{172, Sarta Barbara, California, U.S.A., August 1996. Springer-Verlag.

[13] R. Gennaro, S. Jareci, H. Krawczyk, and T. Rabin. Robust threshold DSS signatures. In U. Maurer,
editor, Advanesin Cryptography| Proceedings of Eurocrypt '96 (Lecture Notesin Computer Sciene
1070), pages354{371, Zaragoza,Spain, May 1996. Springer-Verlag.

10



[14] L. Gong. Increasing availability and security of an authentication service. IEEE Journal on Seleted
Areas in Communications, 11(5):657{662,June 1993.

[15] Z. J. Haasand B. Liang. Ad hoc mobility managemen using quorum systems.|[EEE/A CM Transactions
on Networking, 1999.

[16] Z. J. Haas and M. Perlman. The performance of query control schemesfor zone routing protocol. In
SIGCOMM'98, June 1998.

[17] A. A. Hassan,W. E. Stark, and J. E. Hershey Frequency-hopped spreadspectrum in the presenceof a
o wer partial-band jammer. Transactionson Communications, 41(7):1125{1131,July 1993.

[18] R. Hauser, T. Przygienda, and G. Tsudik. Lowering security overheadin link state routing. Computer
Networks, 31(8):885{894, April 1999.

[19] A. Herzberg, M. Jakobsson,S. Jareci, H. Krawczyk, and M. Yung. Proactive public-key and signature
schemes.In Proceedings of the Fourth Annual Conferenae on Computer Communications Security, pages
100{110.ACM, 1997.

[20] A. Herzberg, S. Jarecki, H. Krawczyk, and M. Yung. Proactive secretsharing or: How to cope with
perpetual leakage. In D. Coppersmith, editor, Advanesin Cryptology | Crypto '95 (Lecture Notes
in Computer Sciene 963), pages457{469, Sarta Barbara, California, U.S.A., August 1995. Springer-
Verlag.

[21] J. loannidis, D. Duchamp, and J. M. Gerald Q. IP basedprotocols for mobile internetworking. ACM
SIGCOMM Computer Communication Review (SIGCOMM'91) , 21(4):235{245, Septenber 1991.

[22] S. Jacobsand M. S. Corson. MANET authentication architecture. Internet Draft (draft-jacobs-imep-
auth-arch-01.txt), February 1999.

[23] P. Jacquet, P. Muhlethaler, and A. Qayyum. Optimized link state routing protocol. IETF MANET,
Internet Draft, November 1998.

[24] S. Jaredki. Proactive secret sharing and public key cryptosystems. Master's thesis, Department of
Electrical Engineering and Computer Science,Massadwusetts Institute of Tecnology, Septenber 1995.

[25] D. B. Johnsonand D. A. Maltz. Dynamic sourcerouting in ad-hoc wirelessnetworks. Mobile Computing,
1996.

[26] C. Kaufman. DASS: Distributed authentication security service. Requestfor Commerts: 1507, Septem-
ber 1993.

[27] B. Kumar. Integration of security in network routing protocols. SIGSAC Reviews 11(2):18{25, 1993.

[28] D. Malkhi and M. Reiter. Byzantine quorum systems. The Journal of Distributed Computing, 11(4),
1998.

[29] D. Malkhi and M. Reiter. Secureand scalablereplication in Phalanx. In Proceedings of the 17th IEEE
Symmsium on Reliable Distributed Systems pages51{58, October 1998.

[30] S. Murphy and J. J. Garcia-Luna-Aceves. An e cien t routing algorithm for mobile wirelessnetworks.
MONET, 1(2):183{197, October 1996.

[31] R. Ostrovsky and M. Yung. How to withstand mobile virus attacks. In Proceedings of the 10th ACM
Sympmsium on Principles of Distributed Computing, pages51{59, 1991.

[32] V. D. Park and M. S. Corson. A highly adaptable distributed routing algorithm for mobile wireless
networks. In IEEE INFOCOMM'97, Kobe, Japan, 1997.

11



[33] T. Pedersen. Non-interactive and information-theoretic secureveri able secretsharing. In J. Feigen-
baum, editor, Advanes in Cryptology | Crypto'91 (Lecture Notes in Computer Scien@ 576), pages
129{140, Sarta Barbara, California, U.S.A., August 1992. Springer-Verlag.

[34] C. E. Perkins. IP mobility support. Requestfor Commerts: 2002, October 1996.

[35] C. E. Perkins and E. M. Royer. Ad hoc on-demanddistance vector routing. In IEEE WMCSA'99, New
Orleans, LA, February 1999.

[36] R. Perliman. Network Layer Protocols with Byzantine Robustness PhD thesis, Department of Electrical
Engineering and Computer Science,Massadusetts Institute of Tecnology, 1988.

[37] M. B. Pursley and H. B. Russel. Routing in frequency-hop padket radio networks with partial-band
jamming. IEEE Transactionson Communications, 41(7):1117{1124,July 1993.

[38] M. K. Reiter. The Rampart toolkit for building high-integrity services. Theory and Practice in Dis-
tributed Systems(L ecture Notes in Computer Scien@ 938), pages99{110, 1995.

[39] M. K. Reiter. Distributing trust with the Rampart toolkit. Communications of the ACM, 39(4):71{74,
April 1996.

[40] M. K. Reiter, M. K. Franklin, J. B. Lacy, and R. N. Wright. The key managemen service. Journal
of Computer Security, 4(4):267{297,1996.

[41] F. B. Schneider. Implemerting fault-tolerant servicesusing the state machine approach: A tutorial.
ACM Computing Surveys 22(4):299{319, Decenber 1990.

[42] N. Shacham and J. Westcott. Future directions in padket radio architecture and protocols. Proceedings
of the IEEE, 75(1):83{99, January 1987.

[43] J. Sharory. A mobile radio network architecture with dynamically changing topology using virtual
subnets. In Proceedings of ICC/SUPER COM'96, pages807{812, Dallas, TX, June 1996.

[44] M. K. Simon, J. K. Omura, R. A. Scoltz, and B. K. Levitt. Spread Spectrum Communications, volume
I-1l. Computer SciencePress, Rockville, MD, 1985.

[45] K. E. Siroisand S. T. Kent. Securingthe Nimrod routing architecture. In Proceedings of Symposium on
Network and Distributed SystemSecurity, pages74{84, Los Alamitos, CA, February 1997.The Internet
Scciety, IEEE Computer Scciety Press.

[46] B. R. Smith, S. Murphy, and J. J. Garcia-Luna-ace\es. Securing distance-vector routing protocols. In
Proceaedings of Symposium on Network and Distributed System Security, pages85{92, Los Alamitos,
CA, February 1997.The Internet Scciety, IEEE Computer Scciety Press.

[47] J. J. Tardo and K. Algappan. SPX: Global authentication using public key certi cates. In Proceedings
of the IEEE Symposium on Security and Privacy, pages232{244, Oakland, California, May 1991.IEEE
Computer Scciety.

[48] F. Teraoka, Y. Yokore, and M. Tokoro. A network architecture providing host migration transparency.
ACM SIGCOMM Computer Communication Review (SIGCOMM'91) , 21(4):209{220, Septenber 1991.

[49] C.-K. Toh. Assceiativit y-basedrouting for ad hoc mobile networks. Wir elessPersonal Communications
Journal, Special Issue on Mobile Networking and Computing Systems 4(2):103{139, March 1997.

12



