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Abstract

Ad hoc networks are a new wireless networking paradigm for mobile hosts. Unlik e traditional mobile
wireless networks, ad hoc networks do not rely on any �xed infrastructure. Instead, hosts rely on each
other to keep the network connected. The military tactical and other security-sensitive operations are
still the main applications of ad hoc networks, although there is a trend to adopt ad hoc networks
for commercial usesdue to their unique properties. One main challenge in design of these networks is
their vulnerabilit y to security attacks. In this paper, we study the threats an ad hoc network facesand
the security goals to be achieved. We identify the new challenges and opportunities posed by this new
networking environment and explore new approaches to secureits communication. In particular, we take
advantage of the inherent redundancy in ad hoc networks | multiple routes betweennodes | to defend
routing against denial of service attacks. We also use replication and new cryptographic schemes,such
as threshold cryptograph y, to build a highly secureand highly available key management service, which
forms the core of our security framework.

1 In tro duction

Ad hoc networks are a new paradigm of wirelesscommunication for mobile hosts (which we call nodes). In
an ad hoc network, there is no �xed infrastructure such asbasestations or mobile switching centers. Mobile
nodes that are within each other's radio range communicate directly via wireless links, while those that
are far apart rely on other nodes to relay messagesas routers. Node mobilit y in an ad hoc network causes
frequent changesof the network topology. Figure 1 shows such an example: initially , nodesA and D have a
direct link between them. When D movesout of A's radio range, the link is broken. However, the network
is still connected,becauseA can reach D through C, E , and F .

Military tactical operations are still the main application of ad hoc networks today. For example,military
units (e.g., soldiers, tanks, or planes), equipped with wirelesscommunication devices,could form an ad hoc
network when they roam in a battle�eld. Ad hoc networks can alsobe usedfor emergency, law enforcement,
and rescuemissions. Sincean ad hoc network can be deployed rapidly with relatively low cost, it becomes
an attractiv e option for commercial usessuch as sensornetworks or virtual classrooms.

1.1 Securit y goals

Security is an important issuefor ad hoc networks, especially for those security-sensitive applications. To
securean ad hoc network, we considerthe following attributes: availability, con�dentiality , integrity , authen-
tication, and non-repudiation.

� Supported in part by ARP A/RADC grant F30602-96-1-0317, AF OSR grant F49620-94-1-0198, Defense Adv anced Research
Pro jects Agency (DARP A) and Air Force Research Laboratory , Air Force Material Command, USAF, under agreement number
F30602-99-1-0533, and National Science Foundation Grants 9703470, ANI-9805094, and NCR-9704404. The views and conclu-
sions contained herein are those of the authors and should not be interpreted as necessarily representing the o�cial policies or
endorsements, either expressed or implied, of these organizations or the U.S. Government. The U.S. Government is authorized
to reproduce and distribute reprin ts for Government purp osesnotwithstanding any copyrigh t annotation thereon.
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Figure 1: Topology changein ad hoc networks: nodesA, B , C, D , E , and F constitute an ad hoc network.
The circle represents the radio range of node A. The network initially has the topology in (a). When node
D movesout of the radio range of A, the network topology changesto the one in (b).

Availability ensuresthe survivabilit y of network servicesdespite denial of service attacks. A denial of
serviceattack could be launched at any layer of an ad hoc network. On the physical and media accesscontrol
layers, an adversary could employ jamming to interfere with communication on physical channels. On the
network layer, an adversary could disrupt the routing protocol and disconnect the network. On the higher
layers, an adversary could bring down high-level services. One such target is the key management service,
an essential servicefor any security framework.

Con�dentiality ensuresthat certain information is never disclosed to unauthorized entities. Network
transmissionof sensitive information, such asstrategic or tactical military information, requirescon�dential-
it y. Leakageof such information to enemiescould have devastating consequences.Routing information must
also remain con�dential in certain cases,becausethe information might be valuable for enemiesto identify
and to locate their targets in a battle�eld.

Integrity guaranteesthat a messagebeing transferred is never corrupted. A messagecould be corrupted
becauseof benign failures, such as radio propagation impairment, or becauseof malicious attacks on the
network.

Authentication enablesa node to ensurethe identit y of the peernode it is communicating with. Without
authentication, an adversary could masqueradea node, thus gaining unauthorized accessto resourceand
sensitive information and interfering with the operation of other nodes.

Finally, non-repudiation ensuresthat the origin of a messagecannot deny having sent the message.Non-
repudiation is useful for detection and isolation of compromisednodes. When a node A receivesan erroneous
messagefrom a node B , non-repudiation allows A to accuseB using this messageand to convince other
nodesthat B is compromised.

There are other security goals (e.g., authorization) that are of concern to certain applications, but we
will not pursue theseissuesin this paper.

1.2 Challenges

The salient features of ad hoc networks poseboth challengesand opportunities in achieving these security
goals.

First, use of wireless links renders an ad hoc network susceptible to link attacks ranging from passive
eavesdroppingto active impersonation,messagereplay, and messagedistortion. Eavesdroppingmight givean
adversary accessto secretinformation, violating con�dentialit y. Activ e attacks might allow the adversary to
deletemessages,to inject erroneousmessages,to modify messages,and to impersonatea node, thus violating
availabilit y, integrit y, authentication, and non-repudiation.

Secondly, nodes, roaming in a hostile environment (e.g., a battle�eld) with relatively poor physical
protection, have non-negligible probabilit y of being compromised. Therefore, we should not only consider
malicious attacks from outside a network, but also take into account the attacks launched from within the
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network by compromised nodes. Therefore, to achieve high survivabilit y, ad hoc networks should have a
distributed architecture with no central entities. Intro ducing any central entit y into our security solution
could lead to signi�can t vulnerabilit y; that is, if this centralized entit y is compromised, then the entire
network is subverted.

Thirdly , an ad hoc network is dynamic becauseof frequent changesin both its topology and its mem-
bership (i.e., nodes frequently join and leave the network). Trust relationship among nodes also changes,
for example,when certain nodesare detectedas being compromised. Unlike other wirelessmobile networks,
such as mobile IP [21, 48, 34], nodes in an ad hoc network may dynamically becomea�liated with admin-
istrativ e domains. Any security solution with a static con�guration would not su�ce. It is desirablefor our
security mechanismsto adapt on-the-
y to thesechanges.

Finally, an ad hoc network may consist of hundreds or even thousands of nodes. Security mechanisms
should be scalableto handle such a large network.

1.3 Scope and roadmap

Traditional security mechanisms,such asauthentication protocols,digital signature,and encryption, still play
important roles in achieving con�dentialit y, integrit y, authentication, and non-repudiation of communication
in ad hoc networks. However, thesemechanismsare not su�cien t by themselves.

We further rely on the following two principles. First, we take advantage of redundanciesin the network
topology (i.e., multiple routes betweennodes) to achieve availabilit y. The secondprinciple is distribution of
trust . Although no single node is trust worthy in an ad hoc network becauseof low physical security and
availabilit y, we can distribute trust to an aggregationof nodes. Assuming that any t + 1 nodeswill unlikely
be all compromised,consensusof at least t + 1 nodes is trust worthy.

In this paper, we will not addressdenial of service attacks towards the physical and data link layers.
Certain physical layer countermeasuressuch as spread spectrum have been extensively studied (e.g., [44,
6, 42, 17, 37]). However, we do focus on how to defend against denial of service attacks towards routing
protocols in Section 2.

All key-basedcryptographic schemes(e.g., digital signature) demand a key management service,which
is responsible for keeping track of bindings between keys and nodes and for assisting the establishment of
mutual trust and securecommunication betweennodes. We will focus our discussionin Section 3 on how to
establish such a key management servicethat is appropriate for ad hoc networks. We present related work
in Section 4 and concludein Section 5.

2 Secure Routing

To achieve availabilit y, routing protocols should be robust against both dynamically changing topology and
malicious attacks. Routing protocols [30, 25, 43, 32, 49, 16, 23, 35] proposedfor ad hoc networks cope well
with the dynamically changing topology. However, none of them, to our knowledge, have accommodated
mechanismsto defendagainst malicious attacks. Routing protocolsfor ad hoc networks are still under active
research. There is no single standard routing protocol. Therefore, we aim to capture the common security
threats and to provide guidelines to securerouting protocols.

In most routing protocols, routers exchange information on the topology of the network in order to
establish routes between nodes. Such information could become a target for malicious adversarieswho
intend to bring the network down.

There are two sourcesof threats to routing protocols. The �rst comes from external attackers. By
injecting erroneousrouting information, replaying old routing information, or distorting routing information,
an attacker could successfullypartition a network or intro duce excessive tra�c load into the network by
causingretransmissionand ine�cien t routing.

The second and also the more severe kind of threats comes from compromised nodes, which might
advertise incorrect routing information to other nodes. Detection of such incorrect information is di�cult:
merely requiring routing information to be signedby each node would not work, becausecompromisednodes
are able to generatevalid signaturesusing their private keys.
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To defendagainst the �rst kind of threats, nodescan protect routing information in the sameway they
protect data tra�c, i.e., through the useof cryptographic schemessuch as digital signature. However, this
defenseis ine�ectiv e against attacks from compromisedservers. Worse yet, as we have argued, we cannot
neglect the possibility of nodesbeing compromisedin an ad hoc network. Detection of compromisednodes
through routing information is also di�cult in an ad hoc network becauseof its dynamically changing
topology: when a piece of routing information is found invalid, the information could be generated by
a compromised node, or, it could have becomeinvalid as a result of topology changes. It is di�cult to
distinguish betweenthe two cases.

On the other hand, we can exploit certain properties of ad hoc networks to achieve secure routing.
Note that routing protocols for ad hoc networks must handle outdated routing information to accommodate
the dynamically changing topology. False routing information generatedby compromisednodes could, to
someextent, be consideredoutdated information. As long as there are su�cien tly many correct nodes, the
routing protocol should be able to �nd routes that go around these compromisednodes. Such capability
of the routing protocols usually relies on the inherent redundancies| multiple, possibly disjoint, routes
between nodes | in ad hoc networks. If routing protocols can discover multiple routes (e.g., protocols in
ZRP [16], DSR [25], TORA [32], and AODV [35] all can achieve this), nodes can switch to an alternativ e
route when the primary route appears to have failed.

Diversity coding [1] takes advantage of multiple paths in an e�cien t way without messageretransmis-
sion. The basic idea is to transmit redundant information through additional routes for error detection and
correction. For example, if there are n disjoint routes betweentwo nodes,then we can usen � r channelsto
transmit data and use the other r channels to transmit redundant information. Even if certain routes are
compromised,the receiver may still be able to validate messagesand to recover messagesfrom errors using
the redundant information from the additional r channels.

3 Key Managemen t Service

We employ cryptographic schemes,such as digital signatures, to protect both routing information and data
tra�c. Use of such schemesusually requires a key management service.

We adopt a public key infrastructure becauseof its superiorit y in distributing keys and in achieving
integrit y and non-repudiation. E�cien t secret key schemesare used to securefurther communication after
nodesauthenticate each other and establish a sharedsecretsessionkey.

In a public key infrastructure, each node has a public/priv ate key pair. Public keys can be distributed
to other nodes,while private keys should be kept con�dential to individual nodes. There is a trusted entit y
called Certi�c ation Authority (CA) [11, 47, 26] for key management. The CA has a public/priv ate key pair,
with its public key known to every node, and signscerti�cates binding public keys to nodes.

The trusted CA has to stay on-line to re
ect the current bindings, becausethe bindings could change
over time: a public key should be revoked if the owner node is no longer trusted or is out of the network;
a node may refresh its key pair periodically to reduce the chance of a successfulbrute-force attack on its
private key.

It is problematic to establish a key management service using a single CA in ad hoc networks. The
CA, responsible for the security of the entire network, is a vulnerable point of the network: if the CA is
unavailable, nodes cannot get the current public keys of other nodes or to establish securecommunication
with others. If the CA is compromisedand leaksits private key to an adversary, the adversary can then sign
any erroneouscerti�cate using this private key to impersonateany node or to revoke any certi�cate.

A standard approach to improve availabilit y of a serviceis replication. But a naive replication of the CA
makesthe servicemore vulnerable: compromiseof any single replica, which possessesthe serviceprivate key,
could lead to collapseof the entire system. To solve this problem, we distribute the trust to a set of nodes
by letting thesenodesshare the key management responsibilit y.

3.1 System model

Our key management service is applicable to an asynchronous ad hoc network; that is, a network with no
bound on message-delivery and message-processingtimes. We alsoassumethat the underlying network layer
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Figure 2: The con�guration of a key management service: the key management serviceconsistsof n servers.
The service,as a whole, has a public/priv ate key pair K =k. The public key K is known to all nodes in the
network, whereasthe private key k is divided into n sharess1; s2; : : : ; sn , one share for each server. Each
server i also has a public/priv ate key pair K i =ki and knows the public keys of all nodes.

provides reliable linksi . The service,asa whole, hasa public/priv ate key pair. All nodesin the systemknow
the public key of the service and trust any certi�cates signed using the corresponding private key. Nodes,
as clients, can submit query requeststo get other clients' public keys or submit update requeststo change
their own public keys.

Internally, our key management service,with an (n; t + 1) con�guration (n � 3t + 1), consistsof n special
nodes, which we call servers, present within an ad hoc network. Each server also has its own key pair and
stores the public keys of all the nodes in the network. In particular, each server knows the public keys of
other servers. Thus, servers can establish securelinks among them. We assumethat the adversary can
compromiseup to t servers in any period of time with a certain duration ii .

If a server is compromised,then the adversaryhasaccessto all the secretinformation stored on the server.
A compromisedserver might be unavailable or exhibit Byzantine behavior (i.e., it candeviate arbitrarily from
its protocols). We alsoassumethat the adversary lacks the computational power to break the cryptographic
schemeswe employ.

The serviceis correct if the following two conditions hold:

� (Robustness ) The service is always able to processquery and update requestsfrom clients. Every
query always returns the last updated public key associated with the requestedclient, assumingno
concurrent updates on this entry .

� (Con�den tialit y) The private key of the serviceis never disclosedto an adversary. Thus, an adversary
is never able to issuecerti�cates, signedby the serviceprivate key, for erroneousbindings.

3.2 Threshold cryptograph y

Distribution of trust in our key management serviceis accomplishedusing thresholdcryptography [4, 3]. An
(n; t + 1) threshold cryptography scheme allows n parties to share the abilit y to perform a cryptographic
operation (e.g., creating a digital signature), so that any t + 1 parties can perform this operation jointly ,
whereasit is infeasible for at most t parties to do so, even by collusion.

In our case,the n servers of the key management serviceshare the abilit y to sign certi�cates. For the
serviceto tolerate t compromisedservers,we employ an (n; t + 1) threshold cryptography schemeand divide
the private key k of the service into n shares(s1; s2; : : : ; sn ), assigningone share to each server. We call
(s1; s2; : : : ; sn ) an (n; t + 1) sharing of k. Figure 2 illustrates how the serviceis con�gured.

For the serviceto sign a certi�cate, each server generatesa partial signature for the certi�cate using its
private key shareand submits the partial signature to a combiner.iii With t + 1 correct partial signatures,

i Our key management service actually works under a much weaker link assumption, which is more appropriate for ad hoc
networks. We leave such details to a separate paper currently in preparation.

ii The duration depends on how often and how fast share refreshing (Section 3.3) is done.
iii Any server can be a combiner. No extra information about k is disclosed to a combiner. To make sure that a compromised

combiner cannot prevent a signature from being computed, we can use t + 1 servers as combiners to ensure that at least one
combiner is correct and is able to compute the signature.
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Figure 3: Threshold signature: given a service consisting of 3 servers. Let K =k be the public/priv ate key
pair of the service. Using a (3; 2) threshold cryptography scheme,each server i gets a sharesi of the private
key k. For a messagem, server i can generate a partial signature PS(m; si ) using its share si . Correct
servers 1 and 3 both generatepartial signatures and forward the signatures to a combiner c. Even though
server 2 fails to submit a partial signature, c is able to generatethe signature hmi k of m signed by service
private key k.

the combiner is able to compute the signature for the certi�cate. However, compromisedservers (there are
at most t of them) cannot generatecorrectly signedcerti�cates by themselves,becausethey can generateat
most t partial signatures. Figure 3 shows how servers generatea signature using a (3; 2) threshold signature
scheme.

When applying threshold cryptography, we must defend against compromisedservers. For example, a
compromisedserver could generatean incorrect partial signature. Useof this partial signature would yield an
invalid signature. Fortunately, a combiner can verify the validit y of a computed signature using the service
public key. In caseveri�cation fails, the combiner tries another set of t + 1 partial signatures. This process
continues until the combiner constructs the correct signature from t + 1 correct partial signatures. More
e�cien t robust combining schemesare proposed[13, 12]. These schemesexploit the inherent redundancies
in the partial signatures(note that any t + 1 correct partial signaturescontain all the information of the �nal
signature) and use error correction codes to mask incorrect partial signatures. In [13], a robust threshold
DSS (Digital Signature Standard) scheme is proposed. The processof computing a signature from partial
signatures is essentially an interpolation. The authors uses the Berlekamp and Welch decoder, so that
the interpolation still yields a correct signature despite a small portion (fewer than one fourth) of partial
signaturesbeing missing or incorrect.

3.3 Proactiv e securit y and adaptabilit y

Besidesthreshold signature, our key management service also employs share refreshing to tolerate mobile
adversariesiv and to adapt its con�guration to changesin the network.

Mobile adversaries are �rst proposedby Ostrovsky and Yung [31] to characterize adversariesthat tem-
porarily compromisea server and then move on to the next victim (e.g., in form of viruses injected into a
network). Under this adversary model, an adversary might be able to compromiseall the serversover a long
period of time. Even if the compromisedservers are detected and excluded from the service, the adversary
could still gather more than t sharesof the private key from compromisedservers over time. This would
allow the adversary to generateany valid certi�cates signedby the private key.

Proactiveschemes[24, 20, 19, 10, 9] are proposedasa countermeasureto mobile adversaries.A proactive
threshold cryptography schemeusessharerefreshing,which enablesservers to compute new sharesfrom old
ones in collaboration without disclosing the service private key to any server. The new sharesconstitute
a new (n; t + 1) sharing of the serviceprivate key. After refreshing, servers remove the old sharesand use
the new onesto generatepartial signatures. Becausethe new sharesare independent of the old ones, the

iv Note that the term mobile here is di�eren t from that of mobile networks.
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Figure 4: Sharerefreshing: given an (n; t + 1) sharing (s1; : : : ; sl ) of a private key k, with sharesi assignedto
server i . To generatea new(n; t+ 1) sharing (s0

1; : : : ; s0
l ) of k, each server i generatessubsharessi 1; si 2; : : : ; sin ,

which constitute the i th column in the �gure. Each subsharesij is then sent securely to server j . When
server j gets all the subsharess1j ; s2j ; : : : ; snj , which constitute the j th row, it can generateits new share
s0

j from thesesubsharesand its old sharesj .

adversary cannot combine old shareswith new sharesto recover the private key of the service. Thus, the
adversary is challengedto compromiset + 1 servers betweenperiodic refreshing.

Sharerefreshing relies on the following homomorphic property. If (s1
1; s1

2; : : : ; s1
n ) is an (n; t + 1) sharing

of k1 and (s2
1; s2

2; : : : ; s2
n ) is an (n; t + 1) sharing of k2, then (s1

1 + s2
1; s1

2 + s2
2; : : : ; s1

n + s2
n )v is an (n; t + 1)

sharing of k1 + k2. If k2 is 0, then we get a new (n; t + 1) sharing of k1.
Given n servers. Let (s1; s2; : : : ; sn ) be an (n; t + 1) sharing of the private key k of the service, with

server i having si . Assuming all servers are correct, share refreshing proceedsas follows: �rst, each server
randomly generates(si 1; si 2; : : : ; sin ), an (n; t + 1) sharing of 0. We call thesenewly generatedsij 's subshares.
Then, every subsharesij is distributed to server j through a securelink. When server j gets the subshares
s1j ; s2j ; : : : ; snj , it can compute a new share from these subsharesand its old share (s0

j = sj + � n
i =1 sij ).

Figure 4 illustrates a sharerefreshing process.
Share refreshing must tolerate missing subsharesand erroneoussubsharesfrom compromised servers.

A compromised server may not send any subshares. However, as long as correct servers agree on the
set of subsharesto use, they can generate new sharesusing only subsharesgenerated from t + 1 servers.
For servers to detect incorrect subshares,we use veri�able secret sharing schemes, for example, those in
[7, 33]. A veri�able secret sharing scheme generatesextra public information for each (sub)share using
a one-way function. The public information can testify the correctnessof the corresponding (sub)shares
without disclosing the (sub)shares.

A variation of sharerefreshing also allows the key management serviceto changeits con�guration from
(n; t + 1) to (n0; t0+ 1). This way, the key management servicecan adapt itself, on the 
y , to changesin the
network: if a compromisedserver is detected, the serviceshould excludethe compromisedserver and refresh
the exposedshare; if a server is no longer available or if a new server is added, the serviceshould changeits
con�guration accordingly. For example, a key management servicemay start with the (7; 3) con�guration.
If, after sometime, one server is detected to be compromisedand another server is no longer available, then
the servicecould changeits setting to the (5; 2) con�guration. If two new serversare added later, the service
could changeits con�guration back to (7; 3) with the new set of servers.

This problem has been studied in [5]. The essenceof the proposed solution is again share refreshing.
The only di�erence is that now the original set of servers generateand distribute subsharesbasedon the
new con�guration of the service: for a set of t + 1 of the n old servers, each server i in this set computes
an (n0; t0+ 1) sharing (si 1; si 2; : : : ; sin 0) of its sharesi and distribute subsharesij secretly to the j th server
of the n0 new servers. Each new server can then compute the new share from these subshares.These new

v Operator \+" here could be an addition operation on a �nite �eld such as Z p , where (a + b) means (a + b) mod p.
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shareswill constitute an (n0; t0+ 1) sharing of the sameserviceprivate key.
Note that share refreshing does not change the servicekey pair. Nodes in the network can still use the

sameservicepublic key to verify signedcerti�cates. This property makessharerefreshingtransparent to all
nodes,hencescalable.

3.4 Async hron y

Existing threshold cryptography and proactivethreshold cryptography schemesassumea synchronoussystem
(i.e., there is a bound on message-delivery and message-processingtimes). This assumption is not necessarily
valid in an ad hoc network, considering the low reliabilit y of wireless links and poor connectivity among
nodes. In fact, any synchrony assumption is a vulnerabilit y in the system: the adversary can launch denial
of serviceattacks to slow down a node or to disconnecta node for a long enoughperiod of time to invalidate
the synchrony assumption. Consequently , protocols basedon the synchrony assumption are inadequate.

To reducesuch vulnerabilit y, our key management serviceworks in an asynchronous setting. Designing
such protocols is hard; someproblems may even be impossible to solve [8]. The main di�cult y lies in the
fact that, in an asynchronous system, we cannot distinguish a compromisedserver from a correct but slow
one.

One basicidea underlying our designis the notion of weakconsistency:we do not require that the correct
servers be consistent after each operation; instead, we require enough correct servers to be up-to-date. For
example, in sharerefreshing,without any synchrony assumption, a server is no longer able to distribute the
subsharesto all correct servers using a reliable broadcast channel. However, we only require subsharesto
be distributed to a quorum of servers. This su�ces, as long as correct servers in such a quorum can jointly
provide or compute all the subsharesthat are distributed. This way, correct servers not having certain
subshare(s)could recover its subshare(s)from other correct servers.

Another important mechanism is the useof multiple signaturesfor correct servers to detect and to reject
erroneousmessagessent by compromisedservers. That is, we require that certain messagesbe accompanied
with enough signatures from servers. If a messagecontains digital signatures from a certain number (say,
t + 1) of servers testifying its validit y, at least one correct server must have provided one signature, thus
establishing the validit y of the message.

We have implemented a protot ype of such a key management service. The preliminary results have shown
its feasibility. Due to the length restriction of this paper, we are unable to provide a detailed description of
this service. Full papers describing the key management serviceand its underlying proactive secretsharing
protocol in asynchronous system are in preparation.

4 Related Work

4.1 Secure routing

Securerouting in networks such as the Internet has beenextensively studied [36, 27, 30, 45, 46, 18]. Many
proposedapproachesare alsoapplicable to securerouting in ad hoc networks. To deal with external attacks,
standard schemessuch asdigital signaturesto protect information authenticit y and integrit y have beencon-
sidered. For example,Sirios and Kent [45] proposethe useof a keyed one-way hash function with windowed
sequencenumber for data integrit y in point-to-p oint communication and the use of digital signatures to
protect messagessent to multiple destinations.

Perlman [36] studies how to protect routing information from compromised routers in the context of
Byzantine robustness. The study analyzes the theoretical feasibility of maintaining network connectivity
under such assumptions. Kumar [27] recognizesthe problem of compromisedrouters asa hard problem, but
provides no solution. Other works [30, 45, 46] give only partial solutions. The basic idea underlying these
solutions is to detect inconsistency using redundant information and to isolate compromisedrouters. For
example, in [46], where methods to securedistance-vector routing protocolsare proposed,extra information
of a predecessorin a path to a destination is added into each entry in the routing table. Using this piece
of information, a path-tra versal technique (by following the predecessorlink) can be used to verify the
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correctnessof a path. Such mechanismsusually comewith a high cost and are avoided (e.g., in [30]) because
routers on networks such as the Internet are usually well protected and rarely compromised.

4.2 Replicated secure services

The concept of distributing trust to a group of servers is investigated by Reiter [39]. This is the foundation
of the Rampart toolkit [38]. Reiter and others [40] have successfullyusedthe toolkit in building a replicated
key management service
, which also employs threshold cryptography. One drawback of Rampart is that it
may remove correct but slow servers from the group. Such removal renders the system at least temporarily
more vulnerable. Membership changesare also expensive. For these reasons,Rampart is more suitable for
tightly coupled networks than for ad hoc networks.

Gong [14] applies trust distribution to Key Distribution Center (KDC) , the central entit y responsible for
key management in a secretkey infrastructure. In his solution, a group of servers jointly act as a KDC with
each server sharing a unique secretkey with each client.

In [29], Malkhi and Reiter present Phalanx, a data repository servicethat tolerate Byzantine failures in
an asynchronoussystem. The essenceof Phalanx is a Byzantine quorum system[28]. In a Byzantine quorum
system,serversaregroupedinto quorumssatisfying a certain intersection property. The servicesupports read
and write operations and guarantees that a read operation always returns the result of the last completed
write operation. Instead of requiring each correct server to perform each operation, the service performs
each operation on only a quorum of servers. However, this weak consistencyamong the servers su�ces to
achieve the guarantee of the servicebecauseof the intersection property of Byzantine quorum systems.

In [2], Castro and Liskov extend the replicated state-machine approach [41] to achieve Byzantine fault
tolerance. They use a three-phaseprotocol to mask away disruptiv e behavior of compromisedservers. A
small portion of servers may be left behind, but can recover by communicating with other servers.

Noneof the systemsprovide mechanismsto defeatmobile adversariesand to achievescalableadaptabilit y.
The latter two solutions do not considerhow a secret(a private key) is sharedamong the replicas. However,
they are useful in building highly secureservicesin ad hoc networks. For example, we could useByzantine
quorum systemsto securea location database[15] for an ad hoc network.

4.3 Securit y in ad hoc net works

In [22], an authentication architecture for mobile ad hoc networks is proposed. The proposedschemedetails
the formats of messages,together with protocols that achieve authentication. The architecture can accom-
modate di�eren t authentication schemes. Our key management serviceis a prerequisite for such a security
architecture.

5 Conclusion

In this paper, we have analyzed the security threats an ad hoc network facesand presented the security
objectives that need to be achieved. On one hand, the security-sensitive applications of ad hoc networks
require high degreeof security; on the other hand, ad hoc networks are inherently vulnerable to security
attacks. Therefore, security mechanismsare indispensablefor ad hoc networks. The idiosyncrasy of ad hoc
networks posesboth challengesand opportunities for thesemechanisms.

This paper focuseson how to securerouting and how to establish a securekey management servicein an
ad hoc networking environment. These two issuesare essential to achieving our security goals. Besidesthe
standard security mechanisms, we take advantage of the redundanciesin ad hoc network topology and use
diversity coding on multiple routes to tolerate both benign and Byzantine failures. To build a highly available
and highly securekeymanagement service,weproposeto usethresholdcryptography to distribute trust among
a set of servers. Furthermore, our key management service employs share refreshing to achieve proactive
security and to adapt to changesin the network in a scalable way. Finally, by relaxing the consistency
requirement on the servers, our service does not rely on synchrony assumptions. Such assumptionscould
lead to vulnerabilit y. A protot ype of the key management service has been implemented, which shows its
feasibility.
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The paper represents the �rst step of our research to analyze the security threats, to understand the
security requirements for ad hoc networks, and to identify existing techniques, as well as to proposenew
mechanismsto securead hoc networks. More work needsto be done to deploy thesesecurity mechanismsin
an ad hoc network and to investigate the impact of thesesecurity mechanismson the network performance.
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