











Datato be Protected - “patient identifiable
Information”, not necessarily medical records

Healthcare is Data Driven & Datalntensive
Shorthand for security requirements:
Confidentiality

|ntegrity
Individual Accountability

Current Interpretation is Data at Rest as well as
Data during Transmission
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. Access control and authentication
. Encryption, including transit and storing

. Implementation to confirm modifications consistent
with | nfoSecPol

. Segregation of dutiesfor access control management

. Mechanism to protect the security by service
provider

. Monitoring system to detect actual attempted attacks
. Response when unauthorized access s suspected

. Response to preserve integrity and security










$ * . 1
HA 56 A48 47849/ $8%



















FBI/CSI Statistics - Inside Threats

Outside
Threats

Inside
Threats

The most serious financial
losses occurred through theft
of proprietary information-
Gartner.
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FBI probing theft of 8 million credit card

numbers
Heuters, 02.19.03, 7:03 PFM ET

MEWY ¥ ORWK (Reuters) - The FBI s
investigating a recent computer
hacking incident in which as many as
eight million credit card numbers may
have been stolen fram a company
that processes transactions, industry
representatives and investigators =aid
Wednesday.

Omaha-based Data Processors
International, which processes
transactions invalving %isa,
MasterCard, American Express and
Discover Financial Services far
merchants, said in a statement that it
had "recently experienced a system
intrusion by an unauthornized outside

party.”

"“WWe are aware of the matter and
looking into it," said FBI spokesman
Faul Bresson, who said he could not
camment further an the pending
investigation.
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BUSIMNESS

[wo Arrested, Charged With Stealing AOL Names For Spam
! FF 1 By AFX Mews
i éi 052304 10:01 PM PT

AMER LC""" AOL released a statement saying it was "absolutely
committed" to the prosecution of Smathers. AOL kept its
@ / . customer list in a database at its headquarters in Dulles,

Yirginia, according to the complaint. It said Smathers worked
in that office, but was not authorized to access or copy the
ustomer information when he stole it.

5 years and $250K

The complaint said Smathers and Dunaway each face a maximum sentence of flve years in
prison and a fine of $250,000, or twice the gross gain or gross loss from the offense. AQL's

[wo men, one of them an employee of America Online, were arrested \Wednesday on charges

hat they stole the entire list of ACQL (MNYSE: AOL) A, user names and sold it to e-mail
1arketers, according to prosecutors.

ason Smathers, a 24-year-old AOL software engineer, and 21-year-old Sean Dunaway were
rrested in their homes on conspiracy charges filed in Mew York federal court.

.ccording to the complaint announced by .5, Attorney David Kelley, Smathers in May 2003
misappropriated a list of 92 million ACL customer account screen names."”

‘his case 1s one of the first to be prosecuted under a new U.S. law regulating unwanted e-
1ail.
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The last Line of Defense against Database Attacks
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% Oracle calls it Label Security Oraclegi
N Label

Security
[

Application Table

Project Location Department Sensitivity Label

JFS845 Chicago Legal Top Secret: : Acquisition

SF78SD Miami Human Resource Confidential: Turbine :Asia










