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Backgrounds

m Importance of Security

m Difficulty of Development of Secure Systems

m \We should consider many kinds of concerns and
situations

m Many Security Patterns have been proposed
m It is still difficult to use ...

> Classification them and propose a new pattern
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Classification of Pattern

m Development Process
m Security Requirements and Analysis
m Security Design
m Security Implementations

= Discuss Efficiency of Patterns from the
security concern view point

> Propose a new pattern
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Security Concerns

Markus Schumacher: "Security Engineering With Patterns”, Springer, 2003:

m Asset: Information or resources that have value to an organization or
person.

m Stakeholder: An organization or person who places a particular
value on assets.

Security objective: A statement of intent to counter threats and
satisfy identified security needs.

Threat: A potential for a security beach of an asset.
Attack: An action that violates the security an asset.
Attacker: The entity which carries out attacks.

Vulnerability: A flaw or weakness that could be exploited to breach
the security of an asset.

Countermeasure: An action taken in order to protect an asset against
threats and attacks.

m Risk: The probability that a successful attack occurs.
> Discuss Efficiency of Patterns based on these concerns
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Classification of Pattern

m Development Process
m Security Requirements and Analysis
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Patterns for Security Requirements and Analysis

There are Analysis Process Patterns.

m Determine WHAT, assets, we need to protect.
= Security Needs Identification for Enterprise Assets[SecPat06]

m Determine security needs and HOW FAR protect assets
for the requirements?
m Security needs :

Security Types:Confidentiality, Integrity, Availability, Accountability
> Security Needs Identification for Enterprise Assets[SecPat06])

m HOW FAR protect assets?. We need take priority.
= Asset Valuation Pattern[SecPat06]

= Threat Assessment Pattern[SecPat06]

= Vulnerability Assessment Pattern[SecPat06]
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Example of Patterns: Security Needs Identification

Security Needs ldentification for Enterprise Assets[SecPat06]

?

y

A 4

Identify Identify
Enterprise assets Business drivers
1 1

!

Determine business
drivers-asset relation

v

A 4

Identify
Security properties

Common information asset categories

Security needs solution sequence

v

Determine security
needs for asset types

®

N I I National Institute of Informatics

Asset Type | Security Business Factors
Needs
Customer Confidentiality, | m Competitive

and business
partner data

Integrity,
Accountability

issues

m Service issues if
a public company
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Efficiency of Security Patterns on
Requirements phase

Phase Requirements and Analysis Phase
Concept
Countermeasure Identified +
Risk Identified +
Threat Identified +
Attack Identified ++
Attacker Identified ++
Vulnerability Identified +
Asset Defined +
specification Stakeholder Defined +
Security objective Defined +

> Almost all concerns are mentioned
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Classification of Pattern

m Development Process

m Security Design
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Design Patterns for Security Functions

m Determine HOW TO protect assets

Security type Security Functions
m Confidentiality m Access Control

® Intearit m Authentication
ey m Encryption

= Availability m Signature

m Accountability m Logging, efc.

- Many Design Patterns Access control, Confidentiality

+ Role based Access control Patten
+ Single Access Point, Check point patterns

= Patterns for Availability
+ Firewall Pattern: IP level, Transportation Level, Service Level

= Security Patterns on OS Level for Web applications
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Security Design Pattern Examples

User

*  MemberOf

* | Role

Authorization rule

* | ProtectionObject

access_fype
predicate

copy_flag

checkRights

id

name

Role based Access Control Pattern [Fernandez01]
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Client

uses
N

SecureLogger

N\

uses
N

uses

Factory

LogManager

uses

V

1
|
1
creates
1
1

uses

SecurePipe

A4

V

Logger

V

SecureStore

stores

Secure Logger Pattern with Secure Log Store Strategy [CoreSecurityPatterns05]
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Efficiency of Security Patterns on Design phase

Phase Design Phase
Concept
Countermeasure Feasibility ++
Risk Estimated
Threat Feasibility
Attack Feasibility
Attacker Feasibility
Vulnerability Feasibility
specification Asset Designed with security | *
Stakeholder Reviews
Security objective Reviewed *
> Mainly focused on Security Countermeasure pattern
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Classification of Pattern

m Development Process

m Security Implementations
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Patterns for Security Implementation

[ Implementation Phase]

m Secure Programming
m Guidelines for secure program to avoid security flaws
= Input validation, buffer overflow, etc.

m Secure Refactoring

= Remove security vulnerability
¢ Change public field to private one
¢ Remove setting method and declare final
+ Hiding classes which do not need to be publicly visible

m Attack Patterns
m How to break software: = useful for improving the implementation

= Attack Patterns for Web application, MediaPlayer, Web Browser,
etc.
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Efficiency of Security Patterns on

Impleme

specification

ntation phase

Phase Implementation Phase
Concept
Countermeasure Implemented o
Risk Measured
Threat Realized ¥
Attack Tested o
Attacker Tested
Vulnerability Realize =
Asset Implemented with security +
Stakeholder Tests
Security objective Reviewed

|:> Mainly focused on attack and vulnerability concerns
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Classification of Pattern

m Development Process

= Discuss Efficiency of Patterns from the
security concern view point
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Discussion: Efficiency of Security Patterns

Specification/

Phase | Requirements Design Phase Implementation
Concept Phase | e Phase............
Countermeasure Feasibility : *.. Feas.|bf||fy .............. ++.1.lmplemented ++
- Est‘i"ma’fé_:‘c:i'""" + | Estimated-. i ._.Me_asﬁ;ém ...............
Threat Feasibility ™ +....| F easioity “de Realizedl +
Attack /| Feasibility  ++ | Feasibility .| Tested ++
Attacker | Feasibility  ++ | Feasibility . | Tested
Vulnerability Feasibility : + | Feasibility Realize ++
Asset : Designed + Designed with + Implemented +

*| with security security 3 with security

Stakeholder Reviews  + | Reviews Tests
Security objective Re\;'iié}e,iq. + | Reviewed™" + | Reviewed

Overleaped Area
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Discussion: Efficiency of Security Patterns

Specification/

Phase | Requirements Design Phase Implementation
Concept Phase | e Phase............
Countermeasure Feasibilityﬂ_‘____,__j_f_ ________ - Feasmfllfy --------------- R ...Imp_l_gr.nentec‘jA _:y++
Risk Estlmated + Estlmated" .......... ! vl\/’rea‘swed"' ......
—— Feasibility .| Feasibility Y MRealized -
Attack Feasibility | ++ Eeasibﬂlt§/ _ T ested ++
Attacker | Feasibility  ++ | Feasibility %  |[Tested
Vulnerability Feasibility : + [ Feasibility A Realize ++
Asset : Designed + ,’ Designed with + “ In_wplement_ed +
*| with security 1 | security | with security

Stakeholder Reviews |+ | Reviews | Tests
Security objective Re\;'iéweg. H Reviewed” s | Reviewed

.I., ..................... “

Lacked Relation |_acked Area
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Classification of Pattern

m Development Process

= Discuss Efficiency of Patterns from the
security concern view point

> Propose a new pattern
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Security Requirements and Design

[ Security Requirements]  [Security Design]

s WHAT we protect? m WHERE we need to protect?
_ | m Which Object? Classes?

m Security Needs m Messages? Protocols?

= Confidentiality = HOW TO protect?

_ m  Access Control
= Integrity m Authentication
m Availability = Encryption
- m Signature
m Accountability m Logging, etc

m HOW FAR protect assets?:
We need take priority.

= Threat Analysis
= Vulnerability Analysis
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Gap between Security Requirements and Design

[ Security Requirements]  [Security Design]
m | WHAT we protect? 10 WHERE we need to protect?

: m Which Object? Classes?
m Security Needs m Messages? Protocols?
m Confidentiality

OW TO protect?

. ?
Signature  « —cvel IS proper? |

Logging, etc

_ m  Access Control
m Integrity = Authentication- - = - - - — — - ,
m Availability = Encryption lWhlchSecu”ty !
=
O

m Accountability

m HOW FAR protect a
We need take priopi

> Threat Analysis ©
= Vulnerability Analysis

. *\What is detailed threat? I

» *Which parts are vulnerability? | '
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A New Development M

[ Security Requireme=ss: pesion
WHAT we protect? ‘

m Security Needs
m Confidentiality
m Integrity
m Availability

m Accountability

m HOW FAR protect assets?:
We need take priority.

= Threat Analysis {©
= Vulnerability Analysis

N I I National Institute of Informatics
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Attack Design

ethod

ecurity Design]
WHERE we need to protect?

m Which Object? Classes?
m Messages? Protocols?

m HOW TO protect?
m  Access Control

m  Authentication

m  Encryption

m Signature

r———l—-————L————

L HOW TO attacked? |
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Overview of Our Development Method

Refine security concerns step by step and design security functions

Requirements wo/ Security | ——=z > | Design

Security function

A

A

Vulnerability, Assumptions

ty Design

/
Assets, / A
Confidentiality | I \
Security Requirements |——% | Secur
| | |
\ I
. \
Misuse case | \

I
/

Process of Attacks

Attack Requirements

track Design |

S S

Stepwise
Elaboration
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Security Requirements

Requirements

1~

Design

i

—

Security Requirements I%:I>

Security Design

e use case including
*Assets definition with <<asset>>
«Confidentiality definition with <<permit>>

Attack Requirements l]|::>

Suppose Role based Access Contr

Canfidentiality

¢

]

Attack
Design

Role based
Access Control

¥
<<permit>> - Q
<<asset>> >
Product info/ //\ /
1 . <<role>>
<<use>> <<<permit>>

o

A\

<<role>>
C-ll member

T

‘\<<use>?/

lew a summary

<<asset>>
Summary

<<asset>>

Individual cost

Asset
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Requirements

Design

1~

—m

i

Security Requirements 4::>

Security Design

Attacker’s Requirements

Attack Requirements t{:{>

Specify attacks against assets with misuse case

]

Attack
Design

<<asset>> Scenarhlo of attac_:ks |
Product info from the asset view points
<abuse>>
<<ro|e

Others ( hange the total cos Niew Product
Information
I
<<abuss>>
/
Attacker  <<role>> <<asset>> <<asset>>
C-Il member Summary Individual cost

<abuse>>

View individual cost
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Requirements > Design |—m

i

Security Requirements I{:{> Securit;/ Design

Security Design 1

Attack Requirements 1{:{> g;g?;ﬁ
* Reification of assets

» Specify Vulnerability with <<insecure>>

Requester DB Slm Host C: machine
Permit=Set{C-11}
<<asset>> query
read |.L _____ t[] Host A: machine %Display
- Product info Permit=Set{secl}
<<asset>> |.-~ Host C: machine
e request % T
Product —> DB < » ermit=Set{sec2
information,] <ginsecure>> » {sec2}
_ _ %Requester :
simulation ceashis> Sim
individudl costs
<_ ______ m_
a < <<insecure>> P : L
report ——— <1  Vulnerable Part: this communication
might be attacked potentially
T = Need Security!

How to be harmed?
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Requirements

> Design | —m

-
AttaC k D eS i g n Security Requirements 4::> Securlti/ esig

Attack Requirements 1{:{> SZE?SE | \
Design of an attack ageist vulnerable parts

IS | :> e confirmation and find of

vulnerability
Requester DB Sim Malicious
Requester
query
T ——-=—== An attack on an asset using
Product info :
Insecure network and host Host C-rachine
L request SUEC G2
—>r ] \'iPermft: St{CH
/-\
| <<asget>> _ mm Requeste
« individugl costs___------ 1 R R Host A: machine \
1 (" <<insecure>> |individual costs \‘/\ Permit=Set{se/cl,},,——— B Host C machine
N S <<asset>> L. NS <<insecure%>x_ Permit=Set{sec2}
________ o |
%Requester Sim
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Security Modeling based on Attack Patterns

m Difficulty of Covering all vulnerability

m \We need to check combinations of insecure parts
In data flow and deployments

m Difficulty of Consistency Check between
vulnerability, attacks and counter-measures

Attack Patterns abstracting attacks

* We can cover all by applying patterns
o Clearly relation between vulnerability,
attacks and counter-measures
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Definition of Attack Patterns

m Application Context

m Specify environments and
context to be attacked

m Asset and vulnerability are
specified

=

m Method of Attack: Problem

m Procedure of attacks

m Solution

m Counter-measures with
security functions

N I I National Institute of Informatics @FAU

=)

=hent Server
@r <<insecung>>
CIETIUVI
<<insecure>>|
:Maliciou :
:Requeste] | :Service
request
—>
l<<asset>>
Requester] [:Service] eat
Requester
request
e
<<asset>

<<asset>>
<

‘Req uestell

:Service

A

request
_—»

<<asset>>
<encrypted

>>
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An Example: Wiretapping Pattern(1./2)

Application Context Specifies environments and context to be attacked

:Requester

:Service

Client
Server
% :Requester «<insecure>>»
%:Service
ClientM
<<lnsecure>>

Static Aspects with
Requester Deployment Diagram

§

request

<<asset>>

—»

Dynamic Aspects wi
Sequence Diagrams

ﬂ

Definition of insecure: members who don’t have a permission to access the asset

can access to client host

Precondition: a malicious requester can be created in an insecure host

N I I National Institute of Informatics @FAU
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An Example: Wiretapping Pattern(2.72)

Method of Attack specifies attack sequence against systems

:Requester :Service :Requester :Service Malicious
Requester
request request
> > s
> <<asset>> <<asse
« <<asset>> < >
Solution includes security functionalities
:Requester :Service :Requester :Service
request request
q > q L,
<<asset>> <<asset>>
< <
<<encrypted>>
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Modeling Support with Attack Patterns

Attack Patterns bridge the gap between models

Design

Security Design

Vulnerability, Assumptions

Attack Design
| ek

Process of Attacks

R
| J

N I I National Institubte of Informatics @FAU

Attack Pattern

f-AppIication Context
»Method of Attack

~eSolution
N—
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Application of Pattern(1./3)

Check of insecure parts

e

Host A: machine

g

Permit=Set{secl]

% DB </
<
%Requeste r

Requester DB Sim
<<asset>> query
read |_ t[]
Product info
<<asset>>
Product B request 1
informationJ
simulation ceashis>
individugl costs
I<— _____ z <<_in_se;u:e>> )
report —
N II National Institubte of Informatics @FAU

Host C: machine

Permit=Set{C-1I

<<insecure>>

| —

Host C: machine

A

cinsecures>

:Permit=8et{sec2

-

Sim

Check definition of insecure in patterns

14 Dec. 2007
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Application of Pattern(2./3)

Check structure of application context using deployment diagrams

Deployment Diagram of a target system

Application Context in Pattern

Host C: machine
~ Permit=Set{C-II _Client
e, //\\ Server
<< u % <<] >
: :Requester /g\ insecure >/|
Host A: machine Display :Service
— *
Permit=Set{secl} —H(/ -
C. Ine —
//__>< S . /
. << >>
DB Q(nsecure» ermit=Set{sec2} INSEcUre ~—
\q
Requestgr _ Reque -
Sim T

Check correspondence of insecure and components between
system model and pattern
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Application of Pattern (3./3)

Check data flows in application context using sequence diagrams

Sequence Diagram of a target system

Requester| | DB Sim
<<asset>> query ]
read t[]

simulation

report

req

uest

I

T

N I I National Institute of Informatics
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Application Context in Pattern

request

’
—

<<asset>> D

Check correspondence of asset
between models
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Conclusion

m Categorize Security Patterns from the development
process view point

m Discussion: Efficiency of Security Patterns

- Need Attack Design and Relation between requirements
and Implementation

=>Propose: A New Security Design Method

m Stepwise development including Attack Design

m Attack Patterns support Security Modeling
+ Support vulnerability analysis
+ Relation between vulnerability, attacks and counter-measures
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Future works

m Definition of Models: Syntax and Semantics
m Evaluation based on Example

m Provide Many Patterns

m Methodologies using Security Patterns

m Tool Support

m Auto-detection of
# vulnerability, insecure parts
+ Application Context

m Semi-auto instantiation of attacks and counter-measures
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