


What 1s HIPAA

—+ 26 cents of each health care dollar

-~ onh administrative overhead

e+ Health-Insurance Portability-& Account-
—ability-Act =1996 Public Law-104-191

— To reformt

Ne Insurance market and simplif

nealth-care administrative processes.

— Administra

Hve-simplifica

jon:part of HIPAA

+ reduce administrative costs and burdens In the

ealth care industry

—_+ lse of standardized, electronic transmission-of

administrative and financial data.
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What 1s HIPAA

- HIPAA

requires the Department of

-~ Health and Human Services (DHHS)

-~ +to adopt national uniform standards for

‘he electronic transmission of certain
ealth-information:.

. Anothe

goal:

__*|ncrease use/efficiency of computer-t

computer methods of exchanging

standard-health care information.
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=lectronic

Data Interchange (E

D

- * standard format between trading partners.

—+—enrollment,eligibility; payment-andremittance-advice, cltaims, health-pltan-premium

—payments; health-claim status;-and referral-certification-and-authorization

. Code Sets — uniformly document

—  + Reasons: Why patients are seen?
~_+ What s done to them (procedures)
—- |ldentifiers

+ health care providers, health plans, employers,
~_and Individuals
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Five Areas

Privacy

+ appropriate and inappropriate disclosures of

individually Identifiable health information

— + how to-protect patient’s rights?

- Security

+ standards for all health plans, clearinghouses,

and providers to follow and to be required at all

stages of transmission and storage of health

care Information to ensure integrity and

confidentiality




Who is affected by HIPAA?

—Hospitals
— | nsurance Providers
H ealthcare Service Provid

earing Houses

—» T heyareAll changing their existi
I nformation systems to comply wit

ﬁ(’ﬂ&lﬂﬂﬁlﬁmﬂﬂﬁ ‘andards-defined by
— HIPAA
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CPT-4

Claim Adjustment Reason Code

Diagnosis Related Group-N-umber (DRG)

Admission-Source Code

Admission-Type Code

Claim Freguency Trype Code

N ational Drug Code by Format

H CEA Claim Payment Remark Codes
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T ransactions Sandards

+

“ealth clarms or equivalent encounter f

-+

ealth claims attachments

— +  Fnrollimentand-de-enrolimentina

health plan

Eligibility for a health plan

ealth.care payment and_remittance advice

ealth-plan-premium payments

T
+
—
+

FIrst report of injury.

~ + Headthclam:.status

ﬁi

P

A 4

‘erral-certification-and-authorization
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Information needs to-t

— \We implement the HIPAA privacy solution

-~ With the several objectives




Privacv Obiectives

™ 4

— Cover all-health-information, not just that-which

-~ |sorhas/

peen transmitted electronically

. Nohealt

N information-to-be disclosed without

-~ theindividual's consent or authorization

- Provide minimum: necessary information

____required for providing care. This applies.except

-~ for uses or disclosures made:

-+ Toahealth care provider for purposes of treatment

+ Tothel

ndividual

—  + Pursuant toran authorization
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H ealthcare | dentifiers

tFinal-Rules for national-employer-identifier (NEI)-
N otice of Proposed Rule Making (N PRM) for the
national provider identifier (NPI)
= valuate and implement:

+ data quality Improvements in registration systems

— + dataintegrity-checkson:-theproviderdatabase

Provider T ables:
-~ + Developrproceduresto maintain:tanles

— * |integrate or interface tables with necessary systen
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- .J . e

-~ administrative procedures;

ohysical sateguards;

- SEecUurity contiguration management;

N

‘lechnical security services,

a ]

‘echnical mechanisms, and

— electronic signatures
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_Administrative Procedures:

. Certification

- Chain of trust Partner Agreements

- Contingency Plan

~ormal Mechanism for Processing Record

nformation Access Control

. |nternal Audit

ersonnel Security.
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Physical Safeguards

- Assigned Security Responsibility

— Media Controls

- Physical Access controls

— Po

icy / Guide

Ines on Workstation

Jse
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- Sec. Configuration Management

- Security Incident Procedures

- Security Management Prc

- Termination Procedure

- Training




Technical Security Services:

- Access Controls

- Audit Controls

. Authorization Contro

. Data Authentication

- Entity Authentication




‘Technical Security Mechanism

- Communication/Networking

- Network Controls

Electronic Signature

[gital Signhature







