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Abstract
The fields of Grid, Utility and Cloud Computing have a set of common objectives

in harnessing shared resources to optimally meet a great variety of demands cost-
effectively and in a timely manner. Since Grid Computing started its technological
journey about a decade earlier than Cloud Computing, the Cloud can benefit from
the technologies and experience of the Grid in building an infrastructure for dis-
tributed computing. Our comparison of Grid and Cloud startswith their basic char-
acteristics and interaction models with clients, resourceconsumers and providers.
Then the similarities and differences in architectural layers and key usage patterns
are examined. This is followed by an in depth look at the technologies and best prac-
tices that have applicability from Grid to Cloud computing,including scheduling,
service orientation, security, data management, monitoring, interoperability, simu-
lation and autonomic support. Finally, we offer insights onhow these techniques
will help solve the current challenges faced by Cloud computing.

1 Introduction

Cloud computing exploits the advances in computing hardware and programming
models that can be brought together to provide utility solutions to large-scale com-
puting problems. At the hardware level, the last half century has seen prolific
progress in computing power. This results from many improvements at the processor
level, and in recent years the availability of low cost multi-core circuits. Additional
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progress in high speed, low latency interconnects, has allowed building large-scale
local clusters for distributed computing, and the extension to wide-area collaborat-
ing clusters in the Grid. Now, the recent availability of hardware support for plat-
form virtualization on commodity machines provides a key enabler for Cloud based
computing.

Software models move in lockstep to match advances in hardware. There is a con-
siderable practical experience implementing distributedcomputing solutions and in
supporting parallel programming models on clusters. Thesemodels now work to
leverage the concurrency provided by multi-core and multi-systems. Additionally,
there are two other areas of software evolution that are moving quickly to support
the Cloud paradigm: one is the improving maturity and capability of software to
manage virtual machines, and the other is the migration froma monolithic approach
in constructing software solutions to a service approach inwhich complex processes
are composed of loosely coupled components.

These latest steps in the evolution of hardware and softwaremodels have led
to Grid and Cloud Computing as paradigms that reduce the costof software solu-
tions. Harnessing shared computing resources from federated organizations to exe-
cute applications is the key concept of Grid Computing, as proposed by Foster et.
al. [31]: “Grid concept is coordinated resource sharing andproblem solving in dy-
namic, multi-institutional virtual organizations...Thesharing is, necessarily, highly
controlled, with resource providers and consumers definingclearly and carefully
just what is shared, who is allowed to share, and the conditions under which sharing
occurs.”

Evolving from the technologies of Grid computing, Utility Computing is “a busi-
ness model in which computing resources are packaged as metered services” [34]
to meet on demand resource requirements. The metered resource usage is similar to
electric and water utility in delivery and the payment modelis pay-as-you-go. The
Utility Computing projects also introduced and demonstrated the ideas of dynamic
provisioning of computing resources [7].

Armbrust, et al. [8] defined Cloud Computing as providing application software
delivered as services over the Internet, and the software and hardware infrastruc-
ture in the data centers that provide those services using business models that are
similar to Utility Computing. Metering of services to support pay-as-you-go busi-
ness models is suitable to application software (i.e., software as services, SaaS),
platform (i.e., platform as services, PaaS), and infrastructure (i.e., infrastructure as
services, IaaS). Moreover, Cloud Computing leverages emerging technologies such
as the Web 2.0 for application services, and virtualizationand dynamic provisioning
support for platform services [18].

Grid Computing, Utility Computing and Cloud Computing differ in aspects as
their architectures, the types of coordinated institutions, the types of resources
shared, the cost/business models, and the technologies used to achieve their objec-
tives. However, all these computing environments have the common objectives in
harnessing shared resources to optimally meet a variety of demands cost-effectively
and at timely manner. Since Grid Computing started its technological journey about
a decade earlier than Cloud Computing, are there lessons to learn and technolo-
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gies to leverage from Grid to Cloud? In this chapter, we wouldlike to explore the
experiences learnt in Grid and the role of Grid technologiesfor Cloud computing.

The rest of this chapter is organized as follows:

• Introductory discussion on the basics of Grid and Cloud computing, and their
respective interaction models between client, resource consumer and provider
(Section 2)

• Comparison of key processes in Grid and Cloud computing (Section 3)
• Core Grid technologies and their applicability to Cloud computing (Section 4)
• Concluding remarks on the future directions of Grid and Cloud computing (Sec-

tion 5).

2 Basics of Grid and Cloud Computing

2.1 Basics of Grid Computing

Grid Computing harnesses distributed resources from various institutions (resource
providers), to meet the demands of clients consuming them. Resources from differ-
ent providers are likely to be diverse and heterogeneous in their functions (comput-
ing, storage, software, etc.), hardware architectures (Intel x86, IBM PowerPC, etc.),
and usage policies set by owning institutions. Developed under the umbrella of Grid
Computing, information services, name services, and resource brokering services
are important technologies responsible for the aggregation of resource information
and availability, selection of resources to meet the clients’ specific requirements and
the quality of services criteria while adhering to the resource usage policies.

Figure 1 shows an exemplary relationship of resource providers and consumers
for a collaborative Grid computing scenario. Clients or users submit their requests
for application execution along with resource requirements from their home do-
mains. A Resource broker selects a domain with appropriate resources to acquire
from and to execute the application or route the applicationto domain for execution
with results and status returning to the home domain.

2.2 Basics of Cloud Computing

IDC 1 defined two specific aspects of Clouds: Cloud Services and Cloud Computing.
Cloud Services are “consumer and business products, services and solutions that are
delivered and consumed in real-time over the Internet” while Cloud Computing is
“an emerging IT development, deployment and delivery model, enabling real-time
delivery of products, services and solutions over the Internet (i.e., enabling Cloud

1 http://blogs.idc.com/ie/?p=190
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Fig. 1: Grid Collaborating Domains

services)”. In this chapter, we will focus the computing infrastructure and platform
aspects of the Cloud.

Amazon’s Elastic Compute Cloud2 popularized the Cloud computing model by
providing an on-demand provisioning of virtualized computational resources as me-
tered services to clients or users. While not restricted, most of the clients are indi-
vidual users that acquire necessary resources for their ownusage through EC2’s
APIs without cross organization agreements or contracts. Figure 2 illustrates possi-
ble usage models from clients C1 and C2 for resources/services of Cloud providers.
As Cloud models evolve, many are developing the hybrid Cloudmodel in which
enterprise resource brokers may acquire additional neededresources from exter-
nal Cloud providers to meet the demands of submitted enterprise workloads (E1)
and client work requests (E2). Moreover, the enterprise resource domain and Cloud
providers may all belong to one corporation and thus form a private Cloud model.

2.3 Interaction Models of Grid and Cloud Computing

One of the most scalable interaction models of Grid domains is peer-to-peer, where
most of the Grid participating organizations are both consumers and providers. In
practice, there are usually agreements of resource sharingamong the peers. Further-
more, clients of consumer organizations in Grids use heterogeneous resources from

2 http://www.amazon.com/ec2
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more than one resource provider belonging to the same Virtual Organization (VO)
to execute their applications. It is important for participating resource providers and
consumers to have common information models, interaction protocols, application
execution states, etc. The organization of Open Grid Forum (OGF)3 has the goal of
establishing relevant and necessary standards for Grid computing. Some proposed
standards include Job Submission Description Language (JSDL), Basic Execution
Service (BES) and others.

Currently, most of the Cloud providers offer their own proprietary service pro-
tocols and information formats. As Cloud computing becomesmature and widely
adopted, clients and consumer organizations would likely interact with more than
one provider for various reasons, including finding the mostcost effective solutions
or acquiring a variety of services from different providers(e.g., compute providers
or data providers). Cloud consumers will likely demand common protocols and
standardized information formats for ease of federated usage and interoperability.
The Open Virtualization format (OVF) of the Distributed Management Task Force
(DMTF)4 is an exemplary proposal in this direction. Modeled after similar forma-
tions in the Grid community, OGF officially launched a workgroup, named the Open
Cloud Computing Interface Working Group (OCCI-WG)5 to develop the neces-

3 http://www.ogf.org/
4 http://www.dmtf.org/standards/
5 http://www.occi-wg.org/doku.php?id=start
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sary common APIs for the lifecycle management of Cloud infrastructure services.
More standardization activities related to Cloud can be found in the wiki of Cloud-
Standards.org6.

2.4 Distributed Computing in the Grid and Cloud

The Grid encompasses two areas of distributed system activity. One is operational
with an objective of administrating and managing an interoperable collection of
distributed compute resource clusters on which to execute client jobs, typically sci-
entific/HPC applications. The procedures and protocols required to support clients
from complex services built on distributed components thathandle job submission,
security, machine provisioning, and data staging. The Cloud has similar operational
requirements for supporting complex services to provide clients with services on
different levels of support such application, platform andinfrastructure. The Grid
also represents as a coherent entity a collection of computeresources that may be
under different administrative domains, such as universities, but inter-operate trans-
parently to form virtual organizations. Although interoperability is not a near term
priority, there is a precedent for commercial Clouds to movein this direction simi-
larly to how utilities such as power or communication contract with their competi-
tors to provide overflow capacity.

The second aspect of distributed computing in the Grid is that job themselves are
distributed, typically running on tightly coupled nodes within a cluster and leverag-
ing middleware services such as MPICH. Jobs running in the Grid are not typically
interactive, and some may be part of more complex services such as e-science work-
flows. Workloads in Clouds usually consist of more loosely coupled distributed jobs
such as map/reduce, and HPC jobs written to minimize internode communication
and leverage concurrency provided by large multi-core nodes. Service instances that
form components of a larger business process workflow are likely to be deployed
in the Cloud. These workload aspects of jobs running in the Cloud or Grid have
implications for structuring the services that administerand manage the quality of
their execution.

3 Layered Models and Usage patterns in Grid and Cloud

There are many similarities in Grid and Cloud computing systems. We compare
the approaches by differentiating three layers of abstraction in Grid: Infrastructure,
Platform and Application. Then we map these three layers to the Cloud services
of IaaS, PaaS, and SaaS. An example of the relations among layers can be seen in
Figure 3

6 http://cloud-standards.org/
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Fig. 3: Grid and Cloud Layers

3.1 Infrastructure

This is the layer in which Clouds share most characteristicswith the original purpose
of Grid middleware. Some examples are Eucalyptus [68], OpenNebula7, or Amazon
EC2. In these systems users can provision execution environments in the form of
virtual machines through interfaces such as APIs or commandline tools. The act of
defining an execution environment and sending a request to the final resource has
many similarities with scheduling a job in the Grid. The mainsteps, shared by all of
the cited Cloud environments are discussed below. We use Globus as the reference
Grid technology.

• The user needs to be authorized to use the system. In Grid systems this is man-
aged through the Community Authorization System (CAS) or bycontacting a
Certificate Authority that is trusted by the target institution, which issues a valid
certificate. Clouds usually offer web forms to allow the registration of new users,
and have additional web applications to maintain databasesof customers and
generate credentials, such as the case of Eucalyptus or Amazon.

• Once the user has a means of authenticating he needs to contact a gateway that
can validate him and process his request. Different mechanisms are employed
to carry users’ requests, but Web Services are the most common of them. Users

7 http://www.opennebula.org



8 D. Villegas, I. Rodero, L. Fong, N. Bobroff, Y. Liu, M. Parashar and S. M. Sadjadi

either write a custom program that consumes the WS offered by providers, or use
available tools. Examples include the Amazon API tools for Amazon EC2, the
euca2ools for Eucalyptus or the OpenNebula command line interface. Similarly,
Globus offers a set of console-based scripts that facilitate communication with
the Grid.

• As part of the request for resource usage, users need to specify the action or task
to be executed on the destination resources. Several formats are available for this
purpose. Globus supports a Resource Specification Language(RSL) and a Job
Submission Description Language (JSDL) that can define whatprocess is to be
run on the target machine, as well as additional constraintsthat can be used by a
matchmaking component to restrict the class of resources tobe considered, based
on machine architecture, processor speed, amount of memory, etc. Alternatively,
Clouds require different attributes such as the size of the execution environment
or the virtual machine image to be used.

• After the job execution or the environment creation requests are received, there
is a match-making and scheduling phase involved. The GRAM component from
Globus is specially flexible in this regard, and multiple adapters allow different
treatments for jobs: for example, the simplest job manager just performs afork
call to spawn a new process on the target machine. More advanced and widely
used adapters transfer job execution responsibility to a local resource manager
such as Condor, LoadLeveler or Sun Grid Engine. These systems are able of
multiplexing jobs that are sent to a site into multiple resources. Cloud systems
have simpler job management strategies, since the type of jobs are homogeneous
and don’t need to be adapted to a variety of resources such as in the case of
the Grid. For example, Eucalyptus uses a Round Robin scheduling technique to
alternate among machines. OpenNebula implements a Rank Scheduling Policy
to choose the most adequate resource for a request, and supports more advance
features such as advance reservations through Haizea [84].

• One of the common phases involved in job submission is transferring the nec-
essary data to and from the execution machine. The first of them, usually called
stage-in, involves retrieving a the input data for the process from a remote des-
tination, such a GridFTP server. When the amount of data is large, a mapping
service such as a Replica Location Service (RLS) can be used to translate a logi-
cal file name to a location. The second part of the process,stage-out, consists in
either transferring the output data to the user’s machine orto place it in a reposi-
tory, possibly using the RLS. In the case of Cloud computing,the most important
data that has to be transferred is the definition of an execution environment, usu-
ally in terms of Virtual Machine images. Users upload the data describing the
operating system and packages needed to instantiate the VM and later reference
it to perform operations such as booting a new machine. Thereis no standard
method for transferring data in Cloud systems, but it is worth noting Amazon’s
object storage solution, the Simple Storage Service (S3), which allows users to
move entities from 1 byte to 5 GB in size.

• Finally, Grid and Cloud systems need to offer users a method to monitor their
jobs, as well as their resource usage. This facility can alsobe used by site ad-
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ministrators to implement usage accounting in order to track resource utilization
and enforce user quotas. In the context of Globus, there are two modules that can
be used for this purpose, the first is GRAM itself, which allows user to query
previously submitted jobs’ status. The second method of acquiring information
about the Grid’s resources is provided by the Monitoring andDiscovery Service
(MDS), which is in charge of aggregating resources’ data andmaking it avail-
able to be queried. High-level monitoring tools have been developed on top of
existing Cloud management systems such as Amazon CloudWatch.

3.2 Platform

This layer is built on top of the physical infrastructure andoffers a higher level of
abstraction to users. The interface provided by a PaaS solution allows developers
to build additional services without being exposed to the underlying physical or
virtual resources. These facts enable additional featuresto be implemented as part
of the model, such as presenting seemingly infinite resources to the user or allowing
elastic behavior on demand. Examples of Cloud solutions that present these features
are Google App Engine8, Salesforce’s force.com9 or Microsoft Azure10.

Several solutions that can be compared to the mentioned PaaSofferings exist
in the Grid, even though this exact model cannot be exactly replicated. We define
Platform level solutions as those containing the followingtwo aspects:

Abstraction from physical resources:The Infrastructure layer provides users
with direct access to the underlying infrastructure. While this is required for the
lower levels of resource interaction, in the Platform levela user should be isolated
from them. This allows developers to create new software that is not susceptible to
the number of provisioned machines or their network configuration, for example.

Programming API to support new services:The Platform layer allows devel-
opers to build new software that takes advantage of the available resources. The
choice of API directly influences the programs that can be built on the Cloud, there-
fore each PaaS solution is usually designed with a type of application in mind.

With these characteristics Grid systems allow developers to produce new soft-
ware that take advantage of the shared resources in order to compare them with
PaaS solutions.

• Libraries are provided by Grid middleware to access resources programmatically.
The Globus Java Commodity Grid (CoG) Kit [55] is an example. The CoG Kit
allows developers to access the Grid functionality from a higher level. However,
resources have to be independently addressed, which makes programs tied to
the destination sites. Additionally, it is linked to Globusand makes applications
dependent on a specific middleware.

8 http://code.google.com/appengine/
9 http://www.force.com/
10 http://www.microsoft.com/windowsazure/
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• SAGA [36] and DRMAA11 are higher level standards that aim to define a plat-
form independent set of Grid operations. While the former offers a wide range of
options such as job submission, security handling or data management, the later
focuses on sending and monitoring jobs. These solutions provide a higher level
of abstraction than the previous example, but are still tiedto the Grid concept of
jobs as programs that are submitted to remote resources.

• An example of an API that bypasses the underlying Grid model to offer pro-
grammers a different paradigm to develop new software is MPICH-G2 [49]. It
consists of a library that can be linked to a program that usesthe Message Pass-
ing Interface (MPI) to transparently enable the application to work on the Grid.
The programmer can think in familiar terms even though applications are Grid
enabled.

• GridSuperscalar [11] is a programming paradigm to enable applications to run on
the Grid. Programmers identify the functions of their code which can be run on
remote resources, then specify the data dependencies for each of those functions,
and after writing the code a runtime module determines the data dependencies
and places each of the tasks in the Grid, transferring data accordingly so that
each task can be completed.

• Another programming paradigm aimed at building new functionality on top of
the Grid is SWIFT [97]. It provides a language to define computations and data
dependencies, and is specially designed to efficiently run very large numbers of
jobs while easing the task of defining the order of execution or the placing of data
produced from one job to be consumed by another.

Probably the main difference in Cloud PaaS paradigms compared to the de-
scribed options is that Grid models need to use the lowest common denominator
when implementing new services. The reason for this is that the degree of compat-
ibility with the middleware is directly related to the number of resources available:
if a user’s service does not make any assumptions on the remote resources, it will
be able to use all of them normally; on the other hand, services requiring additional
software to be installed on the target machines would have considerably fewer can-
didates to for execution.

In the case of Clouds, this requirement is not as stringent for two main reasons:
the first one is that PaaS solutions are deeply tied to Cloud vendors, and therefore
they are designed in hand with the rest of the infrastructure, and the second is that
provisioning resources with the required libraries is mucheasier than in Grid com-
puting, allowing new nodes to be spawned with the required environment. In the
case of Grids, having the required software installed in theexecution resources usu-
ally involves having a human operator do it, making the process more costly.

11 http://www.drmaa.org/
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3.3 Applications

There is no clear distinctions between applications developed on Grids and those
that use Clouds to perform execution and storage. The choiceof platform should not
influence the final result, since the computations delegatedto the underlying systems
can take different shapes to accommodate to the available APIs and resources.

On the other hand, it is undeniable that the vast majority of Grid applications
fall in the realm of scientific software, while software running in Clouds has leaned
towards commercial workloads. Here we try to identify some possible causes for
the different levels of adoption of these technologies for the development of appli-
cations:

• Lack of business opportunities in Grids.Usually Grid middleware is installed
only in hardware intended for scientific usage. This phenomenon has not suc-
cessfully produced business opportunities that could be exploited by industry.
Conversely, Clouds are usually backed up by industry which have had better
ways to monetize their investments.

• Complexity of Grid tools. Perhaps due to the goal of providing a standardized,
one-size-fits-all solution, Grid middleware is perceived by many as complex and
difficult to install and manage. On the other hand, Cloud infrastructures have
usually been developed by providers to fit their organization’s needs and with a
concrete purpose in mind, making them easier to use and solution oriented.

• Affinity with target software . Most Grid software is developed with scientific
applications in mind, which is not true for the majority of Cloud systems. Sci-
entific programs need to get the most performance from execution resources and
many of them cannot be run on Clouds efficiently, for example because of virtu-
alization overhead. Clouds are more targeted to web applications. These different
affinities to distinct paradigms make both solutions specially effective for their
target applications.

4 Techniques

Here we discuss the impact of techniques used in Grid computing that can be ap-
plied in Clouds. From the time the concept of Grid was introduced, a variety of
problems had to be solved in order to enable its wide adoption. Some examples of
these are user interfacing (Section 4.1), data transfer (Section 4.2), resource moni-
toring (Section 4.3) or security (Section 4.7). These basictechniques for the enable-
ment of Grids were designed to fulfill its main goals, namely,to allow the sharing
of heterogeneous resources among individuals belonging toremote administrative
domains. These goals determine the areas of application of the described techniques
in Clouds, therefore we will find the most valuable set of improvements to be in the
field of Cloud interoperability.
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Clouds can not only benefit from the most fundamental techniques in Grid com-
puting: additional techniques that arose on top of these building blocks to bring new
functionality to Grids are also good candidates which can beconsidered when con-
sidering Clouds. Among these we can find Autonomic Computing(Section 4.4),
Grid scheduling (Section 4.5), interoperation (Section 4.6) or simulation (Section
4.8).

The techniques discussed in this section are therefore spread through various
levels of the Grid architecture: some of them can be found in the lower layers, giving
common services to other components, and others are built from the former and
extend them. Following the classification discussed in Section 3, we find that some
techniques belong to the Infrastructure layer, this is, have the main objective of
resource management, and others are spread through the Infrastructure and Platform
layers, such as the Metascheduling techniques described inthe scheduling section.

4.1 Service Orientation and Web Services

The Cloud is both a provider of services (e.g. IaaS, PaaS, andSaaS) and a place to
host services on behalf of clients. To implement the former operational aspects while
maintaining flexibility, Cloud administrative functions should be constructed from
software components. The Grid faced similar challenges in building a distributed
infrastructure to support and evolve its administrative functions such as security,
job submission, and creation of Virtual Organizations. Thearchitectural principle
adopted by the Grid is Service Orientation (SO) with software components con-
nected by Web Services (WS). This section summarizes contributions of the Open
Grid Forum (OGF) to SO in distributed computing and and how they apply to the
Cloud. SO as an architecture, and Web Services as a mechanismof inter-component
communication are explored here in the context of similarities between Grid and
Cloud requirements.

Grid designers realized the advantage of the loosely-coupled client and service
model being appropriately deployed in the distributed computing environments. The
original Grid approach to SO was Open Grid Services Infrastructure (OGSI). OGSI
was built on top of the emerging Web Services standards for expressing interfaces
between components in a language neutral way based on XML schemas. While WS
is an interface, OGSI attempted to make it object oriented byadding required meth-
ods. Subsequently, the Grid community worked within the WS standards to extend
WS specification based on experience using a SOA. This lead to the introduction of
Open Grid Services Architecture (OGSA), implemented in version 3 of the Globus
toolkit. OGSA contains key extensions to the WS standard which are now described.

In Grid and Cloud the most typical service components such asprovisioning
an OS image, starting a virtual machine, or dispatching a jobare long running. A
service composition of these components requires an asynchronous programming
model. A consumer service component invokes a WS provider andis immediately
acknowledged so the caller does not hold his process open on acommunication link.
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The provider component asynchronously updates the consumer as the state changes.
Grid architects recognized the importance of supporting the asynchronous model
and integrated this approach into Web Services through theWS-Addressingand
WS-Notify extensions. WS-Addressing specifies how to reference not just service
endpoints, but objects within the service endpoint. Notification is based on WS-
Addressing which specifies the component to be notified on a state change.

Related to the long lived service operation and asynchronous communication
model is the requirement to maintain and share state information. There are many
ways to achieve statefulness, none simple, especially whenmultiple services can up-
date the same state object. In principle, a WS interface is stateless although of course
there are many ways to build applications on top of WS that passstate through the
operation messages. The challenge is to integrate the WS specification with a stan-
dard for statefulness that does not disturb the stateless intent of WS interface model.
The OGF achieved this goal, developing theWeb Service Resource Framework
(WSRF). WSRF allows factory methods in the WS implementation tocreate ob-
jects, which are referenced remotely using the WS-Addressing standard. Persistent
resource properties are exposed to coupled services through XML. Introducing state
potentially adds enormous complexity to a distributed system, and the distribution
of stateful data to multiple service components has the potential for data coherence
problems which would require distributed locking mechanisms. The approach intro-
duced by the Grid passes WS endpoints to the resources so that synchronized access
is provided by the service implementation.

One path to leveraging Grid technology experiences in the Cloud is to consider
building operation support services with a SO. The component services intercon-
nect using the suite of WS standards. The logic of composing the services is built
with modern business process design tools which produce a workflow. The design
workflow is exported in the form such as the Business Process Execution Language
(BPEL) and executed by a workflow engine. This implementation path of using
BPEL with WSRF to build a SOA has been demonstrated in an e-Science con-
text [28, 29].

There is already some experience using WS and WSRF in the Cloud domain.
The Nimbus project12 uses the WS and WSRF model as an interface for clients to
access its Cloud workspaces.

4.2 Data Management

In Grid computing, data-intensive applications such as thescientific software in do-
mains like high energy physics, bio-informatics, astronomy or earth sciences involve
large amounts of data, sometimes in the scale of PetaBytes (PB) and beyond [63].

Data management techniques to discover and access information are essential for
this kind of applications. Network bandwidth, transfer latency and storage resources

12 http://www.nimbusproject.org/
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are as important as computational resources to determine the tasks’ latency and
performance. For example, a data-intensive application will preferably be run at a
site that has an ample and fast network channel to its datasetso that the network
overhead can be reduced, and if it generates a large amount ofdata, we would also
prefer a site that has enough storage space close to it.

Many technologies are applied in Grid computing to address data management
problems. Data Grids [23] have emerged in scientific and commercial settings to
specifically optimize data management. For example, one of the services provided
by Data Grids is replica management [22, 54, 78, 86]. In orderto retrieve data effi-
ciently and also avoid hot spots in a distributed environment, Data Grids often keep
replicas, which are either complete or partial copies of theoriginal datasets. Replica
management services are responsible for creating, registering, and managing repli-
cas. Usually, a replica catalog such as Globus Replica Catalog [3] is created and
managed to contain information of replicas that can be located by users.

Besides data replication, caching is an effective method toreduce latency at the
data consumer side [48]. Other technologies such as streaming, pre-staging, high-
speed data movement, or optimal selection of data sources and sinks are applied in
Data Grids too. These data management technologies are alsoused in data sharing
and distribution systems such as Content Delivery Networks, Peer-to-Peer Networks
and Distributed Databases. In [91], the author suggests a taxonomy of Data Grids
and compares Data Grids with other related research areas.

Standards for data services have been proposed in the Grid community. The Open
Grid Services Architecture (OGSA), which is adopted by the Global Grid Forum
(GGF), definess OGSA Data Services [32] which include data transfer, data ac-
cess, storage resource management, data cache, data replication, data federation,
and metadata catalogues services. The Database Access and Integration Services
Working Group (DAIS-WG) [6] at GGF is also developing standards of data ser-
vices with an emphasis on database management systems, which have a central role
in data management such as data storage, access, organization, authorization, etc.
There are other groups at GGF that work on data management in Grid comput-
ing such as Grid File System Working Group, Grid Storage Management Working
Group or GridFTP Working Group. Among them, GridFTP WorkingGroup works
on improving the performance of FTP and GripFTP [4]. GridFTPis an extension of
FTP and it supports parallel and striped data transfer and partial file transfer. FTP
and GridFTP are the most widely-used transport protocols when transferring bulk
data for Grid applications.

The Globus Toolkit provides multiple data management solutions including
GridFTP, the Global Access to Secondary Storage(GASS), theReliable File Trans-
fer (RFT), the Replica Location Service (RLS) and a higher-level Data Replication
Service (DRS) based on RFT and RLS. Specifically, GASS is a light-weight data ac-
cess mechanism for remote storage systems. It enables pre-staging and post-staging
of files and is integrated into the Globus Resource Access andMonitoring (GRAM)
to stage in executables and input data and if necessary, stage out the output data and
logs.
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In the current state of Cloud computing, storage is usually close to computation
and therefore data management is simpler than in Grids, where the pool of execu-
tion and storage resources is considerably larger and therefore efficient and scalable
methods are required for placement of jobs and data locationand transfer. Still, there
is the need to take data access into consideration to providebetter application per-
formance. An example of this is Hadoop13, which schedules computation close to
data to reduce transfer delays.

Same as Grid computing, Clouds need to provide scalable and efficient tech-
niques for transferring data. For example, we may need to move virtual machine
images, which are used to instantiate execution environments in Clouds, from users
to a repository and from the repository to hosting machines.Techniques for im-
proved transfer rates such as GridFTP would result in lower times for sites that have
high bandwidth, since they can optimize data transfer by parallelizing the sending
streams. Also, catalog services could be leveraged to improve distributed informa-
tion sharing among multiple participants such that the locating of user data and data
repositories is more efficient. The standards developed from Grid computing prac-
tice can be leveraged to improve interoperability of multiple Clouds. Finally, better
integration of data management with the security infrastructure would enable groups
of trusted users. An application of this principle could be used in systems such as
Amazon EC2 where VM images are shared by individuals with no assurances about
their provenance.

4.3 Monitoring

Although some Cloud monitoring tools have already been developed, they provide
high level information and, in most cases, the monitoring functionality is embedded
in the VM management system following specific mechanisms and models. The cur-
rent challenge for Cloud monitoring tools is providing information from the Clouds
and application/service requests with sufficient level of detail in nearly real time in
order to take effective decisions rather than providing a simple and graphical repre-
sentation of the Cloud status. To do this, different Grid monitoring technologies can
be applied to Clouds, specially those of them that are capable to provide monitor-
ing data in aggregate form due to the large scale and dynamic behavior of Clouds.
The experiences gained with the research of Grid monitoringstandardization can
drive the definition of unified and standard monitoring interfaces and data models
to enhance interoperability among different Clouds.

Grid monitoring is a complex task, since the nature of the Grid means heteroge-
neous systems and resources. However, monitoring is essential in the Grid to allow
resource usage to be accounted for and to let users know whether and how their jobs
are running. This is also an important aspect for other taskssuch as scheduling.

13 http://hadoop.apache.org/
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The OGF Performance Working Group developed a model for Gridmonitoring
tools called Grid Monitoring Architecture (GMA) [88]. The architecture they pro-
pose is designed to address the characteristics of Grid platforms. Performance in-
formation has a fixed, often short, lifetime of utility. Performance data is often more
frequently updated than requested, whereas usual databaseprograms are firstly de-
signed for queries. This means that permanent storage is notalways necessary, and
that the tools must be able to answer quickly before the data is obsolete. A Grid
performance monitoring tool also needs to handle many different types of resources
and should be able to adapt when communication links or otherresources go down.
Thus, monitoring systems should be distributed to suit these requirements. In fact,
a monitoring tool should find a good tradeoff between the following characteris-
tics: low latency for delivering data, high data rate, scalability, security policies, and
minimum intrusiveness.

The GMA is based on three types of components: producers, consumers and the
directory service (see Figure 4). A producer is any component that can send events to
a consumer, using the producer interface (accepting subscription, queries and ability
to notify). In a monitoring tool, every sensor is encapsulated in a producer; however
a producer can be associated to many different sources: sensors, monitoring systems
or databases, for example. A consumer is any component that can receive event
data from a producer. The consumer interface contains subscription/unsubscription
routines and query mechanisms. To exchange data events, producers and consumers
have a direct connection, but to initiate the dialog, they need the directory service.

Fig. 4: Grid Monitoring Architecture components

Several monitoring tools have been developed for Grid systems. Balaton et al.
[35] provide a description and categorization of existing performance monitoring
and evaluation tools, and Serafeim et al. [96] propose a taxonomy of Grid monitor-
ing systems, which is employed to classify a wide range of projects and frameworks.
Some of these approaches are discussed below.
Ganglia [60] is a scalable distributed monitoring system for high-performance com-
puting environments such as clusters and Grids. It is based on a hierarchical design
targeted at federations of clusters, relies on a multicast-based listen/announce pro-
tocol to monitor state within clusters and uses a trace of point-to-point connections
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amongst representative cluster nodes to federate clustersand aggregate their state.
Data is represented in XML and compressed using XDR. The Ganglia Web Frontend
can be used to inspect for example CPU utilization in the lasthour or last month.
Ganglia has been deployed in many HPC infrastructures including supercomputing
facilities and large Grid systems.
Network Weather Service(NWS) [95] is a distributed system for producing short-
term performance forecasts based on historical performance measurements. NWS
provides a set of system sensors for periodically monitoring end-to-end TCP/IP per-
formance (bandwidth and latency), available CPU percentage, and available non-
paged memory. Based on collected data, NWS dynamically characterizes and fore-
casts the performance of network and computational resources.
Mercury [12] was designed to satisfy requirements of Grid performance monitor-
ing: it provides monitoring data represented as metric via both pull and push access
semantics and also supports steering by controls. It supports monitoring of Grid en-
tities such as resources and applications in a generic, extensible and scalable way.
Its design follows the recommendations of the OGF GMA described previously.
OCM-G [13] is an OMIS-compliant application monitor developed within the
CrossGrid project. It provides configurable online monitoring via a central man-
ager which forwards information requests to the local monitors. However, OCM-G
has a distributed architecture.

The Globus Monitoring and Discovery System (MDS) [26] is another widely
used monitoring tool that provides information about the available resources on the
Grid and their status. It is based on the GLUE schema14, which is used to provide
a uniform description of resources and to facilitate interoperation between Grid in-
frastructures. Other approaches for large-scale systems have been developed such as
MonALISA [66], which is an extensible monitoring frameworkfor hosts and net-
works in large-scale distributed systems, and Palantir [40] that was designed to unify
the access to different monitoring and information systemsfor large scale resource-
sharing across different administrative domains, thus providing general ways for
accessing all this information. Furthermore, different Grid portal frameworks incor-
porate monitoring functionalities such as in the HPC-Europa Single Point of Access
[39] and the P-GRADE Portal [72].

Several data centers that provide resources to Cloud systems have adopted Gan-
glia as a monitoring tool. However, virtualized environments have more specific
needs that have motivated Cloud computing technology providers to develop their
own monitoring system. Some of them are summarized below:
Amazon CloudWatch15 is a web service that provides monitoring for Amazon Web
Services Cloud resources such as Amazon EC2. It collects rawdata from Ama-
zon Web Services and then processes the information into readable metrics that are
recorded for a period of two weeks. It provides the users withvisibility into resource
utilization, operational performance, and overall demandpatterns - including met-
rics such as CPU utilization, disk reads and writes, and network traffic.

14 http://forge.ogf.org/sf/projects/glue-wg.
15 http://aws.amazon.com/cloudwatch/
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Windows Azure Diagnostic Monitor16 collects data in local storage for every di-
agnostic type that is enabled and can transfer the data it gathers to an Azure Storage
account for permanent storage. It can be scheduled to push the collected data to
storage at regular intervals or it can be requested an on-demand transfer whenever
this information is required.
TheOpenNebula Information Manager (IM) is in charge of monitoring the dif-
ferent nodes in a Cloud. It comes with various sensors, each one responsible for dif-
ferent aspects of the compute resource to be monitored (CPU,memory, hostname).
Also, there are sensors prepared to gather information fromdifferent hypervisors.
The monitoring functionality ofAneka [90] is implemented by the core middleware,
which provides a wide set of services including also negotiation of the quality of
service, admission control, execution management, accounting and billing. To help
administrators to tune the overall performance of the Cloud, the Management Studio
provides aggregated dynamic statistics.
Nimsoft Monitoring Solution 17 (NMS), built on the Nimsoft Unified Monitoring
Architecture, delivers monitoring functionality to any combination of virtualized
data center, on hosted or managed infrastructure, in the Cloud on IaaS or PaaS or
delivered as SaaS services. Specifically, it provides unified monitoring for data cen-
ters, private Clouds and public Clouds such as Amazon WS, including service level
and response time monitoring, visualization and reporting.
Hyperic CloudStatus18 provides open source monitoring and management soft-
ware for all types of web applications, whether hosted in theCloud or on premise,
including Amazon Web Services and Google App Engine. CloudStatus gives users
real-time reports and weekly trends on infrastructure metrics.

4.4 Autonomic Computing

Inspired by the the autonomic nervous system, autonomic computing aims at design-
ing and building self-managing systems and has emerged as a promising approach
for addressing the challenges due to software complexity [46]. An autonomic system
is able to make decisions to respond to changes in operating condition at runtime
using high-level policies that are typically provided by anexpert. Such a system
constantly monitors and optimizes its operation and automatically adapts itself to
changing conditions so that it continues to achieve its objectives.

There are several important and valuable milestones to reach fully autonomic
computing: first, automated functions will merely collect and aggregate information
to support decisions by human users. Later, they will serve as advisors, suggesting
possible courses of action for humans to consider.

16 http://www.microsoft.com/windowsazure
17 http://www.nimsoft.com/solutions/
18 http://www.hyperic.com/
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Self-management is the essence of autonomic computing and has been defined
in terms of the following four aspects of self-management [46].

• Self configuration: Autonomic systems will configure themselves automatically
in accordance with high-level policies representing business-level objectives that,
for example, specify what is desired and not how it is to be accomplished. When
a component is introduced, it will incorporate itself seamlessly, and the rest of
the system will adapt to its presence.

• Self optimization: Autonomic systems will continually seek ways to improve
their operation, identifying and seizing opportunities tomake themselves more
efficient in performance and/or cost. Autonomic systems will monitor, experi-
ment with, and tune their own parameters and will learn to make appropriate
choices about keeping functions or outsourcing them.

• Self healing: Autonomic computing systems will detect, diagnose, and repair
localized problems resulting from bugs or failures in software and hardware.

• Self protection: Autonomic systems will be self-protecting in two senses. They
will defend the system as a whole against large-scale, correlated problems arising
from malicious attacks or cascading failures that remain uncorrected by self-
healing measures. They also will anticipate problems basedon early reports from
sensors and take steps to avoid or mitigate them.

Figure 5 shows one basic structure of an autonomic element asproposed by IBM.
It consists of autonomic manager which monitors, analyzes,plans and executes
based on collected knowledge, and external environments including human users
and managed elements. The managed element could be hardwareresources such as
CPU, memory and storage, software resources such as a database, a directory ser-
vice or a system, or an application. The autonomic manager monitors the managed
elements and its external environment including changing users requirements, and
analyzes them, computes a new plan reflecting changing conditions and executes
this plan.

Monitor

Analyze

Execute

Plan

Autonomic manager

Managed element

Users

Knowledge

Fig. 5: One basic structure of an autonomic element. Elements interact with other elements and
external environments through autonomic manager.
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Autonomic concepts have been effectively applied to distributed computing envi-
ronments such as Grids [70], and communication/networkingsystems [89], to mon-
itor resources, changing workloads or models [73], and thenadjust resource provi-
sioning to satisfy requirements and constraints [74]. Suchcapabilities have been in-
corporated into Cloud systems. We use CometCloud [51] as a use case that provides
autonomic capabilities at all levels. CometCloud is an autonomic computing engine
for Cloud and Grid environments. It is based on decentralized coordination sub-
strate, and supports autonomic applications on highly heterogeneous and dynamic
Cloud/Grid infrastructures, as well as integration of public/private Clouds/Grids.
For example, it supports autonomic cloudbursts, where the goal is to seamlessly
(and securely) bridge private enterprise Clouds and data centers with public util-
ity Clouds or Grids on-demand, to provide an abstraction of resizable computing
capacity that is driven by user-defined high-level policies. It enables the dynamic
deployment of application components, which typically runon internal organiza-
tional compute resources, onto a public Cloud or Grids (i.e., cloudburst) to address
dynamic workloads, spikes in demands, economic/budgetaryissues, and other ex-
treme requirements. Furthermore, given the increasing application and infrastruc-
ture scales, as well as their cooling, operation and management costs, typical over-
provisioning strategies are no longer feasible. Autonomiccloudbursts can leverage
utility Clouds to provide on-demand scale-out and scale-incapabilities based on a
range of metrics.

Other examples of Clouds technologies that are adopting autonomic computing
techniques from Grid computing are Aneka [24], VioCluster [77] and CloudWatch.

4.5 Scheduling, Metascheduling, and Resource Provisioning

In the last few decades a lot of effort has been devoted to the research of job schedul-
ing, especially in centers with High Performance Computing(HPC) facilities. The
general scheduling problem consists of, given a set of jobs and requirements, a set
of resources, and the system status, deciding which jobs to start executing and in
which resources. In the literature there are many job scheduling policies, such as the
FCFS approach and its variants [79, 30, 80]. Other policies use estimated applica-
tion information (for example the execution time) which make no assumptions such
as Smallest Job First (SJF) [59], Largest Job First (LJF) [98], Smallest Cumulative
Demand First (SCDF) [58] or Backfilling [64], which is one of the most used in
HPC systems.

In Grid computing, scheduling techniques have evolved to incorporate other fac-
tors, such as the heterogeneity of resources or geographical distribution. The soft-
ware component responsible for scheduling tasks in Grids isusually called meta-
scheduler or Grid resource broker. The main actions that areperformed by a Grid
resource broker are: resource discovery and monitoring, resource selection, job ex-
ecution, handling and monitoring. However, it may be also responsible for other
additional tasks such as security mechanisms, accounting,quality of service (QoS)
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ensuring, advance reservations, negotiation with other scheduling entities, policy en-
forcement, migration, etc. A taxonomy and survey of Grid brokering systems can be
found in [53]. Some of their most common characteristics arediscussed as follows:

• They can involve different scheduling layers through several software compo-
nents between the Grid resource broker and the resources where the application
will run. Thus, the information and control available at theresource broker level
is far less than that available at a cluster scheduling level.

• A Grid resource broker usually does not have ownership or control over the re-
sources. Moreover, the cluster scheduling systems may havetheir own local poli-
cies that can conflict with the Grid scheduling strategy.

• There are conflicting performance goals between the users and the resource own-
ers. While the users focus on optimizing the performance of a single applica-
tion for a specified cost goal, the resource owners aim to obtain the best system
throughput or minimize the response time.

While in Grid computing the most important scheduling tasks are optimizing ap-
plications response time and resource utilization, in Cloud computing other factors
become crucial such as economic considerations and efficient resource provisioning
in terms of QoS guarantees, utilization and energy. As virtualized data centers and
Clouds provide the abstraction of nearly-unlimited computing resources through the
elastic use of consolidated resources pools, the scheduling task shifts to scheduling
resources (i.e. provisioning application requests with resources). The provisioning
problem in question is how to dynamically allocate resources among VMs with
the goal of optimizing a global utility function. Some examples are minimizing re-
source over-provisioning (waste of resources) and maximizing QoS (in order to pre-
vent falling on under-provisioning that may led to providers revenue loss). Different
provisioning techniques for data centers have been proposed such as those based
on gang scheduling [94], those based on advance reservations [85], those based on
energy efficiency [65, 75] or those based on multi-tiered resource scheduling ap-
proaches [83].

Although Cloud computing scheduling is still challenging,several techniques
developed for Grid environments can be taken into account. Existing job schedul-
ing techniques can be also applied in virtualized environments, specially when the
application requests rates are those expected in future Clouds. In fact, some ap-
proaches have started addressing this issue. Advance reservation developed for Grid
scheduling is used in the Haizea lease manager for OpenNebula. Different SLA
management policies for Grid computing have been extended for Clouds such as
those proposed by Buyya et al. [19]. Market-oriented allocation of resources poli-
cies developed for Grids have been realized for Clouds in Aneka [19]. Sodan [82]
proposes adaptive scheduling, which can adjust sizes of parallel jobs to consider
different load situations and different resource availability through job re-shaping
and VM resizing. Moreover, Cloud computing scheduling strategies can leverage
Grid multi-layer architectures and strategies such the cross-layer QoS optimization
policy proposed by Chunlin et al. [25].
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4.6 Interoperability in Grids and Clouds

One goal of Grid computing is to provide uniform and consistent access to resources
distributed in different data centers and institutions. This is because the majority of
Grids are formed based on regional as opposed to local initiatives so interoperation
is a key objective. Some examples are TeraGrid in US [20], GridX1 in Canada [1],
Naregi in Japan [61], and EGEE in Europe [14]. Interoperation is addressed at var-
ious architectural points such as the access portal, resource brokering function, and
infrastructure standardization.

Some production Grid environments, such as HPC-Europa [69], DEISA [2] and
PRACE19, approach interoperability using a uniform access interface to application
users. Software layers beneath the user interface then abstract the complexity of the
underlying heterogeneous supercomputing infrastructures.

One tool that takes this approach for Grid interoperation ismeta-brokering [50],
illustrated in Figure 6. Meta-brokering supports the Grid interoperability from the
viewpoint of the resource management and scheduling. Many projects explore this
approach with varied emphases. Examples grouped loosely byprimary technical
foci, are reviewed below.

Fig. 6: Meta-brokering architecture

• Infrastructure interoperability

19 http://www.prace-project.eu/
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GridWay [41], which is mainly based on Globus, supports multiple Grids using
Grid gateways [42] to access resources belonging to different domains.GridWay
forwards local user requests to another domain when the current one is over-
loaded.
Latin American Grid Meta-brokering [10, 15], proposed and implemented a
common set of protocols to enable interoperability among heterogeneous meta-
schedulers organized in a peer-to-peer structure. The resource domain selection
is based on an aggregated resource information model [76] and jobs from home
domain can be routed to peer domains for execution.

• Resource Optimization in interoperated Grids

Koala Grid Scheduler [62] is focused on data and processor co-allocation. To
inter-connect different Grid domains as different Koala instances. Their policy is
to use resources from a remote domain only if the local one is saturated. They
use delegated matchmaking [43] to obtain the matched resources from one of the
peer Koala instances without routing the jobs to the peer domains.
InterGrid [9] promotes interlinking different Grid systems through peering
agreements based on economic approaches to enable inter-grid resource shar-
ing. This is an economic-based approach, where business application support is
a primal goal, and this also supposed to establish sustainability.
VIOLA MetaScheduling Service [81] implements Grid interoperability via
SLA mechanisms (WS-Agreement) and provides co-allocation of multiple re-
sources based on reservation.

Other projects explore the interoperability of Grid systems through the use of
standard mechanisms, protocols and interfaces. For example, the Grid Interoper-
ability Project (GRIP) [16], the Open Middleware Infrastructure Institute for Eu-
rope (OMII-Europe) project20 or the work done within the P-GRADE portal [47].
GRIP was one of the first proposals enabling interoperability between UNICORE
and Globus Toolkit. OMII-Europe aimed to influence the adoption and develop-
ment of open standards that facilitate interoperability between gLite [56] and UNI-
CORE such as OGSA BES [33] or JSDL [5]. The P-GRADE portal tries to bridge
different Grid infrastructures by providing access to standard-based interoperable
middleware. The Grid Interoperation Now Community Group (GIN-CG)21 and the
Production Grid Infrastructure Working Group (PGI-WG)22 of the OGF also ad-
dress the problem of Grid interoperability. In the former case, driving and verifying
interoperation strategies and, in the latter case, oriented to production Grid infras-
tructures.

While significant progress on interoperation has been achieved in Grid comput-
ing, interoperability among Cloud providers has yet to be explored. While enthu-

20 http://www.omii-europe.org
21 http://forge.gridforum.org/sf/projects/gin
22 http://forge.ogf.org/sf/projects/pgi-wg
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siasm in establishing Cloud interoperability is limited among the for-profit Cloud
providers, there are many pursuers in the academic and scientific communities.

The RESERVOIR project23 addresses Cloud interoperability with a modular,
extensible Cloud architecture based on federation of Clouds. In the RESERVOIR
model, each infrastructure provider is an autonomous business with its own busi-
ness goals. A provider federates with other providers basedon policies aligned with
the site’s business goals. In the context of RESERVOIR, Gridinterfaces and proto-
cols may enable the required interoperability between the Clouds or infrastructure
providers. A similar initiative is the Nuba project24 whose main aim is the develop-
ment of a federated IaaS Cloud platform to facilitate the easy and automatic deploy-
ment of Internet business services, allowing dynamic scaling based on performance
and business goals criteria.

Some Cloud standardization groups have started working on defining common
interfaces for interoperation. The Open Grid Forum Open Cloud Computing Inter-
face (OCCI) working group25 of OGF is working on defining an API specification
for remote management of Cloud computing infrastructure, allowing for the devel-
opment of interoperable tools for common tasks including deployment, autonomic
scaling and monitoring. Project OpenNebula and RESERVOIR projects have pro-
vided OCCI-compiant implemenations. The Cloud Computing Interoperability Fo-
rum (CCIF)26 is a vendor neutral, not for profit community of technology advocates,
and consumers dedicated to driving the rapid adoption of global Cloud computing
services.

While encouraging activities in the area of interoperable Clouds are occuring,
Grid technologies are more mature. Thus, it is promising to extend these to the
Cloud, particularly in the research and evaluation of scheduling and resource selec-
tion strategies. While Grid computing focuses on utilization, Cloud computing is
more atuned to factors such as QoS, cost, and energy efficiency. Finally, Clouds will
want to take advantage of elastic use of their resources in order to optimize both
resource usage (and thus, Cloud providers revenue) and QoS given to the users.

4.7 Security and User Management

Clouds currently lack many of the mechanisms required for fluid intersite operation
of which security is a key enabling factor. Interoperability mandates common secu-
rity mechanisms that can be translated to the models chosen by local administrators.
Additionally, users need to be able to submit requests regardless of the institutions
involved in the process of performing the requested task or providing the necessary
data. This requires introduction to the Cloud of a mechanismof privilege delegation

23 http://www.reservoir-fp7.eu/
24 http://nuba.morfeo-project.org/
25 http://forge.ogf.org/sf/projects/occi-wg
26 http://cloudforum.org/
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enabling single sign-on. Finally, collaboration between multiple institutions sharing
resources requires development of new methods to manage user privileges.

These challenges have already been addressed in Grid computing where a pri-
mary goal is to allow sharing of resources among Virtual Organizations. A VO
defines a group of people and resources that can spawn across multiple adminis-
trative domains, and allows the definition of fine grained security policies on those
resources. The Grid solutions are described in the context of Globus middleware
and show how the concepts can be applied to Clouds.

Users in the Grid are granted privileges by site administrators based on their cre-
dentials, which are provided by a trusted Certificate Authority. The Grid Security
Infrastructure (GSI) [93] is the component of the Globus middleware responsible
for orchestrating security across different sites. GSI is used by job execution, file
transfer, and resource discovery and monitoring protocolsto ensure that all opera-
tions started by a user are allowed in the target resources.

GSI uses X.509 Public Key Infrastructure (PKI) and SSL/TLS protocols for
transport encryption. This allows individuals belonging to organizations to trust
foreign credentials issued by a CA without affecting their organization’s security
measures. However, two additional requirements arise fromthe dynamic nature of
Grid systems.
Single sign-on: Users in the Grid need to access multiple resources and services
with different authentication models. It would be burdensome if each time a user had
to perform an action in a remote resource he had to enter a passphrase to use his pri-
vate key to authenticate himself. Possible solutions such as caching the passphrase
could lead to additional security problems.
Privilege delegation: Due to the dynamic nature of the Grid, users often need to
delegate their privileges to other services. This occurs when requests require the or-
chestration of different resources, or when the user creates a new service to perform
a set of capabilities. Following the principle of least privilege, a set of minimum
capabilities should be transferred to these services so they can execute.

These requirements are fulfilled by an extension to X.509 certificates called
proxy certificates [92]. Proxy certificates are not issued bya CA, which would be
burdensome given their frequency of use and dynamic nature.Instead, the issuer is
identified by another public key certificate. This allows temporary certificates to be
signed and used for short periods of time without the need to access the user’s long
time private keys. The relaxed security of proxy certificates suffices as they have a
short life cycle.

Proxy certificates are also used to create new certificates with delegated sub-
sets of privileges. The GSI architecture allows different levels of granularity when
defining which of the privileges are inherited by the createdproxy. Finer levels of
granularity can be implemented by using policy languages toexpress delegation
policies. This opportunity is effectively exploited by more advance security services
built on the GSI such as the CAS service described below.

An example of the use of proxy certificates would be a computational job that
requires access to a storage server to pull datasets to be processed. In this case,
a new proxy would be created at the first site by delegating theuser’s privileges
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over the network, and in turn, the resource receiving the request would transfer the
credentials to the storage server which would perform the operation based on its
authorization policies.

One problem with x509 based proxy certificates is the need forusers to initiate
requests from a machine that has their private keys stored, in addition to the required
software to generate a proxy and start a request to the Grid. Often, users access the
Grid through web portals, making it difficult to generate their proxy certificates.
The MyProxy credential repository was created to solve thisissue and permit any
user to access Grid resources through a Grid portal using a web browser [67]. The
MyProxy model adds a repository service where users delegate their credentials
and associate them to a user name and password. Subsequently, users can log in
to a MyProxy enabled web portal and retrieve and use a previously stored Grid
certificate. Certificates delegated to MyProxy repositories have longer lifetimes than
usual proxies so users just need to generate them occasionally.

The GSI infrastructure allows resource owners to define access policies in an ad-
hoc fashion: usually, site administrators are in charge of defining a mapping from
Distinguished Names (DNs) to the local security method. This poses a number of
problems, specially when dealing with large VOs that are distributed across different
institutions: the first problem is the burden added to administrators to include access
policies for all users, specially if there is a need of defining finer grained ones that
vary from one resource to another. Second, systems administrators in charge of as-
signing access policies don’t have a big picture of the project’s needs in terms of
authorization structure.

The Community Authorization Service (CAS) [71] is an extension build on the
GSI that provides additional mechanisms to address the deficiencies mentioned
above. The CAS abstracts the complexity of access policies for a project into a
central server that acts as a repository of policies and users, freeing local resource
administrators from the task of identifying authorizationrequirements. The imme-
diate benefit of this separation of concerns is that project administrators can define
users and access rules in the CAS server, and even create groups to define fine
grained policies. Once users are added to the CAS server, they contact it when ac-
cess to a resource is needed, and the CAS server confers them acapability that is
equivalent to a proxy certificate. Site administrators needonly to validate that the
intended operation is allowed for the community the user belongs to and that the op-
eration is allowed by the offered capability. This method scales independently from
the number of users and resources. It is directly built on theGSI, which allows its
deployment with minimal changes to existing technologies.

In the case of Cloud computing, the lack of standardization among vendors re-
sults in multiple security models: for example, both AmazonEC2 and Eucalyptus
employ pairs of X.509 certificates and private keys for authentication. Google App
Engine, an example of PaaS solution, requires users to first log-in via Google Ac-
counts. The variety of methods makes it difficult to create new opportunities for
interoperation, and the fragmentation of security models hinders the reuse of newly
developed features.
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The OGF Open Cloud Computing Interface Working Group (OCCI)has made
a step towards proposing a standardized set of operations, and in its specification
it suggests that implementations may require authentication using standard HTTP
mechanisms and/or encryption via SSL/TLS. The latest versions of OpenNebula
support this specification for communicating with their Cloud controller. This defi-
nition represents a possibility to create common grounds for IaaS implementations,
providing uniform security paradigms among different vendors.

However, there is still much work in order to achieve a good security infras-
tructure in Clouds. Methods to specify trust among certificate issuers and resource
owners have yet to be implemented, especially for scenariosin which different orga-
nizations participate in sharing them. Models such as the GSI infrastructure, where
different providers trust various Certifying Authoritieswithout compromising the
rest of institutions, would allow the scaling of Clouds outside of single institution
boundaries. In those cases, additional techniques to manage users and their asso-
ciated privileges would be necessary to avoid centralization, and new distributed
methods for accounting would be required. Clouds can learn from these solutions in
order to define new, standardized interfaces that allow secure, inter-organizational
communication.

4.8 Modeling and Simulation of Clouds and Grids

Since it is difficult or even not feasible to evaluate different usages on real Grid
testbeds, different simulators have been developed in order to study complex sce-
narios. Simulations allow us to research policies for largeand complex configura-
tions with numerous jobs and high demand of resources and to easily include mod-
ifications and refinements in the policies. There are many rich simulation models
developed by the Grid community.

The GridSim [87] simulator has been widely used by many researchers to evalu-
ate Grid scheduling strategies. As described by the GridSimproject team it provides
a comprehensive facility to create different classes of heterogeneous resources that
can be aggregated using resource brokers. GangSim [27] allows the simulation of
complex workloads and system characteristics. It is also capable of supporting stud-
ies for controlled resource sharing based on SLAs. The SimGrid toolkit [57] is a
non workload based simulator that allows the evaluation of distributed applications
in heterogeneous distributed environments. In these last models, almost all of them
model how the jobs are scheduled at the multi-site level (by agiven broker or meta-
scheduler) but not how the jobs are scheduled and allocated once sent to the final
computing resources. In a different approach, the Alvio simulator [38] and Teikoku
[37] model all the scheduling layers that are involved in Grid architectures, from
meta-brokering policies (see section 4.6) to local job scheduling strategies. DGSim
[45] is another relevant simulation framework, which also allows Grid simulation
with meta-brokering approaches but, as the former approaches, it does not model
local scenarios.
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Simulation tools are specially important for Cloud computing research due to
the fact that many Clouds are also still in development. CloudSim [17] models and
simulates Cloud computing environments supporting multiple VMs within a data
center node. In fact, VM management is the main novelty of this simulator. It also
allows simulation of multiple federated data centers to enable studies of VM migra-
tion policies for reliability and automatic scaling of applications. However, several
aspects of Cloud computing have not been addressed yet such as the simulation of
multiple layers simultaneously. Therefore, the lack of simulators for Cloud com-
puting motivates the extension of existing simulators thatwere developed for Grid
systems and have similar requirements. Some of the existingGrid simulators are
described below. While many Cloud simulation models are yet to be developed,
leveraging some of the simulation models and experiences would likely accelerate
the development for Clouds.

Workloads are crucial to evaluate policies using simulation tools. Although dif-
ferent workload models have been proposed, traces from logsof production sys-
tems capture better the behavior of realistic scenarios. There are different publicly
available workload traces from production system such as those provided by the
Grid Observatory27, which collects, publishes, and analyzes data on the behavior
of the EGEE Grid28. This is currently one of the most complex public Grid traces
with higher frequency of application request arrivals thanother large Grids such
as Grid5000. However, any of them captures the heterogeneous nature of virtual-
ized Cloud infrastructures with multiple geographically distributed entry points and
potential high job arrival rates.

Furthermore, since the traces from different systems are indifferent formats, us-
ing standard formats is very important. Within the ParallelWorkload Archive29, as
well as providing detailed workload logs collected from large scale parallel systems
in production use such as San Diego Supercomputer Center or Los Alamos National
Lab, Feitelson et al. proposes the Standard Workload Format(SWF) [21] that was
defined to ease the use of workload logs and models. Iosup et al. extended this idea
for Grids with the Grid Workload Archive [44] and with the Failure Trace Archive
[52] to facilitate the design, validation, and comparison of fault-tolerant models and
algorithms.

There is a lack of workload traces and standard models for Clouds. This is an im-
portant obstacle to model and simulate realistic Cloud computing scenarios due to
Cloud workloads may be composed of different application types, including service
requests that have different behavior than the modeled in the current public traces.
These existing approaches for parallel systems and Grid systems can be extended
to Cloud computing with a definition of a standard Cloud workload format. Work-
load logs collected from production or research Cloud systems should be also made
publicly available to facilitate the research of Cloud computing techniques through
simulation.

27 http://www.grid-observatory.org/
28 http://www.eu-egee.org/
29 http://www.cs.huji.ac.il/labs/parallel/workload/
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5 Concluding Remarks

Grids and Clouds have many similarities in their architectures, technologies and
techniques. Nowadays, it seems Cloud computing is taking more significance as
a means to offer an elastic platform to access remote processing resources: this is
backed up by the blooming market interest on new platforms, the number of new
businesses that use and provide Cloud services and the interest of academia in this
new paradigm. However, there are still multiple facets of Cloud computing that
need to be addressed, such as vendor lock-in, security concerns, better monitoring
systems, etc. We believe that the technologies developed inGrid computing can be
leverage to accelerate the maturity of the Cloud, and the newopportunities presented
by the latter will in term address some of the shortcomings ofthe Grid.

As this chapter tries to convey, perhaps the area in which Clouds can gain the
most from Grid technologies is in multi-site interoperability. This comes naturally
from the fact that the main purpose of Grid systems is to enable remote sites under
different administration policies to establish efficient and orchestrated collaboration.
This is arguably one of the weakest points in Clouds, which usually are services of-
fered by single organizations that enforce their -often proprietary- protocols, leading
for examples to the already identified problem of vendor lock-in. On the other hand,
Grid computing, through the use of well defined standards, has achieved site in-
teroperability as it can be seen by the multiple computing and data Grids used by
projects in fields as particle physics, earth sciences, genetics and economic sciences.

Another path worth diving into is the one exploring how the new paradigm of
Cloud computing can benefit existing technologies and solutions proposed by the
Grid community: the realization of utility computing, elastic provisioning of re-
sources, or the homogenization of heterogeneous resources(in terms of hardware,
operating systems and software libraries) through virtualization bring a new realm of
possible uses for vast, underutilized computing resources. New consolidation tech-
niques allow for studies on lower energy usage for data centers and diminished costs
for users of computing resources. There is effectively a newrange of applications
that can be run on Clouds because of the improved isolation provided by virtual-
ization techniques. Thus, existing software that was difficult to run on Grids due
to hard dependencies on libraries and/or operating systemscan now be executed
on many more resources that have been provisioned complyingwith the required
environment.

Finally, there are some outstanding problems that need to beconsidered which
prevent some users from switching to new Cloud technologies. These problems need
to be tackled before we can fully take advantage of all the mentioned opportunities.
Other authors, such as [8], have already listed several of such problems. Some ex-
amples are:

• In certain cases, when processes require intense use of I/O,virtualized environ-
ments offer lower performance than native resources. Thereis a range of scien-
tific applications that have a high communication demand, such as those that rely
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on synchronous message passing models. Those applicationsdo not offer good
performance on Cloud systems.

• Even though Clouds offer the promise of elasticity of computing resources that
would appear to users as endless supply, there are scenariosin the scientific world
for which the resources offered by a single Cloud would not beenough. Once the
demand for processing power reaches the maximum capacity for a provider, there
are no additional means to acquire new resources for the users, if need be. At-
tempting to use different providers as a back up would mean different protocols,
security schemas and new APIs to be employed. For example, the Large Hadron
Collider (LHC) project requires processing power not available by any single
organization and if deployed to the Cloud, there is a need forinteroperability
among different Cloud vendors.

We hope that the efforts being taken by numerous researchersin this area identify
and address these shortcomings and lead to better and more mature technologies that
will improve the current Cloud computing practices. In these efforts, we believe
that a good knowledge of existing technologies, techniquesand architectures such
as those developed in the field of Grid computing will greatlyhelp accelerating the
pace of research and development of the Cloud, and will ensure a better transition
to this new computing paradigms.
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